Web Logs Visualization Toolkit

Introduction to Web Server Logs

Log files can hold from hundreds of thousands to millions of such records. Each time a user goes to a page anywhere on the Web, a record of that visit is left in some Web server. The news that just moving around the Web leaves these invisible footprints may give some users an eerie feeling of being watched. But, as will become clearer, the information within these "footprints" is pretty impersonal, unless you choose to personalize it. 

For purposes of site-traffic analysis, decoding these records one by one is clearly not feasible. Many software packages can take the raw log-file records, process them, and turn them into intelligible reports, illustrated with all sorts of gorgeous charts, graphs, tables, and 3-D visuals that make it easy to detect patterns and trends in visitor activity. 

Traffic-analysis software typically imports the data into a proprietary database and then breaks down, aggregates, filters, and processes it. It will produce statistics on such data as which Web sites visitors arrived from; which key search words were entered in a search engine to bring them to your site; which browsers were used; the precise paths (known as the clickstreams) taken through the site; and how much time was spent on each page. If you want a breakdown of visitors by country or state, or on a particular day or week or month, the software can supply it. 

In March 1998, PC Magazine published a comparative test of such software packages. The magazine's editors chose two stand-out performers that "represent the touchstones for enterprise-level and midrange log-file analysis products." The mid-range winner was the Log Analyzer by WebTrends, listed at US$299. This was praised for its ease of use, the comprehensiveness of its analysis reports, and its speed. 

At the enterprise-level -- for large organizations and major commercial sites -- the product recommended was Microsoft Site Server 2.0, a software suite encompassing many publishing and content management features beyond traffic analysis, listed at US$1,499. (Site Server 3.0, targeted at corporate intranets, was released at the end of April.) Site Server's strengths include support for multiple servers and the ability to integrate the Web-site visitor database with a company's own marketing or customer database

For each WWW user traversing a Web site, logs are generated describing the pages the client viewed. Most WWW servers execute NCSA's Hypertext Transfer Protocol daemon (httpd). In turn, each copy of this daemon maintains four logs (document accesses, agents, errors, and referrers) that are written on the local disk of the associated workstation server. 

In 1994, a group of server and analysis developers came up with the Common Log Format. This is a well-defined set of facts about each hit that a Web server processed. The CLF contains lines of eight fields: 

host ident authuser [date-time zone] "request" status bytes

where 

host -- Client hostname or IP address 

ident -- Identity (user name) if available 

authuser -- Authorization user ID 

date-time -- dd/Mmm/yyyy:hh:mm:ss 

zone -- Timezone: +dddd or -dddd 

request -- The first line of the request, e.g. "GET / HTTP/1.0" 

status -- Response status from server 

bytes -- Number of bytes transmitted 

Each field is separated by a single space. If a field is not known or available, a dash "-" is used as the field value instead. The "ident" field is rarely used, and "authuser" is only used at sites that require registration. 

While the referrer log records the "point of entry" into a site, the agent log identifies the OS/Browser used by the client. The Apache Web Server at NPAC stores the logs in the Common Date Format. 

IP Resolution - Obtaining Organizational Information from IP addresses.

For an average weekday NPAC gets roughly 20,000 accesses by 4000 unique hosts viewing an average of 4.2 pages. There are a total of 70680 hits consisting of 600000 kilobytes of information. 

Of these unique hosts nearly 30% are IP addresses. Unlike hostnames, which can be decomposed to obtain organization or country location, IP addresses do not provide any such information. 

By converting an IP address to a domain name, one can determine the components of the domain name and, often, the location of the requester. In the United States, common domain name extensions include education (edu), commercial (com), government (gov), and other (us). Outside the United States, countries typically use the ISO 3166 (1993) two letter country codes, or the network (net) extension. By exploiting these two letter country codes, one can identify the request's country of origin. To map IP addresses to a postal address, namely a city, we first determine the domain name. For locations outside the United States, the suffix of the domain name typically is an abbreviation of the country name. For all other cases, we query the whois database, retrieving the domain name and other location related information associated with the IP address.

Because querying the whois database takes up precious bandwidth, often requiring some time before retrieving the desired data, we store the Organizational Information of previously matched IP addresses to avoid repeated and unnecessary whois queries. Before querying the Internic database, we first query the database locally at NPAC. If the IP address is already present in the database we proceed onto the next unresolved IP. The results from the query to Internic are then stored locally in our database. This procedure has resulted in substantial improvement in speed of IP resolution.

With our current database ~20,000 entries, the number of queries that were being made to the Internic database has been constantly reducing. This translates into "repeat customers" visiting the NPAC site whose Organizational details have been identified in our database.

A query on the whois server for the I.P. 128.230.21.133 will return the following result:

Syracuse University (NET-SYR-UNIV-NET)

Syracuse, NY 13244

Netname: SYR-UNIV-NET

Netnumber: 128.230.0.0

Coordinator:

Wobus, John (JW47-ARIN) jmwobus@mailbox.syr.edu

(315) 443-4324

Domain System inverse mapping provided by:

LURCH.CNS.SYR.EDU 128.230.12.5

NS1.SPRINTLINK.NET 204.117.214.10

NS2.SPRINTLINK.NET 199.2.252.10

NS3.SPRINTLINK.NET 204.97.212.10

Record last updated on 21-Mar-95.

Database last updated on 24-Jul-98 16:13:44 EDT.

The ARIN Registration Services Host contains ONLY Internet

Network Information: Networks, ASN's, and related POC's.

Please use the whois server at rs.internic.net for DOMAIN related

Information and nic.ddn.mil for MILNET Information

The database stores the first paragraph of information in the database. A typical entry in the database would look like:

I P Address

Organization

Address

128.230.21.133

Syracuse University (NET-SYR-UNIV-NET)

Syracuse, NY 13244

Till mid April '98 almost all queries were being made to the Internic database. The Internic Whois server was a large database that held domain information for nearly all Internet domains. This translated to performance degradations while querying their database and very often chokes up the network. Since April, various other whois server has replicated the Internic Whois Server, which handle continent specific queries. 

Other associated whois servers are :

American Registry for Internet Numbers - whois.arin.net

European IP Address Allocations - whois.ripe.net

Asia Pacific IP Address Allocations - whois.apnic.net

US Military - whois.nic.mil

US Government - whois.nic.gov

The drawback of this splintering of whois services has been that should you query the Arin Whois database for an

I.P such as 193.252.19.29 (which is an IP of an Internet Provider in France), the reply from the Arin database would be 

European Regional Internet Registry/RIPE NCC (NETBLK-RIPE)

These addresses have been further assigned to European users.

Their contact information can be found in the RIPE database.

See below how to use that database to obtain up-to-date information.

Netname: RIPE-CBLK

Netblock: 193.0.0.0 - 193.255.255.0

Maintainer: RIPE

Coordinator:

RIPE Network Co-ordination Centre (RNC-ORG-ARIN) nicdb@RIPE.NET

+31 20 535 4444

Fax- +31 20 535 4445

Domain System inverse mapping provided by:

NS.RIPE.NET 193.0.0.193

NS.EU.NET 192.16.202.11

AUTH03.NS.UU.NET 198.6.1.83

NS2.NIC.FR 192.93.0.4

SUNIC.SUNET.SE 192.36.148.18

MUNNARI.OZ.AU 128.250.1.21

TECKLA.APNIC.NET 202.12.28.129

The RIPE database is available via the WHOIS and TELNET

servers at whois.ripe.net. For further information see

http://www.ripe.net/

To search on arbitrary strings, see the Database page on

the RIPE NCC web-site at http://www.ripe.net/db/

Record last updated on 22-Oct-97.

Database last updated on 24-Jul-98 16:13:44 EDT.

This result reflects the fact that the IP is registered in Europe and for us to get an exact country we would need to query the European database at ripe.net. A similar query to RIPE will give us the following results:

% Rights restricted by copyright. See http://www.ripe.net/db/dbcopyright.html

inetnum: 193.252.19.0

netname: FR-VTCOM

descr: VTCOM

country: FR

admin-c: Stephane Portha

tech-c: Stephane Portha

rev-srv: cidre.vtcom.fr

remarks: vtcom.fr

mnt-by: VTCOM-MNT

source: RIPE

route: 193.252.19.0/24

descr: VTCOM

origin: AS3215

remarks: vtcom.fr

mnt-by: VTCOM-MNT

source: RIPE

person: Stephane Portha

address: VTCOM

address: 40 rue Gabriel Crie

address: 92240 MALAKOFF

address: France

phone: +33 1 46 12 66 30

fax-no: +33 1 46 12 67 00

e-mail: stephane.portha@vtcom.fr

nic-hdl: SP30-RIPE

source: RIPE

To determine an IP that does not originate in the United States now becomes a two-step process. From the NPAC perspective, a substantial portion of our "Unknown IP Address" traffic is from Europe and the Asia pacific region. Currently, we perform a single query to the ARIN database and store the result as 'Europe'. Likewise for the AsiaPacific results.

Referrer and Agent Logs

Referrer Logs are log files, which provide key insights for click stream analysis and point of entry into the Web Site.

Here is a typical entry in the referrer log:

[28/May/1998:02:31:37]http://www.altavista.digital.com/cgi-bin/query?pg=q&what=web& kl=XX&q=%2Bjavascript%2Btutorial -> /users/gcf/uccjavascript97/basichelp.html

Here is what each of these entries denotes:

[28/May/1998:02:31:37] - The time stamp. This denotes the time the client entered the site.

http://www.altavista.digital.com/cgi-bin/query?pg=q&what=web&kl=XX&q=%2Bjav ascript%2Btutorial - The referrer URL. When entering a site the web client passes information in the HTTP headers as to its point of origin. In this case you will notice that the user has launched a query from the AltaVista site. The referrer string can be further decomposed to extract the string the user searched on the altavista site. Here we isolate the string information by retrieving values in q=%2Bjavascript%2Btutorial . 

This gives us the exact string the user typed in while querying on AltaVista. In his case the user had typed in javascript tutorial

/users/gcf/uccjavascript97/basichelp.html -The referred URL. This is the URL of the page that altavista comes up when the user searched for javascript tutorial. 

Note: The URL to the user would read as:

http://www.npac.syr.edu/users/gcf/uccjavascript97/basichelp.html

Depending on the search engine used it is now possible to extract such keyword information from the referer log. Search engines that provide keyword information in the referrer URL include AltaVista, AOL NetFind, Excite, Infoseek, Lycos, Yahoo. Keywords 

can then be stored in a database, which can be queried to determine high frequency occurrences of words from specific search engines.

A useful application of the referrer log is the capability to know what users are searching for to come onto your Web Site. This information can then be included into the Web Site at more prominent locations to ensure the users is delivered a more search specific page rather than a random page having few occurrences of his search string. This turns out to be an invaluable Site Analysis Tool for better content delivery.

Apart from Keyword occurrence, the referrer log identifies the point of entry of a user into the Web Site and then track their movements as they navigate through the site.

Agent Logs record the browser make, the browser version and the operating system from which the client accessed the Web Site. 

Here is a typical entry in the Agent Log.

[28/May/1998:02:31:37] Mozilla/4.05 [en] (Win95; I) 

[28/May/1998:02:31:37] - The time stamp. Signifies the time the WWW user accessed the Web page. This example has the same entry as the one in the referrer log.

Mozilla/4.05 - This denotes the Web Browser and Version. In this case it transcribes to Netscape Communicator 4.05

(Win95; I) - The platform of the Web client.

This helps us determine prevalent operating systems and browsers that visit the Web Site. 

Populating the Database with Access Logs

Scripting programs load the data into the database every day. Functionality of these programs is  threefold:

It converts the data into a format that is acceptable to the database. Modifications to the log sets included the date format and exclusion of information as the Method employed to call the page. 

An additional entry, Country of Origin, is included in the access table. The country is detected by a decomposition of the hostname. 

Should the host have an IP Address, the program will proceed to query the database locally for Organizational Information. If there no entry exists the program will then query the ARIN whois server, retrieve the information and insert it into the database.

Operating time for the program is approximately 30 minutes. Performance varies depending upon the external queries that the program needs to make to the ARIN database and the size of the Web Server Logs. As mentioned earlier, our current database has ~20,000 entries for I P Addresses with their Organizational Information and postal address.

The program also permits the user to employ a database of their choice. Our loader program is configured to work with Oracle and Illustra/Informix databases. These were the two databases that we used to test out the loading procedure and the Querying and Visualization. While Oracle requires the SQL loader, Illustra uses the micopy utility, which performs type casting and goes through the rules system and all integrity constraint checking. Currently, in order to load the information to the database, you will have to run the program on machine that has both the database and the Web Server Logs. For loading across machines, Oracle SQL Net needs to be installed on the database end. Currently we do not support this functionality. Also requirements include that a client version of whois be installed on the machine you intend to run the loader program on.

Streamlining the Database:

Size of the raw WebServer logs were roughly 15MB a day. On stripping out entries related to "hits" rather than an "access", the size of the logs were reduced to 3MB. A month's data of trimmed Web Server Logs will have a size of 50MB. This is a large dataset considering once loaded into the database the size of the database will increase beyond the raw dataset size. 

In order to extract efficient performance from the database various tuning procedures such as indexing and tuning of the database would be required. 

We performed different indexing techniques with the Oracle and Illustra database. A clustering index scheme was used on the table structure with satisfactory results. Speed of querying rapidly increased once a clustering index was put into place.
We shall discuss more about performance issues later in this report.

Visualization of Log Sets
SciVis is a client server visualization and analysis system developed at NPAC, which takes full advantage of Java (comprising of nearly 50,000 lines of code). The purpose of SciVis was to provide researcher with a customizable data analysis system to aid in their research. 
The Visualization of Web Access Logs is done using SciVis and a custom query application written entirely in Java. We utilize Java Database Connectivity to talk to different databases across the network. The application, currently

