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Abstract

Clustersusecommodityhardwareandsoftwarecomponentso provide anernvironmentfor
parallelprocessingA majorissuein the developmentof a clustersystemis the choiceof the
operatingsystemthat will run on eachnode. We comparethreealternatves: Windows NT,
Linux, andQNX — a real-timemicrokernel. The comparisoris basedon expressie power,
performanceand ease-of-usenetrics. The resultis that noneof thesesystemshasa clear
advantageoverthe othersin all the metrics,but thateachhasits strongandweakpoints. Thus
ary choiceof abasesystemwill involve sometechnicalcompromiseshut notmajorones.

1 Intr oduction

Rapid improvementsin network and processomperformanceare causingclusteredcommodity
workstationsand PCsto becomean increasinglypopularplatformfor executingparallelapplica-
tions. In the past,Unix wasusedasthe platformfor almostall parallelsystemsmplementations.
Recently however, it is becomingmorecommonto useWindows NT asthe baseplatform.

Thedecisionwhich operatingsystemto useinvolvesmary considerationgncludingthe oper
atingsystems costandpersonakxperiencewith thedifferentsystemsBut therearealsotechnical
implications.Our goalis to illuminate thesetechnicalissuespy providing a broadcomparisorof
the capabilitiesandcharacteristicef the differentsystems.Throughputthe emphasiss on those
featuresdeemedo beimportantfor theimplementatiorof computationatlusters.

Surprisingly very little work of this naturehasbeendonebefore. Tanenbaunhascompared
threemicrokernelsfor usein parallelmachineg41], but thesehave not withstoodthe testof time
andthe factremaingthattodaysystemssuchasLinux andWindows arepreferred.Lancasteand
Takedahave comparedhesesystemsput only in termsof performancg27]; we considermary
otheraspectaswell. Therehave beensomedirectcomparison®of Linux andWindows for the
commerciakener market[25, 29], but notin the context of clusters.

1.1 Cluster Architecture

A clusteris a parallelprocessingystem,which consistsof a collectionof interconnectedgtand-
alonecomputersvorking togetherasa single,integratedcomputingresourcg 39, 31]. Theratio-
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Figurel: Generaktlusterarchitecture.The masterdaemorhandlesesourcenanagemenwith the
job representawe processegIR), andcontrolsthenodedaemons.

nalefor clusterss thedesireto leveragehecommoditycomputingmarket, andride thetechnology
curve. Theseconsiderationteadto theuseof commerciabff-the-shelfcomponentshyothfor hard-
wareandfor software.n particular eachnodetypically runsa corventionaloperatingsystemsuch
asWindowsor Linux. They aretied into a clusterby someuserlevel processesyftenoperatingas
daemons.

At a high level of abstraction,mary clustersystemsusea similar architecture: Thereis a
single system-widecontrol processand an additionalprocesson eachnodeof the cluster(Fig.
1). The centralcontrolleris responsibldor configurationmanagement,esourceallocation,and
job control. The pernodeprocessesollectlocal dataandimplementthe decisionsof the central
controller Examplesystem$aseddnthis designincludethe Berkeley NOW [23] andParFar[19].

The next sectionpresentsa sunwey of systemfeaturesthat are neededn orderto implement
sucha structure.Theseincludecommunicatiorfacilities usedamongthe differentprocessesand
facilities to spavn and control userprocessesln somecasesijt is possibleto spavn processes
remotelywithout using anotherprocessas a local agent. The implicationsare discussedvhere
specificallyrelevant. We thengo on to discussperformancassuesand easeof use. But first we
startwith somebackgroundnformationaboutthethreesystems.

1.2 Operating SystemsCompared

We focuson the comparisorof threesystemsWindows NT, Linux, andQNX.

Windows NT wasintroducedin July 1993 and was aimedat the enterprisemarket, for use
on high-endworkstationsand seners. It wasthe first versionof Windows to supportthe 32-bit
programmingmodelof the Intel 80386,80486,andPentiummicroprocessordindows NT hasa
32-bit flat addresspace providesthe NTFSfile system,C2 compliancesecuritymodel,Remote
AccessSener (RAS),andOS/2andPOSIXsubsystemdt canrunonIntel andAlpha processors.
Windows 2000 was built on top of Windows NT and provides betterreliability and somenew



featuressuchasPlug-n-Play AGP support,Active Directory, scriptingtools, native ATM support
andmore.

Both Windows NT and Windows 2000 usea microkernelarchitecture.However, this is not
a pure microkernel. Only the operatingsystemenvironmentsexecutein usermodeas discrete
processesincluding DOS, Winl16, Win32, OS/2,and POSIX. The basicoperatingsystemsub-
systemsjncluding the processnanageandthe virtual memorymanagerare compiledwith the
kernel. They canthereforecommunicatewnith oneanotherby usingfunction calls for maximum
performancg38].

Severalclustersystemsarebasedon Windows NT, includingthe HPVM system[11] andMil-
lipede[22].

Linux is a completelyfree reimplementatiorof the POSIX specificationwith systemV and
BSD extensionswhich is availablein both sourcecodeandbinaryform. Thefirst versionof the
Linux kernelwasmadeavailableontheInternetby Linus Trovaldsin Novemberl991.A groupof
Linux actiistsquickly formed,andcontinuedo spuronthe developmenbf this operatingsystem.
Numeroususerdgestnew versionsandhelpto clearthe bugsout of the software,makingLinux the
modelof open-sourcelevelopmen{8] (ht t p: / / www. opensour ce. or g/ ).

Linux, like mostUnix systemss monolithic, thatis, the whole operatingsystemis a single
executabléfile thatrunsin kernelmode. This binary containsthe processmanagementnemory
managemenfjle systemandtherest.

Many clustershave beenbuilt basedon Linux or otherUnix variants. Examplesincludethe
Berkeley NOW [23], theLosLobosSuperclustetht t p: / / www. ahpcc. unm edu/ Syst ens/
Har dwar e/ LosLobos/ ), Beowulf [36], andParPar [19].

QNX is areal-timecommercialbperatingsystemdevelopedby QNX Software Systems.The
QNX real-timeoperatingsystemprovides applicationswith a network-distributed, real-timeen-
vironmentthatdeliversnearlythefull device-level performanceof the underlyinghardware. The
architectureconsistsof a real-timemicrokernelsurroundedy a collectionof optionalprocesses
(calledresourcemanagersjhat provide UNIX-compatiblesystemservices.By including or ex-
cluding resourcemanageiprocessest run time, the developercanscaleQNX down for ROM-
basecembeddedystemsor scaleit upto encompaskundred®f processorsonnectedy various
LAN technologie$24]. We focusis QNX version4.0; however, QNX Neutrinois alsocoveredin
somecases.This is a new versionof QNX currentlyin Betastage which hassomenew features
suchasSMP supportandPOSIXthreadssupport.

While QNX doessupporta networked ernvironment,few if any computationaklustershave
beenbuilt usingit. We includeit becausat seemgeasonabl¢hata real-timekernelcanprovide
importantbenefitsto a parallelsysten20].

2 Kernel Sewvicesand API Comparison

This sectionpresentsa comparisorof the setof operatingsystemservicesand API calls related
to parallelsystemsdevelopmentas provided by eachof the comparecperatingsystemskernels.
In both Linux andQNX, functionsclassifiedaskernelfunctionsor systemcalls were compared
(man2 section).In Windows, the Win32 AP| wasusedfor the comparison.The NT system-call
interface,calledthe Native API, is hiddenfrom programmersndlargely undocumentedThe API



thatthemajority of NT applicationswrite to is theWin32 API, whichtranslatesnary Win32 APls
to native APIs [35].

2.1 Proces<Lontrol

Oneof the mostbasiccapabilitiesrequiredfrom a parallelsystemis controlling the processesf

paralleljobs. Thisincludesspavning themonthe nodesallocatedfor thejob, suspendinghemin

orderto scheduleanotherob to run, andresumingthemafterwards.Processontrolalsoincludes
theability to kill orto senda userdefinedsignalto all the processesf a paralleljob.

2.1.1 Proces<Lreation

CreateProcess() is the fundamentabkystemcall usedfor creatingnew processes Windows NT.
It createsboth a processobjectandthe main threadobjectof an application. CreateProcess()
allows the parentprocesgo setthe operatingervironmentof the new processincludingits work-
ing directory securityattributes,file handleinheritance ervironmentvariables priorities, andthe
commandine it is passed37, 30].

Win32 doesnot provide thecapabilityto clonearunningprocesgandits associateth-memory
contents)asis doneby the Unix fork() systemcall (whichis usedonbothLinux andQNX). Thisis
notsuchahardship sincemostUnix codeforks andthenimmediatelycallsexec() [30]. TheLinux
implementatiorof fork() doesnot actually clonethe parentprocess.Instead,it usesthe copy-on-
write optimizationso that commonvirtual memorypagesare sharedwith read-onlypermissions.
If eitherof the parentprocesor thechild procesdriesto modify oneof the sharedpagesthenthe
kernelduplicatest. An importantmemberof thefork() family of functionsis vfork(). Thisis used
to createa new processwithout fully copying the addresspaceof the parent,andcanbe useful
whenthechild won't referencaheparents addresspaceandwill call exec() to runanew program
[40]. Linux alsohasa __clone() function, which allows the child to sharepartsof the execution
contet with its parent;it is usedmainly to implementthreads.

Besidessupportingthe fork() family of functions,QNX hasa gnx_spawn() systemcall. This
allows the programmeto modify variousparameteror the new processe.g.scheduletypeand
procesgriority. Themostpowerful featureof gnx_spawn() is the optionto createthechild process
onaremotenode.

Detailedoptionsof processreationarecomparedn Tablel.

As noted, QNX allows processeso be spavnedon a remotenode. Windows hasa similar
capability as part of the Distributed ComponentObjectModel (DCOM). This is a protocolthat
enablessoftware componentso communicatelirectly over a network in a reliable, secure,and
efficient manner However, thereare two main reasondor not using DCOM to run processes
remotely Oneis that a significantperformanceoverheadmight occur becauseat usesmultiple
softwarelayersandinterfaces.The otheris thatit would requireusersto implementtheir parallel
applicationsas DCOM objects(needto implementspeciaDCOM interfaces),somethingwhich
is notdesirablesinceit limits the userto a certainimplementatiorof his application.Also, direct
processontrol(sendingsignalsfor example)is not availabledirectly whenusingDCOM objects.



| Windows NT | Linux | QNX

createprocesn | notsupported notsupported gnx_spawn()
aremotenode
createprocesn | CreateProcessAsUser() | notsupported notsupported
behalfof auser | CreateProcessWithLo-
gonW()
createsuspended| CreateProcess() using | notsupported gnx_spawn() using
process CRE- _SPAWN_HOLD flag
ATE_SUSPENDED
flag
inheritaddress | notsupported fork() fork()
spacdrom
parent
inheritopen CreateProcess() fork() all in fork(), 10 in
handled file gnx_spawn()
descriptorgrom
parent
parentneedgo never always always with
wait() for fork(), never  with
childrento die (to gnx_spawn() and
avoid zombies) _SPAWN_NOZOMBIE
flag
instructfile notsupported notsupported gnx_spawn() with
systemto place _SPAWN_XCACHE
executablen
cache

Tablel: ProcesLreationOptions.

2.1.2 ProcesgGroups

Sometimest is morecorvenient(or even necessaryo treata setof processeasa singlegroup,
e.g.to performacollective operationon themor to setrestrictionson thewholegroup.

Windows NT 4.0 doesnot supportprocessgroups. Only Windows 2000 offers a new job
kernelobjectthatallows the programmeto groupprocessesogether This is usedonly to create
a sandboxthatrestrictswhatthe job’s processesreallowedto do [3]. A detaileddescriptionof
theserestrictionss givenin Section2.1.6.

Linux andQNX supporttwo levelsof grouping:sessionsndprocesgroups.At thetop of the
hierarchyare sessionseachof which consistsof oneor more procesggroups[26]. In principle,
theseareusefulfor the distribution of signals.Unfortunately this s largely irrelevantfor parallel
applicationssincegroupsandsessiongrelimited to processesn the samemachine.



2.1.3 Processlermination

An importantservicein a parallelsystemis the optionto Kill all the processe# a paralleljob.
In Windows NT TerminateProcess() causesll the threadswithin a procesgo terminateandthe
procesgo exit. However, Microsoftdocumentatiofi3] suggest$o useTerminateProcess() only in
extremecircumstancesinceit doesnotcleanall theresourcesattachedo theprocessSpecifically
DLLs attachedo the processarenotnotifiedthatthe processs terminating,andthe procesobject
is not necessarilyemoved from the system.In Linux andQNX, Thekill() systemcall is usedto
terminatea processhy sendingit a SIGKILL or SIGTERMsignal. SIGKILL is distinguishedy
the factthatit cannotbe caughtnor ignored. QNX allows kill() to sendsignalsto processesn
remotemachines.

2.1.4 ProcessSuspensiorand Resumption

Windows NT hasno direct API for suspendingr resumingprocesses.The probablereasonis
thatwindows usesthreadscheduling-atherthanprocessscheduling.Win32 supportshreadsus-
pendingor resumingusing SuspendThread() and ResumeThread(). Single threadedprocesses
canthereforebe handledeasilyby suspending/resumirtipeir primary threadwhich is returnedn
the LPPROCESSINFORMATION structureaftercalling CreateProcess(). But in orderto handle
multi-threadegrocessesll thethreadsn the proceshave to be suspended/resumautlividually.
Unfortunatelythereis no direct API for enumeratingll the threadsof a givenprocess.The Win-
dowsregistry containdataaboutall therunningthreadsn the systemsoeachthreadn thesystem
hasbe queriedfor hisprocesdD. TheWindows 2000ToolHelplibrary suppliesamorecorvenient
API for doingthis enumeratiomwithout diggingin the Windows registry, but still all thethreadsn
the systemhave to beenumeratedh orderto find thethreadhandlesof a givenprocess.

In Linux andQNX thekill() systemcall is usedto sendSIGSTOP or SIGCONTto suspendr
resumea process.

2.1.5 ProcessSchedulingand Priorities

Windows NT, Linux, and QNX all implementa priority-driven, preemptve schedulingsystem.
The schedulesselectghe next procesgo run by looking at the priority assignedo every process
(threadin Windows NT) thatis in theREADY state.

Windows NT schedulingis doneat the threadgranularity By default, threadscan run on
ary available processowunlessprocessonmaffinity is used(seeSection2.3.2)[33]. The priority
of eachthreadcanbe in the rangefrom zero (lowestpriority) to 31 (highestpriority), asdeter
mined by combiningits basepriority with dynamicadjustments.The basepriority, in turn, is a
combinationof the priority classof its procesgIDLE, NORMAL, HIGH PRIORITY, andREAL-
TIME) andthe priority level of thethreadwithin the priority classof its procesgIDLE, LOWEST,
BELOW_NORMAL, NORMAL, ABOVE_NORMAL, HIGHEST, TIME_CRITICAL). Only the
systems zero-pagehreadcanhave a priority of zero[3].

Linux and QNX perform schedulingat the procesdevel. Both systemsoffer the following
schedulingpolicies:

1. FIFO scheduling(SCHED FIFO) in which the currentprocesscontinuesto hold the CPU
until it blocksor terminatesThe highestpriority READY processs alwaysselected.
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2. Round-robinscheduling(SCHED.RR) in which processesire given equaltime quantain
turn. This allows the processeghatsharethe highestpriority level to sharethe CPU. These
two schemesreusefulfor real-timecontrol.

3. Adaptive scheduling SCHED OTHER) is whichthe CPUis sharedasabove, but the priori-
tiesareadjustedaccordingo a predefinegolicy thattakesCPUusageanto account.Thisis
meantto supportinteractve (desktoplapplications.

In QNX, whena processonsumedts entiretime slice, its priority is loweredby one(only once).
If in the next time slicethe processwill useits wholetime sliceagain,it will stayat thatpriority.
If it didn’t useup its entiretime slice, the kernelwill increasdts priority by one. In Linux, the
priority calculationtakesinto accounthe nicelevel (setby thenice() or setpriority() systemcall).
The priority is increasedor eachtime quantumthe processs readyto run but not running,and
decrease@henthe processs running.

QNX alsooffers a featurecalled“client driven priority”, which allows a sener to changeits
priority accordingto the highestpriority of theclientsit senes. Thisfeaturecanbeusedto prevent
thesenerfrom servinglow priority clientsin a high priority.

2.1.6 PlacingRestrictionson Processeand Users

In Windows NT 4.0 thereis no way to setrestrictionson a processor a group of processesOn
the otherhand, Windows 2000 providesa rich API for settingrestrictionson jobs or processes
(recall that a job is essentiallya processgroup). Thesecanbe usedto prevent processesrom
monopolizingsystenmresourcesHowever, disk quotasarestill missing.

Linux hasmechanism$o supportfilesystemquotasandprocesdimits. You candefinestorage
guotalimits on eachmountpointfor the numberof blocksof storageand/orthe numberof unique
files (inodes)that canbe usedby a givenuser A “hard” quotalimit is a never-to-exceedlimit,
while a“soft” quotacanbe temporarilyexceededusingquota(), quotactl(), andquotaon()). The
rlimit mechanisnmsupportsa large numberof processjuotas,suchasfile size, numberof child
processeshumberof openfiles, andsoon. In this casethe “soft” limit (alsocalledthe current
limit) cannotbe exceededput canbe raisedto the “hard” limit (alsocalledthe upperlimit) using
setrlimit(). The setrlimit() systemcall is usedin orderto setresourcedimits. It canbe usedin
parallelsystemslaemongiuring the creationof a new processy beingcalledafterthe fork() but
beforethe exec().

The capabilitiesof Linux andWindows 2000arecomparedn Table2. QNX providesno way
to setrestrictionson a procesor agroupof processes.

2.1.7 Stdio/stderr Redirection

Oneof thecapabilitiegequiredrom acomputingclusteris to redirectthestandarautput/erromof a
job’sprocesse® theusersterminal,andto redirectstandardnputfrom theuserto processesT his
is typically doneby establishingwo socletsfor eachprocesspnefor stdioandtheotherfor stderr
Themodulethatspavnsthe processesedirectsthe stdio/stderffile descriptorsof the processeso
theestablishedoclets. Thel/O handlingapplicationcanuseselect() ontheestablishedocletsto
determindf any new stdout/stdermessagebave arrived from oneof the processes.



[ Windows 2000

Linux

CPUtime

user time per process/jobin

0.1us

CPUtimeins

numberof processes

active processegand future

maximum number of pro-

children) associatedwith a | cesseperuser
job

processoaffinity for all processesassociated notsupported
with thejob

priority andschedul-| priority classand scheduling| notsupported

ing

classfor all the processess-
sociatedwith thejob

memoryrestrictions

memorylimit perjob or
perprocess

maximumresidentsetsize,
maximumdatasize,
maximumstacksize,
maximumlockedin memory

GUI restrictions

creatingdesktopsandswitch-
ing desktops,
changingdisplaysettings,
exiting windows,
changesystemparameters,
avoid interaction with wid-
ows outsidethejob,
interactionwith theclipboard

notsupported

securityrestrictions

disallow administrator
access,

disallov unrestricted token
access,
forceaspecificaccesgoken,
disablecertainsecurityiden-
tifiers andprivileges

userpermissions

file system restric-
tions

none

numberof openfile descrip-
tors,

maximumcorefile size,

disk quotaperuser

Table2: Availablerestrictionsn Windows 2000andLinux.




When creatinga new processn Windows NT using CreateProcess(), one of the arguments
usedis a pointerto a STARTUPINFO structure Among otherinformation, this structurecontains
handlego standardnput, standardutput,standarderror, anda processreationflagsfield. When
a parentprocesswvantsto redirectthe stdio/stderrof the child processo predefinedstdio/stderr
socletsit hasto fill upa STARTUPINFOstructurewith thehandledo thesoclets,andspecifythat
they beusedby settingthe appropriatdlag.

In Linux, stdio/stderredirectioncanbe performedusingthe dup2() systemcall. This system
call duplicatedile descriptorsandcanbeusedto duplicatea socletfile descriptorandreplacethe
original stdin,stdout,or stderr This is usedto setup the descriptorf anew procesdbetweerthe
fork() andexec() calls.

QNX hasa shortcutfor doing the dup aspart of gnx_spawn(). Oneof the agumentsto this
functionis anarrayiov thatshouldcontainfile descriptor® through9. For example,if thevalue5
is placedn iov[0], thenew processvould haveits file descriptolO (stdin)replacedy file descriptor
5 of thecalling process.

2.1.8 ProcessTermination Detectionand Err or Handling

Onceaprocesss spavned,it’ s parenthasto detectwhenit exits. Theprocessnight exit becausét
finishedits work or becaus®f someunexpectecerror. It is thereforehelpfulis thesystemprovides
theuserwith theproces®xit statushethereasorfor termination.

In Windows, theway to detectthata child processhasexited is to createa threadwhich polls
periodicallyfor the exit statusof the child process.This is donewith GetExitCodeProcess(). If
theprocesss still running,it returnsthevalueSTILL_ACTIVE, otherwiseit returnsits exit status.
No additionalinformationcanberetrievedbesideshe processxit status.

In both Linux and QNX (as POSIX basedoperatingsystems)the parentprocessecevesa
SIGCHLD signalwhen a child processdies. The parentmust seta signal handlerin orderto
catchthe SIGCHLD signalandhandleit (usingsystemcallssignal() or sigaction()). In thehandler
oneof thewait() family of systemcalls canbe usedto determinethe exit statusandthe causeof
termination.

2.1.9 Deamons

The software architectureof cluster systemsoften employs daemons— systemprocesseshat
participatein systemadministration ratherthanrunninguserprograms. It is necessaryo start
theseprocessewhenthe systemis booted.In Unix thisis doneby the daemon commandwhich
canbeplacedin a scriptthatis executeduponbootup.

Windows equialentto a Unix daemonis calleda service. A serviceapplicationconformsto
theinterfacerulesof the ServiceControlManage(SCM). It canbestartedautomaticallyatsystem
boot, by a userthroughthe Servicesontrol panelapplet,or by anapplicationthatusesheservice
functionsincludedin the Win32 API. Servicescanexecuteevenwhenno useris loggedon to the

system[3].



2.2 Memory Management
2.2.1 ProcessVirtual AddressSpace

Many parallelapplicationsrequirelarge amountsof memory To supportthemclusternodesare
oftenfitted with lots of physicalmemory rangingupto severalgigabytes However, thereis alimit
to theamountof memorythatthe operatingsystemcanhandle.

In Windows (32 bit version)the size of the addresspaceis 4GB (23?). The top half of the
addressspace(2GB) is resened for operatingsystemneeds,including kerneland device driver
code,l/O buffers,andsystemtables.Overtheyears therehasbeena large outcryfrom developers
for alargerusermodeaddresspace.ThereforeMicrosofthasallowedthex86 versionof Windows
2000AdvancedSenerandWindows 2000DataCenterto increaseéheusermodepartitionto 3GB
[33,35]. In addition,Windows 2000introduceda nev memorymanagemerfeaturecalledAddress
Windowing Extensiond AWE) which supportsthe allocationof more RAM thanfits within the
processs addresspace(32 bit), up to 64 GB of memory The memoryblocksareallocatedusing
AllocateUserPhysicalPages(), But theseblocksarenotvisible in the processs addresspace.The
applicationneedsto resere a region of addressspaceusing VirtualAlloc(), which becomeghe
addressvindow. It canthencall MapUserPhysicalPages() to assignoneRAM block atatime to
theaddressvindow [33, 1]. In effect, thisis simply supportfor overlays.

In the x86 architecture Linux allocatesthree gigabytesto the processaddressspace. The
remaininggigabyteis resened for memoryusedby the kernel. The threeavailablegigabytesare
splitinto memoryregionsusedby the procesg10].

In QNX 4.0,theusercanuseall of theavailablefree physicalmemoryin a4GB (physical)ad-
dressspaceusingstandardnemoryallocationfunctions.While QNX 4.0supports/irtual memory
it doesnot useswap files for reason®f real-timeresponse/performancét shouldbe notedthat
the efficiency of the operatingsystemandWatcomcompilerprovide relatively small processem
termsof memoryrequirements.

2.2.2 Pinning Memory Pages

In orderto improve applicationgperformanceit is sometimesieededo keepthe datain physical
RAM andreducedisk paging. In clusters.this is alsorequiredin orderto supportthe sendand
receve buffers of userlevel communicatiorlibraries[17]. On the otherhand,locking too mary
pagesnto memorymay degradethe performanceof the systemby reducingthe available RAM
andforcing the systemto swap out othercritical pagego the pagindfile.

TheWindows VirtualLock() functionlocksthe specifiedregion of the processs virtual address
spacento physicalmemory(RAM), ensuringthatsubsequerdccesdo theregionwill notincura
pagefault. By default,aprocessanlock amaximumof 30 pages.Thedefaultlimit is intentionally
small to avoid severe performancedegradation. Applicationsthat needto lock larger numbers
of pagesmustfirst call the SetProcessWorkingSetSize() functionto increaseheir minimumand
maximumworking setsizes. The maximumnumberof pageshata processanlock is equalto
thenumberof pagesn its minimumworking setminusa smalloverhead3].

In Linux mlockall() disablegpagingfor all pagesnappednto the addresspaceof the calling
processThisincludesthe pagesf the code,data,andstacksggmentsaswell assharedibraries,
userspacekerneldata,sharedmemory and memorymappedfiles. All mappedpagesare guar
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Windows | Linux | QNX |
maxprocessors NT 4.0Sener: 4 16 QNX4.0:1

NT 4.0 Sener Enterprise8 QNX Neutrino2.0: 8
Win2K Sener: 4

Win2K AdvancedSener: 8
Win2K DataCenter:32

architectures | Intel Intel Intel
Alpha Sparc
Alpha
Powver PC

Table3: ArchitecturalLimit on SMP Support.

anteedo beresidentin RAM whenthe mlockall() systemcall returnssuccessfullyandthey are
guaranteedo staythereuntil they are unlocked, the procesgerminatesor it calls exec(). The
mlock() systemcall locks a specifiedmemoryrange. Child processeslo not inherit pagelocks
acrossafork.

Dueto realtime consideration€®NX doesnot useswap files andthereforelocking of virtual
memorypagesds notneeded.

2.3 Support for SMP nodes
2.3.1 Architectural Restrictions

SymmetricmultiprocessindSMP)refersto machinesvith severalprocessorghatshareacommon
mainmemoryandl/O devices. This architecturds commonlyusedfor high-performanceeners,
andis alsousefulfor the nodesof a cluster However, it requiresspecialoperatingsystemsupport.

Microsoft offers a few versionsof Windows for differentmarket sectors,and eachsupports
differentSMP capabilities.Windows NT Sener shouldbe usedon regularsenersandNTS/E for
clustersystemsDifferentversionsof Windows 2000supporta differentnumberof processors.

Linux SMP supportwasintroducedwith kernelversion2.0, and hasimproved steadilyever
since. The kernellocking granularityis muchfiner in 2.2.xthanin 2.0.x, which enablesbetter
performancavhenprocesseareaccessinghekernel. Processeandkernel-threadsredistributed
amongprocessorsUserspacehreadsarenot.

QNX 4.0doesnot supportSMP atall. Only the latestversionof QNX for embeddedystems,
QNX Neutrino2.0,supportsSMP,

Architecturallimits on SMP supportarecomparedn Table3.

2.3.2 ProcessorAffinity

Specifyingwhich processoshouldrun a specificthreador processcanimprove performanceby
reducingthe numberof timesthe processorcacheis reloaded.In clustersit canalsobe usedto
controlthe contentionbetweendifferentparalleljobs. The associatiorbetweena processoanda
threador a processs calledprocessoaffinity.
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In Windows, the programmeicandefineprocessoaffinity for a threador for a process.Set-
ProcessAffinityMask() specifiesthe maskof processor®n which all the threadsof a processare
allowed to run. SetThreadAffinityMask() specifiesthe maskof processor®n which the current
threadis allowedto run. Windows alsoprovidesa wealer level of processoaffinity: usingSet-
ThreadldealProcessor() theprogrammecanspecifyapreferrecorocessofor athread.Thesystem
scheduleshreadsontheir preferredorocessorsvheneer possible.

In generalMicrosoftdoesnotencouragehreadaffinity: “Settingthreadaffinity shouldgener
ally beavoided,becausdt caninterferewith theschedules ability to schedulghread<ffectively
acrossprocessorsThis candecreasehe performancegainsproducedoby parallelprocessing An
appropriateuseof threadaffinity is testingeachprocessor3].

In Linux thereis no way to force a processonto specificCPUsbut the Linux schedulethasa
processobiasfor eachprocesswhich tendsto keepprocessesied to a specificCPU. The Linux
communityis currentlyworking on a projectcalled“PSET”: ProcessoBetsfor the Linux kernel.
Thegoalof thisprojectis to make asourcecompatibleandfunctionallyequialentversionof PSET
(asdefinedby SGI but partially removedfrom their IRIX 6.4kernel)for Linux. Thisenablesisers
to determinewhich processoor setof processors processnayrunon. Theinterfaceis basedn
the sysmp() systemcall, Which allows oneto specifythe binding of a procesgo a specificCPU,
restrictingthe setof processethatcanrun ona CPU,andcreatingsetsof processorf28, 5].

As mentionedQNX 4.0doesnotsupportSMP. QNX Neutrinosupportshardprocessoaffinity
usingthe ThreadCtl() systemcall.

2.4 Security
2.4.1 Security Model Overview
Windows NT

Windows NT securityis basedon accesgokensand securitydescriptordSD). Every processor
threadpossessesnaccessoken. Whenaprocesss first createdthekernelgivesit andits primary
threadanaccessokenwhich containgdentifiersthatrepresentheuserandarny groupto whichthe
userbelongs.The accestokencanbe passedo otherprocesseasdescribedelon. This access
tokenis checled againstthe SD of an objectto determinethe permissionghatthe userhaswith
respecto thatobject.

An object’s securitydescriptoris essentiallyan accessontrollist (ACL) thatspecifiesvhois
andisn’t allowedto dothingsto the object. Therearetwo typesof ACLs. TheDiscretionaryACL
is controlledby the ownerof anobjectandspecifiesheaccesgarticularusersor groupscanhave
to thatobject.It containsanaccesgontrolentry (ACE) for eachuser globalgroup,or local group
thatis eitherallowed or forbiddento accesshe object. An SD for anobjectis initially setto have
a DACL with no ACEs,meaningthatthereis no accesdgor ary user To give accesso all usersor
groups,the DACL for the SD mustbe explicitly setto NULL. The SystemACL is controlledby
the systemadministratorandallows system-lgel securityto be associatedavith the object[9].

Whenever a threadrequestdo createor useanotherkernelobject, it specifiesthe operations
it wishesto performon that object. The kernelchecksthe object’s SD to seeif the requested
operationsare allowed. If so,thena handleto the objectis granted,with only the permissions
requestedby thethread.Whenthethreadsubsequenthattemptgo performa certainoperationon
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the objectusingthe handle the kernelverifiesthroughthe permissionsattachedo the handlethat
thethreadreally hastherequiredpermissions.

Windows NT andWindows 2000supportC2-level securityasdefinedby the U.S. Department
of Defense.Apart from accessontrolasdescribedabove, this requiresthat eraseddatawill not
be readableby otherprogramsthatusersneedto identify themseles,that securityeventswill be
audited,andthatthe systembe protectedrom tampering2].

Linux

TheLinux securitymodelis superficiallysimilar to thatof Windows NT: processebave auserlD
(UID) thatspecifiegheirrights,andfilesystenobjectshave an ACL (otherobjects,e.g.processes,
canonly be manipulatedy their owners).However, thisis a very limited versionof anACL, and
only containghreeentries:thepermission®f the ownerof theobject,thepermission®f members
of the owner’s group,andthe permissionf all others.Whena new filesystemobjectis created,
its default accessightsaresetaccordingo theumask of the creatingprocess.

To allow processeslifferentcapabilities they canactuallyhave several UIDs. TherealUID
identifiesthe useron whosebehalfthe processs running. The effective UID is usedfor access
control checks(seebelow). Linux, asopposedo othervariantsof the Unix system,alsohasa
filesystemUID whichis usedfor filesystemaccesgontrol. Finally, thereis the saved UID, which
is usedto supportswitchingpermission®n andoff.

UID 0 is a specialprivileged user (role) traditionally called “root” who can overrule most
securitychecksandis usedto administerthesystem.To allow somesplitting of the privilegesheld
by root, POSIXhasdecreedhatprocessebave threesetsof capabilitiesitheeffective, inheritable,
andpermittedcapabilities.This wasaddedto Linux 2.2, but is not universallysupportedy other
Unix-like systemg42].

QNX

As a POSIXcompliantoperatingsystemthe QNX securitymodelis very similar to Linux. How-
ever, it is consideredrery unsecureby mary developersin the QNX communitybecausef the
factthatonceauser(or processhasroot permission®n oneof the network machineshehasroot
permission®n all of the network machines.

2.4.2 Impersonation

In client-sener systemsary client accessinghe systemthroughthe sener might have the same
accesgights asthe sener, probablythe accesgights of the systemadministrator Clearly, this
kind of accessancausedrouble.Impersonatiorprovidesa meanf limiting the degreeof access
to thatof the client attemptingto accesghe system.In clustersthisis neededvhenprocesseare
createdbon behalfof theuseron remotenodes.

In Windows, athreadcanimpersonate userby receving thatusers accessoken. Theimper
sonatingthreadthereafterenjoys the users accessights, andis preventedfrom accessingbjects
thatarenot allowed for this user Of particularinterestin a clusterenvironmentis the ability to
impersonate client connectedo a namedpipe, providedthe client hasgiven permissiorfor im-
personationThis givesthethreadalmostall of the privilegesandabilities of thatclient. However,

13



it cant subsequentlgonnecto anothemachineastheclient, or createadditionalprocesses the
nameof theclient[9].

In Linux andQNX, impersonations doneby the setuid() systemcall. Only processesunning
with root privileges(e.g.daemonsgansettheirreal UID to somechoseruser Anotheralternatve
is that programamay allow whoever runsthemto impersonateheir ownerby having the set-UID
bit setin their permissions.Whensucha programis exec’d, the effective UID is copiedto the
sared UID, andthe effective UID becomeshe programs owner’s UID. This allows the program
to accessheowner’sfiles on behalfof whoeveris runningit.

The problemwith usingsetuid() is oneof authenticationhow doesthe daemorknow thatthe
procesgequestingt to run asa certainuseris trustworthy? Onesolutionis to uselow-numbered
port numbers,which are be corventionresered for systemprocessesfor the communication
amongdaemons.However, this is inapplicablewhenreceving the initial requestfrom a remote
userprocess. Anotherapproachis to usea challengebasedon the file systemsecuritymecha-
nisms,wherebythe daemorchallengeghe requestingorocesdo readthe contentsof afile thatis
accessibl®nly to the claimeduser[44].

Themajordravbackin this solutionis thatit is NFSbasedandlimits the usageof the system
to NFSbasedconfigurations.A betteralternatve is usinga securedauthenticatiorprotocolsuch
asMIT Kerberos.Windows 2000andalso somerecentLinux distributionsimplementthe Ker-
berosvb authenticatiomprotocol,which defineshow clientsinteractwith a network authentication
service.Clientsobtainticketsfrom the KerberoK ey Distribution CenterfKDC), andthey present
theseticketsto senerswhenconnectionsare established Kerberogticketsrepresenthe client’s
network credentials[3].

2.4.3 Security Auditing

Windows NT canrecorda rangeof eventtypesfrom a systemwidesvent, suchasa userlogging
on, to an attemptby a particularuserto reada specificfile on an NTFS drive. Both successful
andunsuccessfuhttemptsto performan actioncanbe recorded.Whenan auditedeventoccurs,
anentryis addedto the Windows NT securitylog. The securitylog is viewed by usingthe Event
Viewer application. In the contet of clusters,the mostimportanteventsare probably making
connection®verthenetwork andindirectobjectaccess.

The mostcommon“audit” mechanisnturrentlyavailableon Linux andQNX is the systems
logger (syslogd()). The logger enablesthe operatingsystemand applicationsto write logging
informationto the systems log accordingto their priority. It canbe configuredto automatically
log certainsecurityeventssuchasuserdoggingin.

2.4.4 Protecting Accessto Cluster Nodes

In clusterervironmentsjt maybenecessaryo preventusersirom runningindependenprocesses
onthe clusternodeswithout submittingthemthroughthe clustermanagemengoftware.

In Linux and QNX accesgo remotenodesis mediatedby a setof systemdaemongrshd,
telnetd, etc.). Thesedaemonscanbe disabledin orderto prevent remoteusersfrom usingthe
clustermachinesHowever, oncetheremotedaemonsredisabledthe systemadministratomight
alsonot be ableto remotelyadministratethe machines.In orderto handlethis issue,a terminal
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sener canbe used. Using the terminal sener, the administratorcanaccesgshe clustermachines
remotelyusingthe network.

In Windows runningprocessesn aremotemachines nota standardeature.Specialdaemons
areneededo beinstalledfor this task. Sothe problemof remoteaccesgo the machineds notso
relevantin a Windows environment.

2.5 Collecting Information

The processesvolvedin managinga clustersystemoften have to collectvarioustypesof infor-
mation. Initially the configurationandcapabilitiesof eachnodemustbe identified, especiallyin
heterogeneoudustersn which nodescanbe usedin adynamicfashion.It is oftenalsonecessary
to collectresourcausaganformationin orderto supportresourcananagemerfunctions.

Windows providesvarioussystemcalls that canbe usedto determinethe systems$ configura-
tion andresourcausage ExamplesncludeGetSysteminfo() for globalsysteminformationsuchas
the numberof CPUs,the processorarchitecturelevel, andrevision, andthe pagesize, GetDisk-
FreeSpace() and GetlLogicalDriveStrings() for disk andlogical drivesinformation,and GetCom-
puterName() to getthe computers name.

An alternatve interfaceis the Windows registry. In fact, someof the hardware configuration
is accessibl®nly from theWindowsregistry. For example theCPUrelatednformation(including
CPUspeedmanufcturerandrevision)isin theregistryentryHKEY _LOCAL _MACHINE\HARD-
WARE\DESCRIPTION System CentralProcessg{cpunumbe} [14].

Windows alsoprovidesarich API for creatingandaccessingariouscountersassociateavith
systemeventsandperformancelata.Performanceountersanbe usedfor monitoringsystenre-
sourcesapplicationbottlenecksandprogramefficiengy. Commonusesfor performanceounters
areto monitor how muchmemoryan applicationis using,how badly a computeris paging,and
how muchCPUtime aprocesss taking. Suchcountersareusedby theWindows NT Performance
Monitor tool (PerfMon)[6], which canlog thedata,sendalertmessageto the Windows NT event
log whena counterexceedsa presetbound,andeven run a programwhena countergoesover a
predefinedimit.

Windows performancecountersdatais storedin the registry. Retrieving the datafrom the
registry andinterpretingit requiresegistry traversalsmvhich involvesseriousprogrammingefforts.
This canbeeasedy Performanc®ataHelper(PDH) library [16, 6].

Linux also provides systemcalls to accesssysteminformation. Examplesinclude sysinfo()
which providesinformationaboutthe systemhardwareandsoftware(exceptCPUspeed)andvm-
stat() which providescurrentload andactwvity information. An alternatve interfaceis the Linux
Iproc filesystem.This is anillusionaryfilesystemthatdoesnot exist on a disk. Instead the kernel
createst in memoryasneeded. This providesan alternatve interfacefor viewing kernelinfor-
mation, by usingthe read() systemcall, insteadof a hostof otherspecializedsystemcalls. For
example,CPU informationcanbe readfrom /proc/cpuinfo, andincludesmodel,speedandother
informationfor eachinstalledCPU. The ps commandalsoreads/procdirectly to getinformation
aboutthe stateof the systemandtherunningprocessef?1, 43]. Thedisadwantage®f using/proc
is thatthe datais providedin textual form andhasto be parsedwhereaghe systemcalls provide
it in predefinedstructs.

In QNX, resourcausageandsystemconfigurationinformationis mostly availablevia system
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calls. Theimportantonesareqnx_osstat(), gnx_psinfo() andgnx_info(). gnx_osstat() returnsstatus
informationof aspecifiechode.Theinformationcontainghenumberof processeseadyto execute
at eachpriority level andthe averageprocessoioad at eachpriority level. gnx_info() provides
informationaboutthe systemconfiguration.

2.6 Time Measurementand Timers

In clustersystemsaccurateime measurementandtimer eventscanbe usefulfor job scheduling
andfor profiling applicationexecutiontimes.

The resolutionof time measuremerdepend®n two things: whatis specifiedin the API, and
whatis supportedn practice.Both Linux andWindows canmeasureshorttime intervalsdown to
microsecondsesolution,andsingle microsecondlifferencesdo indeedoccurwhentime is mea-
suredrepeatedlyln QNX thetime structure(timepec struct)supportsnanosecondsesolution but
the systemactuallysupportonly millisecondresolution.In fact,theshortestime interval thatcan
be measureds 10 millisecondsby default. This occursdueto real-timeconsiderationsThe sys-
temusesavaluecall “ticksize” to determinghe granularityof all softwaresystentimers.All time
requestwill beroundedup for this granularity For example,if thetick sizeis 10 millisecondsa
requesto wait for 1 millisecondmay wait for up to 10 millisecondg32]. Decreasingheticksize
valueto the minimumvalueof 0.5 millisecondwill resultin bettertime measuremergranularity
However, changingthe ticksizevalueis not recommendedecauset will affectall the timersin
the systemandmight degradethe overall systemperformance.

Systemtimerscanbe usedfor settingperiodiceventswhich canbe usedfor schedulingobs.
In the Windows operatingsystem, ‘regular” timers are associatedvith windows, and thuswith
interactve applications.In addition,therearewaitabletimers. Thesearesynchronizatiorobjects
whosestateis setto signaledwhenthe specifiedduetime arrives. Therearetwo typesof waitable
timersthatcanbe created:manual-reseandsynchronizationA timer of eithertype canalsobea
periodictimer [3].

In Linux, the systemprovideseachprocesswith threeinterval timers,eachdecrementingn a
distincttime domain. Whenatimer expires,a signalis sentto the processandthe timer (poten-
tially) restarts.Timersaresetusingsetitimer(), with oneof thethreeflags: ITIMER _REAL decre-
mentsin realtime, anddeliversSIGALRM uponexpiration;ITIMER _VIRTUAL decrementsnly
whenthe processs executing,anddelivers SIGVTALRM uponexpiration; and ITIMER _PROF
decrement$oth whenthe processexecutesand whenthe systemis executingon behalf of the
process.Coupledwith ITIMER _VIRTUAL, thistimeris usuallyusedto profile the time spentby
theapplicationin userandkernelspace SIGPROF is delivereduponexpiration.

In QNX, two mechanismgan be usedfor settingtimers. Standardtimers are createdby
timer_create(), and their expiration time is setby timer_settime(). In addition, it is possibleto
scheduléhardwareinterruptsperiodicallyevery 50 millisecondsusinggnx_hint_attach().

3 Performance Comparison

Performances oneof the mostimportantfactorsthatinfluencethe decisionwhich operatingsys-
temshouldbe selectedor clustersystemdevelopment.This sectionpresentsa performanceom-
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hardware | model IBM PC300GL

processor Intel Pentiumlll 500MHz

memory 128MB RAM

harddisk 10GBIDE

network card Intel 82555100Base-T>XPHY Pro/100
software | Windowsversion| NT Sener4.0SP5

services Alerter, ComputerBrowset

EventLog,MessagemAV Alert,
LicenseLoggingService Sener,
NortonProgramScheduler
NetLogon,NAV Autoprotect,
PlugandPlay, ProtectedStorage,
RPCLocator RPCService, SOFFE
SpoolejTaskScheduleworkstation,
TCP/IPNetBIOSHelper

Linux version Linux 2.2.5-22

daemons amd,atd,crond,gpm,inet, keytable,
linuxconf, netfs,network, nfs, portmap,
random sendmail site,snmpd,sound,

syslogxfs

QNX version QNX 4.25

daemons namelocsyslogd,portmap,netd,
Photon

Table4: Systemconfigurationsisedfor measurements.

parisonof Windows, Linux, andQNX, With anemphasi®nperformancéopicsrelevantfor cluster
systemssoftwaresuchasprocessontrolandnetworking.

3.1 Methodological Issues

In orderto measureshorttime intervals with high precision,a speciallibrary calledthe “Time
StampCounterdibrary” wasused.This library offersatool for measuringime without the over
headof a systemcall. It usesa Pentiumop-codethat readsthe Pentiums clock cycles counter
atuserlevel [18]. A goodexamplefor thelibrary’s addedvalueis QNX time measurementsn
QNX, only intervals of 10,000microsecondsanbe measuredy default. Usingthe Time Stamp
Counterdibrary, intervalsaslow as0.16microsecondsouldbe easilymeasured.

The hardware and software configurationdetailsof the machinesusedfor the measurements
aregivenin Table4.

3.2 Procesd.ife Cycle

Someof thefundamentalasksrequiredrom parallelsystemarerunningparalleljobsandschedul-
ing paralleljobs on the clusternodes.In this sectionwe try to measurehe overheadnvolvedin
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Figure2: Proces<reationandTerminationTimes.

someof the basicprocesscontrol operations:processcreationandterminationand processsus-
pension/resumption.

In the measurementgresentedbelow resultscanbe distortedby randomsystemevents(such
aslong context switches).Thesedistortionsaffect the standardleviation of theresults.Therefore,
in orderto minimize the impactof theserandomevents,eachtestwasrun 5 timesandthe test
whichresultedin the smallesistandardleviationis presentedhere.

3.2.1 Proces<Lreationand Termination

Thisbenchmarkriesto measureheoverheadnvolvedin processreationandterminationin each
of thecomparedperatingsystemsPseudaodefor thisbenchmarks asfollows:

for (50 iterations) {
measure time
create a process
walit for the process to die
measure time and save time interval

}

calculate average time and standard deviation

Thefollowing systencallswereusedfor processreation:CreateProcess() in Windows, fork()
in Linux, andgnx_spawn() in QNX. Thespavnedprocesss emptyandexits immediately In order
to avoid inconsistentesultsdueto buffer cachehits/missespne warmupiteration was usedfor
loadingthe executablento the buffer cache.

As thetimeto createa processalsodepend®nthesizeof its data,we usedexecutablesanging
in sizefrom 2KB to 10MB. This wasachieved by usingstaticallocationandinitialization of an
array In addition,we checleda secondversionin which the processtepsoncethroughthis array
at4KB incrementsto ensurehatit is all pagednto memory

As shawn in Fig. 2, Windows andLinux indeedcreateprocessewith their memoryswapped
out,andonly performtherealallocationif it is accessedQNX, ontheotherhand,alwaysallocates
thememoryat oncewhenthe processs createdjn orderto avoid pagingduring execution.Com-
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paringthe systemswe canseethatalthoughQNX is fasterfor executablesizesof up to 100KB,
from 1MB QNX becomeslower thanWindows andLinux.

3.2.2 ProcessSuspensiorand Resumption

Implementation®f gangschedulingon clustersypically performtheir schedulingof paralleljobs
by suspendin@ll the processesvhich constitutea job andresumingall the processesf another
job. Thisbenchmarkriesto evaluatethe overheadnvolvedin suspending processandresuming
another Pseuda:odefor this benchmarks asfollows:

turn =1
for (500 iterations) {
measure start time
if (turn ==1) {
suspend process A
resume process B
turn =0
} else {
suspend process B
resume process A
turn =1

}

measure end time and save time interval

}

calculate average time and standard deviation

Theresultswerethat suspendingandresuminga processakesa moderateamountof time on
all threesystemsabout2 microsecond# Linux, 3 microsecond& Windows,and3.5in QNX.

3.3 Networking

Networking performances one of the importantfactorsthat influencecomputingclustersper
formanceanddistributedapplicationsn general.SinceTCP/IPis the mostcommonnetworking
protocol,it wasselectedor the networking performanceomparison We alsocomparethe QNX
native protocolperformancéFLEET protocol)againstQNX TCP/IPperformance.

In orderto measurel CP/IP performancea standarchetwork performanceéoenchmarikcalled
“Netperf” wasused(htt p: //ww. net perf. org). Netperfwas configuredto run a TCP
streamtest. The streamtest sendsa streamof TCP paclets from one machineto anotherand
measureshe bandwidthfor varioussizepaclets. The measurementseredoneusingtwo identi-
cal machinesThecommunicatiormediumwasa 10MB/s switchsharedoy otherusersduringthe
test,or 10MB/sand100MB/sdedicatechubs.

Themajorconclusionsrom thesetestswere(Fig. 3):

1. WhenusingWindowsNT andLinux outof thebox, Windowsoutperformd.inux on 10MB/s
connectiongut Linux outperformsVindows on 100MB/sconnections.
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Figure 3: Bandwidthfor TCP/IP StreamUsing NetperfBenchmark(10MB/s and 100MB/s Hub
Connections).

2. After manuallyfinding the optimal buffer sizesfor a given network configurationandrun-
ningthetestusingthesebuffer sizestheLinux bandwidthincreasedsignificantlyon 10MB/s
connection@andmatchedWindows. Both improvedsignificantlyfor 100MB/sconnections,
with Linux still outperformingWindows by a small mamgin. This agreeswith previously
publishedresultsfor 100MB/sconnectiong27].

3. QNX doesnotrequireary buffer sizemodifications Its performanceés comparabléo Linux

andWindows using10MB/s connection.ln 100MB/sconnectionthe QNX performances
somavhatlower thanWindows andLinux.
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QNX Fleet Protocol vs. TCP/IP Protocol
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Figure4: QNX FLEET Protocolvs. TCP/IPProtocol.

4. Whenusingoptimizedbuffer size,Linux achiezesits peakbandwidthusingmessageizes
smallerthan Windows and QNX. For example: when using 10MB/s switch connections
Linux bandwidthstabilizesat 4 byte messagess. 32 byte messages Windows or 64 byte
messages QNX.

FLEET is QSSLsfault tolerant,load balancingLAN protocolbuilt into QNX. It allows mes-
sagepassingoetweerprocessesn separateodesandsupportanultiple LAN cardsconnectedo
multiple LANs. Usingmultiple networksin thisway canincreaséandwidthandprovide faulttol-
erancelf acableor network cardin onenetwork fails, FLEET automaticallyreroutesdatathrough
anothemetwork. This happen®nthefly, withoutinvolving applicationsoftware[24].

As shown in Figure4, QNX FLEET protocolmaximumbandwidthis approximatelythe same
as TCP/IP bandwidth. The differenceis that TCP/IP protocolreachest’s maximumbandwidth
alreadyat 64 bytemessageasopposedo FLEET whichreachests maximumbandwidthonly for
8192byte messagefFig. 4).

3.4 SystemOverheads

The operatingsystemhasvariousoverheadshat, while not very significanton a desktop pecome
amplifiedin a clusterwith dozensof nodes.Theseincludethe bootandshutdavn times,andthe
memoryfootprint. The measurementsere madeusingtwo modes:windows mode(X in Linux,
Photonin QNX, andregularWindows NT mode),andconsolemodewhereavailable (Linux and
QNX). Resultsaresummarizedn Fig. 5.

Thebootprocessess considereasfinishedwhentheoperatingsystenis readyto log-in users.
QNX isthefastesOperatingsystenbothto bootandto shutdavn. Thisis dueto thefactthatQNX
is the lightestOperatingsystemin termsof memoryfootprint. Also, it doesnot usea swap file
that hasto be flushedto disk oncethe operatingsystemis beingshutdown. Windows boottime
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Figure5: Boottime, shutdavn time, andmemoryfootprint.

is fasterthanLinux boottime evenwhenLinux is runin consolemode.On the otherhand,Linux
shutdavn processs fasterthanWindows in both configurations.

4 Easeof Use

In this sectionwe try to evaluatethe easeof useof the comparedoperatingsystems.Evaluating
operatingsystemseaseof useis not easy andthereforeit discussedn a broadsense. Metrics
for evaluationof operatingsystems$ easeof useinclude API calls count, documentation\Web
resourcegsount,andeaseof administration.

4.1 API Calls Count

Oneof the significantfactorsthatinfluencesa programmess learningcurve is the numberof API
functionsneededor implementinga specifiedprogrammingtask. In someof the operatingsys-
tems,the kernel API (systemcalls) is enoughfor developingparallelsystems.In othersthe de-
velopmentshouldbe doneusinga higher API. Countingthe numberof functionssupportedoy
the lowestusableAPI canbe usedasa metricsfor measuringhe easeof development. Fever
functionsto learncanbe consideredetter

In Linux, systemcalls are basicallyenoughfor developing computingclusters. As shovn
in Table5, Linux providesthe smallestnumberof of functionsneededo be learnedin orderto
develop parallelsystemg190 calls). In Windows, the kernelsystemcalls areundocumenteand
thereforecannotbe usedfor development.Windows exposeshe Win32 subsystenAPI whichis
built ontop of thekernelAPI. In fact,Win32is thelowestAPI level thatcanbe usedfor developing
applications QNX asa microkerneloperatingsystemexposesonly 21 kernelfunctions(seeTable
5), therestof the functionsareimplementedasseparatédibraries(POSIX, WATCOM andANSI).

Whentrying to understandhe varianceof the API calls count,we needto take into account
the differentfunctionality supportedby the API. It is obviousthat Win32 offers by far the largest
numberof servicesto the developerwhich canexplain the large numberof API calls. Theflip
side of this algumentis that Windows is muchmore comple, andthereforemore susceptibldo
performanceand reliability problems. For clusters,a large part of this complity — e.g.the
supportof graphicalinterfaces— is unwarranted.
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system kernelcalls higherAPI

Windows NT | 1049(ntdll.dll) | 1940(Win32)
Linux 190
QNX 21 338 (kernel+Posix)

Table 5: API Calls Count. (Linux systemcalls from /usr/include/bits/syscall.h.QNX systemcalls from
Jusr/include/sys/érnel.h. Windows systemcalls retrieved using dumpbin/exports ntdll.dll. Win32 API functions
countfrom list in the MSDN library.)

4.2 Standard Documentation

An importantfactorthat influencesthe easeof developmentis the standarddocumentatiorpro-
videdwith the operatingsystem.Gooddocumentatioms essentiafor effective softwaredevelop-
ment, especiallyfor the non-epert developers,and shouldinclude everythingfrom the simplest
commandsup to detailedtechnicalarticlesincluding codesamples.Another parametefor good
documentatioris thetime it takesto find it.

The mostcomprehensie resourcefor Windows developmentdocumentations MSDN (Mi-
crosoftDevelopers Network). It is availablebothonaWebsite(ht t p: / / nsdn. m cr osoft.
com andonaCD asapartof theMicrosoftdevelopmenervironmentdistribution (Visual Studio).
TheMSDN Library containamorethana gigabyteof technicalprogrammingnformation,includ-
ing codesamplesdocumentationtechnicalarticlesandthe Microsoft DeveloperKnowledgeBase.
Whentrying to comparethe quantityandquality of Windows documentatiorto Linux and QNX
documentationWindows is clearly superior The MSDN containsa hugenumberof articlesand
codesamples.

Linux hastwo mainsourcedor standarddocumentationthat provided with the distribution,
andthe Linux documentatiomproject. Documentationn the distribution includeskernelwhitepa-
pers,manpagesandvariousothermiscellaneouslocumentatiorfhowto, FAQs, tutorials,installed
softwaredocumentation)ln addition,thedistribution includesthe sourcecodeitself, whichis the
ultimatereferencewvhentrying to figure outintricatedetailsof the systems behaior.

The Linux DocumentatiorProject(LDP) (htt p: / / www. | i nuxdoc. or g) is working on
developingfree, high quality documentatiorfor the GNU/Linux operatingsystem. The overall
goalof the LDP is to createa canonicalsetof documentationBeing online (anddownloadable),
the documentatiortanbe frequentlyupdatedin orderto stayon top of the mary changesn the
Linux world. The effort is collaboratve with minimal centralorganization just lik e the develop-
mentof Linux itself. Recently someof the Linux distributions have startedproviding the LDP
documentatior€D alongwith the operatingsysteminstallationCD.

In general,the volume of QNX documentatioris very low relative to the other two sys-
tems. It includesthe QNX Helpviewer applicationfor the display of online help, man pages,
andmanualswhitepapersanddatasheetdocatedin the QSSLsite (ht t p: / / www. gnx. coml
literature/).

4.3 WebResourcesAvailability

Apart from the “official” resourceswvailablefor eachsystem developmentcanbenefitfrom help
from the on-line community To getsomenotion of whatresource®f this type areavailable,we
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Figure6: Resultsof Web searchregardingthe threeoperatingsystems.(Newsgroupsetrieved from
the Hebrew University’s news sener which contains42,126newvsgroups.Somemay not be actve. Messagevolume
retrievedfrom DejaNews. Valid asof 25/07/00.)

talulatesearchenginehits, nevsgroupactiity, andbooks(Fig. 6).

Searchenginescanbe very usefulwhenlooking for documentationtechnicalarticles,online
books,and sourcecode samples. We checled the numberof hits whenlooking for “Windows
NT"+"Windows 20007, “Linux”, and“QNX” keywordsin popularsearchengines. More hits
implies moreresourcegnda shortertime until the requiredinformationis found. We found that
Windows andLinux numberof hits is comparableandin somecaseqe.g. AltaVista) therewas
evenasignificantadvantagefor Linux. QNX hit counts,ontheotherhand,arerelatively low.

Newsgroupsanbeconsiderecsapowerful tool for findinginformationandsolvingproblems
usingthe Internetcommunity Finding nevsgroupsrelevantto a specifictopic is easierwhena
large numberof newsgroupss available. Windows hasalmosttwice the numberof nevsgroupsas
Linux. QNX hasonly six newsgroups.Similar differencesare obsened regardingthe volume of
message thesenewvsgroups.

BooksaboutOperatingsystemsandrelatedsoftwareareanotherimportantresourceor users,
especiallyfor the non-adwanceduserswho wish to study more aboutthe system. Sincethe vast
majority of theliteratureis availablealsoin on-line book shops runningqueriesin the Web sites
of theseshopscanbe usedto measurghe amountof literatureavailable. The numberof books
aboutWindows is significantly higherthanaboutLinux in all of the book shopschecled. QNX
literatureis poorby ary standard.

4.4 Source CodeAvailability and Extensibility

As mentionedabove, animportantbenefitsof operatingsystemsourcecodeavailability is thatit
canbeusedto gainabetterunderstandingf theoperatingsystemnternalsandbehaior. But even
moreimportantis the option of modifying the operatingsystem.For example,the Mosix system
providesa load balancingcapabilityamongthe nodesof a cluster basedon a procesamigration
facility [7]. Thisis implementedwithin the kernelof the basesystemwhichis Linux. Likewise,
thedevelopmenbf Beowulf hingedon kernelmodificationghatallowedseveralphysicalnetworks
to beusedasa singlelogical network [36].

In Linux, all the sourcecodeis availableunderthe termsof the GNU GeneralPublicLicense.
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Both Windows and QNX arecommercialoperatingsystemsandtheir sourcecodeis unavailable
for the public. However, Microsoftis cooperatingvith academicesearclandhassharedNVindows
sourcecodewith afew researchnstitutes.

A separatassueis the ability to extendthe kernel, especiallywith regardto device drivers.
Due to the dominantmarket shareenjoyed by windows, nearly all device manufcturerswrite
devicedriversfor Windows. In addition,theMicrosoftdevice driversdevelopmentoolkit easeshe
developmentof new driversby providing varioustemplateg4]. Device driversfor Linux areless
plentiful, but driversfor popularhardwarecanoftenbefoundontheInternetevenif they werenot
provided by the hardware manufcturer andextensive documentatiorio helpin the development
of driversis available[34]. QNX hasvery few device driversavailableby comparison.

Extendingthe kernelis not only a matterof acquiring(or writing) the software. Linux allows
kernelmodulesjncludingdrivers,to beloadedandunloadedwhile the systemis operationa[15].
Thisobviouslyhassignificantadvantagesn asenerthatstrivesfor continuousavailability, but also
in a clusterservingmultiple parallelapplicationsln Windows, every suchmodificationrequiresa
rebootto take effect.

4.5 Administration

Windows usesadministrationtools basedon graphicaluserinterfaces. This hasthe well-known
adwantageof beingableto provide hints, contect-sensitve help, andcertainconsisteng checks.
In Unix (includingLinux andQNX) mostof thetoolsusedto managehesystemarecommand-line
basedalthoughsometoolsalsohave graphicalinterfaceq12].

In the context of clusters however, command-linenterfacesaremorerobustin the sensethat
it is usually possibleto accessa remotemachinevia sometext terminal, but not alwaysvia a
graphicalinterface. Also, text-basedorogramsareeasierto automateso administratorcanmake
the samechange®n several machinesusinga single script. Unix comeswith variousscripting
facilitiessuchasthe shellandPerl. Windows doesnot. Moreover, Unix usestextual configuration
filesthatareeasyto editandreproducewhereadVindowsregistry usesa proprietarybinaryformat
thatis createdoy thesystem.

Oneof the mostattractve featuresof Unix is the ability to controlmachinegemotely Since
Linux andQNX comewith a telnetdaemonbuilt in, administratorcantelnetvirtually any ma-
chinerunningthetelnetdaemonyegardlesof operatingsystemto do all administratve tasks.To
remotelyadministera Windows sener, you mustpurchasea separatepplicationto allow remote
control. Two of the most popularremoteadministrationproductsfor this are PC Anywhereby
Symante@andSMS (Systemdvlanagemengolution)from Microsoft. Usingcommerciabdminis-
trationtoolscanbecomecostlybecausegou mustpurchase copy for thesenerto actasthehost,
anda copy for eachcomputerthatneedgo remotelycontrolthe sener.

5 Conclusions
Ourcomparisorof Windows NT, Linux, andQNX asthebasisfor building clustersystemsincov-

ereda hostof differencesamongthesesystemsput no clearwinner. Eachsystemsupportssome
importantfeatureghatdo not exist in the others.For example, Windows NT cancreatesuspended
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processesyhichLinux cannotandhasbettersupportfor impersonationLinux, ontheotherhand,
caneasilysuspend processandsupportdisk quotas.While thelack of suchfeaturescancause
headachegshey aretypically not shav-stoppers.

Likewise,contraryto thecommonbeliefthatLinux outperformdVindows, andtheexpectation
the QNX would outperformboth, we found no clearcut advantagefor onesystemover the other
This agreeswith the resultsof Lancasterand Takeda, which indicatethat the compileris more
importantthanthe basesystemin termsof performancg27].

Thusit seemawve cansaythatall threesystemgrovide similar supportfor the constructiorof
clusters.We verifiedthis claim by implementinga reducedversionof ParPar on all threeof them,
using the samebasicarchitecture. Overall, the implementationare rather similar and required
commensurateffort. In fact, they were so similar that we decidedit was pointlessto try and
measurdghe differencedetweerthemin termsof codecompleity or othersoftwaremetrics.

Of coursethe comparisordonein this researcltould be extendedo othertopics. Thebench-
markswritten couldbeimproved,andnew onescanbewrittenfor comparingothertopics. Oneof
the mostimportantaspectsvhich wasnot coveredin this researctwasoperatingsystemstability.
Determininghow stableis the operatingsystemfor a long periodof time underdifferenttypesof
loadis notaneasytaskandcanbeusedasa subjectfor anindependentesearchAlternatively, it is
possibleto try andgleansomeinformationfrom othercomparisonsespeciallybetweenVindows
NT andLinux [25, 29, 13]. However, it shouldberememberethatsuchcomparisons— especially
thosepublishedoy companieshathave aninterestin theresults— maybetaintedby thefactthat
they have hugeeconomiamplications.In addition,they focuson the sener market which is only
partly relevantto high-performanceomputingclusters.
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