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Abstract

Clustersusecommodityhardwareandsoftwarecomponentso provide anervironmentfor
high-performancgarallelprocessingA majorissuein the developmentof a clustersystemis
the choiceof the operatingsystemthatwill run on eachnode.We comparethreealternatves:
Windows NT, Linux, andQNX — areal-timemicrokernel. The comparisons basedon ex-
pressie power, performanceandease-of-usenetrics. Theresultis thatnoneof thesesystems
hasa clearadvantageover the othersin all the metrics,but thateachhasits strongandweak
points. Thusary choiceof a basesystemwill involve sometechnicalcompromisesbut not
majorones.

1 Intr oduction

Rapid improvementsin network and processomperformanceare causingclusteredcommodity
workstationsand PCsto becomean increasinglypopularplatform for executingparallelapplica-
tions. In the past,Unix wasusedasthe platformfor almostall parallelsystemdamplementations.
Recently however, it is becomingmorecommonto useWindows NT asthe baseplatform.
Thedecisionwhich operatingsystemto useinvolvesmary considerationgncludingthe oper
atingsystems costandpersonakxperiencewith thedifferentsystemsBut therearealsotechnical
implications.Our goalis to illuminate thesetechnicalissuespy providing a broadcomparisorof
the capabilitiesandcharacteristicef the differentsystems.Throughoutthe emphasiss onthose
featuresdleemedo beimportantfor theimplementatiorof high-performanceomputingclusters.
Surprisingly very little work of this naturehasbeendonebefore. Tanenbaunhascompared
threemicrokernelsfor usein parallelmachineg43], but thesehave not withstoodthe testof time
andthefactremainsthattodaysystemssuchasLinux andWindows arepreferred.Lancasteand
Takedahave comparedhesesystemsput only in termsof performancg29]; we considermary
otheraspectaswell. Therehave beensomedirectcomparison®f Linux andWindows for the
commerciakener market[27, 31], but notin the contect of computationatlusters.
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1.1 Cluster Architecture and Mode of Operation

A clusteris a parallelprocessingystemwhich consistsof a collection of interconnectedtand-
alonecomputersvorking togetherasa single,integratedcomputingresourcdq41, 33]. Theratio-
nalefor clustergs thedesireto leveragehecommoditycomputingmarket, andride thetechnology
curve. Theseconsiderationteadto theuseof commerciabff-the-shelfcomponentsyothfor hard-
wareandfor software.In particular eachnodetypically runsa corventionaloperatingsystemsuch
asWindowsor Linux. They aretied into a clusterby someuserlevel processesyftenoperatingas
daemons.

Due to their wide appeal,clustersare beingusedfor mary differenttasks: transactionpro-
cessingweb-pageservice graphicsandrendering parallelscientificcomputationandthroughput
computation.Our focusis on dedicatectlustersthatareusedfor parallelcomputationssimilar to
large scaleMPPs.Thuswe emphasizeystemserviceghatareusefulin this contet, andrelateto
the control and efficient executionof multiple paralleljobs. However, we try to provide a broad
coverageof featureghatmaybe usefulfor othermodesof operationaswell.

At a high level of abstractionmary computationatlustersystemaisea similar architecture:
Thereis asinglesystem-widecontrolprocessandanadditionalproces®n eachnodeof thecluster
(Fig. 1). The centralcontrolleris responsibldor configurationmanagementesourceallocation,
andjob control. The pernodeprocessegollect local dataand implementthe decisionsof the
centralcontroller Examplesystemsbasedon this designinclude the Berkeley NOW [24] and
ParFar [20]. In addition,every paralleljob is representedndcontrolledby a separatgrocess.

The next sectionpresentsa surwey of systemfeaturesthat are neededn orderto implement
sucha structure.Theseincludecommunicatiorfacilities usedamongthe differentprocessesand
facilities to spavn and control userprocessesln somecasesijt is possibleto spavn processes
remotelywithout using anotherprocessas a local agent. The implicationsare discussedvhere
specificallyrelevant. We thengo on to discussperformancassuesand easeof use. But first we
startwith somebackgroundnformationaboutthethreesystems.



1.2 Operating SystemsCompared

We focuson the comparisorof threesystemsWindows NT, Linux, andQNX.

Windows NT wasintroducedin July 1993 and was aimedat the enterprisemarket, for use
on high-endworkstationsand seners. It wasthe first versionof Windows to supportthe 32-bit
programmingmodelof the Intel 80386,80486,and Pentiummicroprocessorgit canalsorun on
Alphaprocessordyut supportfor Alpha hasbeendiscontinued)Windows NT hasa 32-bitflat ad-
dressspaceprovidesthe NTFSfile systemC2 compliancesecuritymodel,RemoteAccessSener
(RAS), and0S/2andPOSIX subsystemsHowever, it doesnot provide full POSIX compliance,
andcannotuseboththe Windows APl andPOSIXAPI in thesameapplication.

Windows 2000,introducedn February2000,is thefollow-upfor WindowsNT. It providesbet-
terreliability andsomenew featuresuchasPlug-n-PlayAGPsupport Active Directory; scripting
tools,natve ATM supportandmore. It alsoprovidesimproved performancen critical areassuch
asnetworking andweb andprint service.In this paperwe focuson Windows NT, which wasthe
dominantversionat the time the work wasdone,andwasalsoavailableto us for measurements.
However, we alsomentionnew featuregntroducedn Windows 2000whererelevant.

Windows XP [44] is the follow-up of Windows 2000,expectedn 2002. 1t featuresa new user
interfacedesignwhichis largely meaningles$or clustersandvariousupdatesandimprovements
in differentareasnotablynetworking. It is notreviewedin this paper

Both Windows NT and Windows 2000 usea microkernelarchitecture.However, this is not
a pure microkernel. Only the operatingsystemervironmentsexecutein usermodeasdiscrete
processesincluding DOS, Winl16, Win32, OS/2,and POSIX. The basicoperatingsystemsub-
systemsjncluding the processmanagelandthe virtual memorymanagerare compiledwith the
kernel. They canthereforecommunicatenith oneanotherby usingfunction calls for maximum

performancg40].

Several clustersystemsare basedon Windows NT, including the Velocity clusterat Cornell
(www.tc.cornell.edu/AC3/tech/sy stems .htm | ), the HPVM system(www-csag.
ucsd.edu/projects/clusters.ht ml, [12]), andMillipede [23].

Linux is acompletelyfree re-implementatiorof the POSIX specificationwith systemV and
BSD extensionswhich is availablein both sourcecodeandbinaryform. Thefirst versionof the
Linux kernelwasmadeavailableontheInternetby Linus Trovaldsin Novemberl991.A groupof
Linux actvistsquickly formed,andcontinuego spuronthe developmenbf this operatingsystem.
Numeroususerdestnew versionsandhelpto clearthe bugsout of the software,makingLinux the
modelof open-sourcelevelopmen{9] (www.opensource.org/ ).

Linux, like mostUnix systemds monolithic, thatis, the whole operatingsystemis a single
executabléfile thatrunsin kernelmode. This binary containsthe processmanagementnemory
managemenfjle systemandtherest.

We choseLinux over other Unix variants(suchas Solarisor Tru64 Unix) becauset is the
most popularbasisfor the constructionof clusters. In fact, accordingto the clusterssublist at
the Top500webssite, the vastmajority of high-performanceomputationatlustersemploy Linux,
andonly a few useotherUnix variants(even lessuseWindows NT). The reasonfor this is the
rapid developmentof Linux andthe factthatit is freein sourceform. This stateof affairs has
madeLinux a major playerin the enterprisemarket, andit is poisedto becomehe standardJnix
implementation.



As notedabove, mary clustershave beenbuilt basedon Linux. Examplesncludethe LosLo-
bos Superclustefwww.ahpcc.unm.edu/Systems/Har dware /Los Lobos/ ), the NPACI
Rockseffort (rocks.npaci.edu/ ), The RWCP Scoresystem(pdswa3.trc.rwcp.or.jp/
clusters/ ), Beawulf [38], the Berkeley NOW [24], andParPar[20].

QNX is areal-timecommercialoperatingsystemdevelopedby QNX SoftwareSystemsThe
QNX real-timeoperatingsystemprovides applicationswith a network-distrituted, real-timeen-
vironmentthatdeliversnearlythe full device-level performanceof the underlyinghardware. The
architectureconsistsof a real-timemicrokernelsurroundedy a collectionof optionalprocesses
(calledresourcemanagersjhat provide UNIX-compatiblesystemservices.By including or ex-
cluding resourcemanagemprocessest run time, the developercanscaleQNX down for ROM-
basecembeddedystemsor scaleit upto encompasbundredf processorsonnectedy various
LAN technologie$25]. We focuson QNX version4.0.

QNX Neutrino,a new versionof QNX currentlyin Betastage,s alsocoveredin thosecases
whereit providesnew featureqsuchasSMP supportandPOSIXthreadssupport).

While QNX doessupporta networked ervironment,few if any computationaklustershave
beenbuilt usingit (the nearestexamplewe know of is the Makbilan system,in which nodesran
Intel's RMK real-timekernel[21]). However, the useof a real-time kernel as the basisfor a
clusteris intriguing, asit might be expectedto provide variousbenefits. Examplesinclude low
and predictableoverheadfor processmanagemenand communicatiorevents,andthe ability to
manipulateprocesspriorities and ensurethat desiredservicesare not interrupted. We therefore
includeit in thediscussionwith the goalof assessinthe degreeto which this promiseis realized.

2 Kernel Sewvicesand APl Comparison

This sectionpresentsa comparisorof the setof operatingsystemservicesand API calls related
to parallelsystemsdevelopmentasprovided by eachof the comparedperatingsystemskernels.
In both Linux andQNX, functionsclassifiedaskernelfunctionsor systemcalls were compared
(thosethatappeaiin section2 of the on-line manual). In Windows, the Win32 API wasusedfor
thecomparisonTheNT system-callnterface,calledthe Native AP, is hiddenfrom programmers
andlargely undocumentedThe API that the majority of NT applicationswrite to is the Win32
API, which translatesnary Win32 APIs to native APIs [37].

2.1 Proces<Lontrol

Oneof the mostbasiccapabilitiesrequiredfrom a parallelsystemis controlling the processesf
paralleljobs. This includesspavning themon the nodesallocatedfor the job, suspendinghemin
orderto scheduleanotherob to run, andresumingthemafterwards.Processontrolalsoincludes
theability to kill or to senda userdefinedsignalto all the processesf a paralleljob.

2.1.1 Proces<Lreation

CreateProcess() is the fundamentabkystemcall usedfor creatingnew processes Windows NT.
It createsboth a processobjectandthe main threadobjectof an application. CreateProcess()



allows the parentprocesgo setthe operatingervironmentof the new processincludingits work-
ing directory securityattributes,file handleinheritance grvironmentvariables priorities, andthe
commandine it is passed39, 32].

Win32 doesnotprovidethecapabilityto clonearunningprocesgandits associateth-memory
contentsysis doneby the Unix fork() systemcall (whichis usedonbothLinux andQNX). Thisis
notsuchahardship sincemostUnix codeforks andthenimmediatelycallsexec() [32]. TheLinux
implementatiorof fork() doesnot actuallyclonethe parentprocess.Instead,it usesthe copy-on-
write optimizationso thatcommonvirtual memorypagesare sharedwith read-onlypermissions.
If eitherof the parentprocesor thechild procesdriesto modify oneof thesharedpagesthenthe
kernelduplicatest. An importantmemberof thefork() family of functionsis vfork(). Thisis used
to createa new processwithout fully copying the addresspaceof the parent,andcanbe useful
whenthechild won't referenceheparents addresspaceandwill call exec() torunanew program
[42]. Linux alsohasa _clone() function, which allows the child to sharepartsof the execution
contet with its parent;it is usedmainly to implementthreads.

Besidessupportingthe fork() family of functions,QNX hasa gnx_spawn() systemcall. This
allows the programmeto modify variousparameter$or the new processe.g.scheduletypeand
processriority. Themostpowerful featureof gnx_spawn() is theoptionto createthe child process
onaremotenode.

Detailedoptionsof processreationarecomparedn Tablel.

As noted, QNX allows processeso be spavnedon a remotenode. Windows hasa similar
capability as part of the Distributed ComponeniObject Model (DCOM). This is a protocolthat
enablessoftware componentso communicatedirectly over a network in a reliable, secure,and
efficient manner However, thereare two main reasondor not using DCOM to run processes
remotely Oneis that a significantperformanceoverheadmight occur becauseat usesmultiple
softwarelayersandinterfaces.The otheris thatit would requireusersto implementtheir parallel
applicationsas DCOM objects(needto implementspeciaDCOM interfaces),somethingwhich
is notdesirablesinceit limits the userto a certainimplementatiorof his application.Also, direct
processontrol (sendingsignalsfor example)is not availablewhenusingDCOM objects.

2.1.2 ProcesdGroups

Sometimest is morecornvenient(or evennecessarylo treata setof processeasa singlegroup,
e.g.to performa collective operationon themor to setrestrictionson thewholegroup.

Windows NT 4.0 doesnot supportprocessgroups. Only Windows 2000 offers a new job
kernelobjectthatallows the programmeto groupprocessesogether This is usedonly to create
a sandboxhat restrictswhatthe job’s processesreallowedto do [3]. A detaileddescriptionof
theserestrictionss givenin Section2.1.6.

Linux andQNX supporttwo levelsof grouping:sessiongandprocesgroups.At thetop of the
hierarchyare sessionseachof which consistsof one or more procesggroups[28]. In principle,
theseareusefulfor the distribution of signals.Unfortunately thisis largely irrelevantfor parallel
applicationssincegroupsandsessionsrelimited to processesn the samemachine.



| Windows NT Linux | QNX
createprocesn | notsupported notsupported gnx_spawn()
aremotenode
createproceson | CreateProcessAsUser() | notsupported notsupported
behalfof auser | CreateProcessWithLo-
gonW()
createsuspended| CreateProcess() using | notsupported gnx_spawn() using
process CREATE_SUSPENDED _SPAWN_HOLD flag
flag
inheritaddress | notsupported fork() fork()
spacerom
parent
inheritopen CreateProcess() fork() all in fork(), 10in
handled file gnx_spawn()
descriptordrom
parent
parentneedso never always alwayswith fork(),
wait() for neverwith
childrento die (to gnx_spawn() and
avoid zombies) _SPAWN_NOZOMBIE
flag
instructfile not supported not supported gnx_spawn() with
systemto place _SPAWN_XCACHE
executablan
cache

Tablel: Procesgreationoptions.

2.1.3 Processlermination

An importantservicein a parallelsystemis the optionto kill all the processes a paralleljob.
In Windows NT TerminateProcess() causesll the threadswithin a procesgo terminateandthe
procesgo exit. However, Microsoftdocumentatiofi3] suggest$o useTerminateProcess() only in
extremecircumstancesinceit doesnotcleanall theresourceattachedo theprocessSpecifically
DLLs attachedo the processarenot notifiedthatthe processs terminating,andthe procesbject
is not necessarilyemoved from the system.In Linux andQNX, Thekill() systemcall is usedto
terminatea processhy sendingit a SIGKILL or SIGTERMsignal. SIGKILL is distinguishedy
the factthatit cannotbe caughtnor ignored. QNX allows kill() to sendsignalsto processesn
remotemachines.

2.1.4 ProcessSuspensiorand Resumption

Windows NT hasno direct API for suspendingr resumingprocesses.The probablereasonis
that Windows usesthreadschedulingatherthanprocesscheduling.Win32 supportshreadsus-
pendingor resumingusing SuspendThread() and ResumeThread(). Single threadedprocesses
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canthereforebe handledeasilyby suspending/resumin@eir primarythreadwhich is returnedn
the LPPROCESSINFORMATION structureaftercalling CreateProcess(). Butin orderto handle
multi-threadegrocessesll thethreadsn the proceshave to be suspended/resumautlividually.
Unfortunatelythereis no direct API for enumeratingll the threadsof a givenprocess.The Win-
dows registry containsdataaboutall the runningthreadsin the system soit is possibleto list all
thethreaddn thesystemandcheckeachone’s procesdD. In Windows 2000,the ToolHelplibrary
suppliesa morecornvenientAPI for doingthis enumeratiorwithout diggingin the Windows reg-
istry, but still all thethreadsn thesystemhave to beenumerateth orderto find thethreadhandles
of agivenprocess.

In Linux andQNX thekill() systemcall is usedto sendSIGSTOP or SIGCONTto suspendr
resumeaprocess.

2.1.5 ProcessSchedulingand Priorities

Windows NT, Linux, and QNX all implementa priority-driven, preemptve schedulingsystem.
The schedulesselectghe next procesgo run by looking at the priority assignedo every process
(threadin Windows NT) thatis in the READY state.

Windows NT schedulingis doneat the threadgranularity By default, threadscanrun on
ary available processotunlessprocessomaffinity is used(seeSection2.3.2)[35]. The priority
of eachthreadcanbe in the rangefrom zero (lowestpriority) to 31 (highestpriority), asdeter
mined by combiningits basepriority with dynamicadjustments.The basepriority, in turn, is a
combinationof the priority classof its procesgIDLE, NORMAL, HIGH PRIORITY, andREAL-
TIME) andthepriority level of thethreadwithin the priority classof its procesgIDLE, LOWEST,
BELOW_NORMAL, NORMAL, ABOVE_NORMAL, HIGHEST, TIME_CRITICAL). Only the
systems zero-pagehreadcanhave a priority of zero|[3].

Linux and QNX perform schedulingat the procesdevel. Both systemsoffer the following
schedulingpolicies:

1. FIFO scheduling(SCHED.FIFO) in which the currentprocesscontinuesto hold the CPU
until it blocksor terminatesThe highestpriority READY processs alwaysselected.

2. Round-robinscheduling(SCHED.RR) in which processesre given equaltime quantain
turn. This allows the processethatsharethe highestpriority level to sharethe CPU. These
two schemesireusefulfor real-timecontrol.

3. Adaptive schedulingSCHED OTHER) is whichthe CPUis sharedasabove, but the priori-
tiesareadjustedaccordingto a predefinegolicy thattakesCPUusagéanto account.Thisis
meantto supportinteractve (desktoplapplications.

In QNX, whena processonsumedts entiretime slice, its priority is loweredby one(only once).
If in the next time slicethe processwill useits wholetime sliceagain,it will stayatthatpriority.
If it didn’t useup its entiretime slice, the kernelwill increasets priority by one. In Linux, the
priority calculationtakesinto accounthe nicelevel (setby thenice() or setpriority() systemcall).
The priority is increasedor eachtime quantumthe processs readyto run but not running,and
decrease@henthe processs running.



QNX alsooffers a featurecalled“client driven priority”, which allows a sener to changeits
priority accordingto the highestpriority of theclientsit senes. Thisfeaturecanbeusedto prevent
thesenerfrom servinglow priority clientsin a high priority.

2.1.6 PlacingRestrictionson Processeand Users

In Windows NT 4.0 thereis no way to setrestrictionson a processor a group of processesOn
the other hand, Windows 2000 providesa rich API for settingrestrictionson jobs or processes
(recall that a job is essentiallya processgroup). Thesecan be usedto prevent processegrom
monopolizingsystenmresourcesHowever, disk quotasarestill missing.

Linux hasmechanismso supportfilesystemguotasandprocesdimits. You candefinestorage
guotalimits on eachmountpointfor the numberof blocksof storageand/orthe numberof unique
files (inodes)that canbe usedby a givenuser A “hard” quotalimit is a never-to-exceedlimit,
while a“soft” quotacanbe temporarilyexceededusingquota(), quotactl(), andquotaon()). The
rlimit mechanisnmsupportsa large numberof processjuotas,suchasfile size, numberof child
processeshumberof openfiles, andsoon. In this casethe “soft” limit (alsocalledthe current
limit) cannotbe exceededbut canbe raisedto the “hard” limit (alsocalledthe upperlimit) using
setrlimit(). The setrlimit() systemcall is usedin orderto setresourcesimits. It canbe usedin
parallelsystemsdlaemongiuring the creationof a new procesdy beingcalledafterthefork() but
beforethe exec().

The capabilitiesof Linux andWindows 2000arecomparedn Table2. QNX providesno way
to setrestrictionson a procesor agroupof processes.

2.1.7 Stdio/stderr Redirection

Oneof thecapabilitiegequiredirom acomputingclusteris to redirectthestandarautput/erroiof a
job’sprocesse® theusersterminal,andto redirectstandardnputfrom theuserto processesT his
is typically doneby establishingwo socletsfor eachprocesspnefor stdioandtheotherfor stderr
Themodulethatspavnsthe processesedirectsthe stdio/stderffile descriptorof the processeto
theestablishedoclets. Thel/O handlingapplicationcanuseselect() ontheestablishedocletsto
determindf any new stdout/stdermessagebave arrivedfrom oneof the processes.

Whencreatinga new processn Windows NT using CreateProcess(), one of the aguments
usedis a pointerto a STARTUPINFO structure Among otherinformation, this structurecontains
handlegdo standardnput, standardutput,standarderror, anda processreationflagsfield. When
a parentprocesswantsto redirectthe stdio/stderrof the child procesgo predefinedstdio/stderr
socletsit hasto fill upa STARTUPINFOSstructurewith thehandledo thesoclets,andspecifythat
they beusedby settingthe appropriatdlag.

In Linux, stdio/stderredirectioncanbe performedusingthe dup2() systemcall. This system
call duplicatedile descriptorsandcanbeusedto duplicatea socletfile descriptorandreplacethe
original stdin, stdout,or stderr This is usedto setup thedescriptorof anew procesdbetweerthe
fork() andexec() calls.

QNX hasa shortcutfor doing the dup aspart of gnx_spawn(). Oneof the agumentsto this
functionis anarrayiov thatshouldcontainfile descriptor® through9. For example,if thevalue5
is placedn iov[0], thenew processvould haveits file descriptolO (stdin)replacedy file descriptor
5 of thecalling process.



[ Windows 2000

Linux

CPUtime

user time per process/jobin

0.1us

CPUtimeins

numberof processes

active processegandfuture

maximumnumberof

children)associatedavith a processeperuser
job

processoaffinity for all processeassociated | notsupported
with thejob

priority and priority classand scheduling| notsupported

scheduling classfor all the processes

associateavith thejob

memoryrestrictions

memorylimit perjob or
perprocess

maximumresidentsetsize,
maximumdatasize,
maximumstacksize,
maximumlockedin memory

GUI restrictions

creatingdesktopsand
switchingdesktops,
changingdisplaysettings,
exiting windows,
changesystemparameters,
avoid interactionwith
windows outsidethejob,
interactionwith theclipboard

notsupported

securityrestrictions

disallov administrator
access,

disallov unrestrictedoken
access,
forceaspecificaccesgoken,
disablecertainsecurity
identifiersandprivileges

userpermission®nfiles
(or otherdevices
representedy files)

file system
restrictions

notsupported

numberof openfile
descriptors,
maximumcorefile size,
disk quotaperuser

Table2: Availablerestrictionsn Windows 2000andLinux.




2.1.8 ProcessTermination Detectionand Err or Handling

Onceaprocesss spavned,it’ s parenthasto detectwhenit exits. The processnight exit becausé
finishedits work or becaus®f someunexpectederror. It is thereforehelpfulis thesystenprovides
theuserwith the processxit statusandthe reasorfor termination.

In Windows, theway to detectthata child processhasexited is to createa threadwhich polls
periodicallyfor the exit statusof the child process.This is donewith GetExitCodeProcess(). If
theprocesss still running,it returnsthevalueSTILL_ACTIVE, otherwiseit returnsits exit status.
No additionalinformationcanberetrievedbesideghe processxit status.

In both Linux and QNX (as POSIX basedoperatingsystems)he parentprocesseceves a
SIGCHLD signalwhena child processdies. The parentmust seta signal handlerin orderto
catchthe SIGCHLD signalandhandleit (usingsystemcallssignal() or sigaction()). In thehandler
oneof thewait() family of systemcalls canbe usedto determinethe exit statusandthe causeof
termination.

2.1.9 Deamons

The software architectureof cluster systemsoften emplo/s daemons— systemprocesseshat
participatein systemadministration ratherthanrunninguserprograms. It is necessaryo start
theseprocessesvhenthe systemis booted.In Unix this is doneby the daemon commandwhich
canbeplacedin a scriptthatis executeduponbootup.

Windows equivalentto a Unix daemonis calleda service. A serviceapplicationconformsto
theinterfacerulesof the ServiceControlManage(SCM). It canbe startedautomaticallyat system
boot, by a userthroughthe Servicesontrol panelapplet,or by anapplicationthatusesheservice
functionsincludedin the Win32 API. Servicescanexecuteevenwhenno useris loggedon to the

system[3].

2.2 Memory Management
2.2.1 ProcessVirtual AddressSpace

Many parallelapplicationsrequirelarge amountsof memory To supportthemclusternodesare
oftenfitted with lots of physicalmemory rangingupto severalgigabytes However, thereis alimit
to theamountof memorythatthe operatingsystemcanhandle.

In Windows (32 bit version)the size of the addresspaceis 4GB (23?). The top half of the
addressspace(2GB) is resened for operatingsystemneeds,including kerneland device driver
code,l/O buffers,andsystemtables.Overtheyears therehasbeenalarge outcryfrom developers
for alargerusermodeaddresspace.ThereforeMicrosofthasallowedthex86 versionof Windows
2000AdvancedSenerandWindows 2000DataCenterto increasedhe usermodepartitionto 3GB
[35, 37]. In addition,Windows 2000introduceda nev memorymanagemerfeaturecalledAddress
Windowing Extensiond AWE) which supportsthe allocationof more RAM thanfits within the
processs addresspace(32 bit), up to 64 GB of memory The memoryblocksareallocatedusing
AllocateUserPhysicalPages(), But theseblocksarenotvisible in the processs addresspace.The
applicationneedsto resere a region of addressspaceusing VirtualAlloc(), which becomeghe
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addressvindow. It canthencall MapUserPhysicalPages() to assignoneRAM block atatime to
theaddressvindow [35, 1]. In effect, thisis simply supportfor overlays.

In the x86 architecture Linux allocatesthree gigabytesto the processaddressspace. The
remaininggigabyteis resened for memoryusedby the kernel. The threeavailablegigabytesare
splitinto memoryregionsusedby the procesg11].

In QNX 4.0,theusercanuseall of theavailablefree physicalmemoryin a4GB (physical)ad-
dressspaceusingstandardnemoryallocationfunctions.While QNX 4.0supports/irtual memory
it doesnot useswap files for reasonsf real-timeresponse/performancét shouldbe notedthat
the efficiency of the operatingsystemandWatcomcompilerprovide relatively small processem
termsof memoryrequirements.

2.2.2 Pinning Memory Pages

In orderto improve applicationgerformanceit is sometimesieededo keepthe datain physical
RAM andreducedisk paging. In clusters.this is alsorequiredin orderto supportthe sendand
receve buffers of userlevel communicatiorlibraries[18]. On the otherhand,locking too mary
pagesnto memorymay degradethe performanceof the systemby reducingthe available RAM
andforcing the systemto swap out othercritical pagego the pagindfile.

The Windows VirtualLock() functionlocksthe specifiedregion of the processs virtual address
spacento physicalmemory(RAM), ensuringthatsubsequerdccesdo theregionwill notincura
pagefault. By default,aprocescanlock amaximumof 30 pagesThedefaultlimit is intentionally
small to avoid severe performancedegradation. Applicationsthat needto lock larger numbers
of pagesmustfirst call the SetProcessWorkingSetSize() functionto increaseheir minimumand
maximumworking setsizes. The maximumnumberof pagesthata processanlock is equalto
thenumberof pagesn its minimumworking setminusa smalloverhead3].

In Linux mlockall() disablespagingfor all pagesnappednto the addresspaceof the calling
processThisincludesthe pagesf the code,data,andstacksggmentsaswell assharedibraries,
userspacekerneldata,sharedmemory and memorymappedfiles. All mappedpagesare guar
anteedo be residentin RAM whenthe mlockall() systemcall returnssuccessfullyandthey are
guaranteedo staythereuntil they are unlocked, the procesgerminatesor it calls exec(). The
mlock() systemcall locks a specifiedmemoryrange. Child processeslo not inherit pagelocks
acrossafork.

Dueto realtime consideration€®NX doesnot useswap files andthereforelocking of virtual
memorypagesds notneeded.

2.2.3 Shared Disk Access

WindowsNT allowsusergo specifyaccespermissiongor otheruserdo theirfolders(directories)
or disks,by settingup “shares”.Thisis implementedisingthe SMB (Sener Messagealock) pro-
tocol. Accessingheseshareds typically doneusingthe UniversalNaming Corventions(UNC),
wherethe sener andshareareidentifiedin front of thefile path(e.g.\\server\share\folder\file).
Alternatively, it is alsopossibleto mapa shareto a single-letterdrive identifier Accessiblefold-
ersanddriveswill shav up in the “network neighborhoodand“my computer’windows. This
methodologyis cumbersoméor large systemsWindows 2000introducedDfs, the distributedfile
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systemthatallows administratorgo hierarchicallyconnectsharedo eachother Theenduserno
longerneeddo be awareof the physicallocationof thefiles.

In Linux (and all other Unix variants)file systemscan be sharedamongnodesby cross-
mountingusing the NFS protocols. With NFS, a file systemon one node can be graftedonto
the local namespacen another Filesin the remotesystemthereafterappearaslocal files. This
facility, introducedby Sunin the mid '80s, predateghe similar servicesprovided by Windows
2000by somel5years.Themainlimitation on NFSis thatthe useraccount$have to be consistent
acrosghe sharingmachinesUnix systemscanalsouseSMB via the Sambamplementationput
thisis typically doneonly to accesdiles storedon Windows NT seners.

QNX alsosupportsNFSandSMB. In addition,its proprietaryfile systemFsys,supportsaccess
to remotefiles just by addingthe nodenumberbeforethe filename.For example /ust/local/bin on
nodel is accesseds//1/usr/local/bin.

2.3 Support for SMP nodes
2.3.1 Architectural Restrictions

SymmetricmultiprocessingSMP)refersto machinesith severalprocessorghatshareacommon
mainmemoryandl/O devices. This architecturds commonlyusedfor high-performanceeners,
andis alsousefulfor the nodesof a cluster However, it requiresspecialoperatingsystemsupport.

Microsoft offers a few versionsof Windows for differentmarket sectors,and eachsupports
different SMP capabilities. Specifically they recommendhat Windows NT Sener be usedon
regularseners,andWindows NT Sener Enterpriseon clustersystemsthis versionsupportanore
processorper node. Differentversionsof Windows 2000also supportdifferentnumbersof pro-
Cessors.

Linux SMP supportwasintroducedwith kernelversion2.0, and hasimproved steadilyever
since. The kernellocking granularityis muchfiner in 2.2.xthanin 2.0.x, which enablesbetter
performancavhenprocesseareaccessinghekernel. Processeandkernel-threadsredistributed
amongprocessorsUserspacethreadsare not so distributed, asthe operatingsystemis not cog-
nizantof their existence.

QNX 4.0doesnot supportSMP atall. Only the latestversionof QNX for embeddedystems,
QNX Neutrino2.0,supportsSMP,

Architecturallimits on SMP supportarecomparedn Table3.

2.3.2 ProcessorAffinity

Specifyingwhich processoshouldrun a specificthreador processcanimprove performanceoy
reducingthe numberof timesthe processorcacheis reloaded.In clustersit canalsobe usedto
controlthe contentionbetweendifferentparalleljobs. The associatiorbetweena processoanda
threador a processs calledprocessoaffinity.

In Windows, the programmeicandefineprocessogffinity for a threador for a process.Set-
ProcessAffinityMask() specifiesthe maskof processor®n which all the threadsof a processare
allowedto run. SetThreadAffinityMask() specifiesthe maskof processor®n which the current
threadis allowedto run. Windows alsoprovidesa wealer level of processogffinity: usingSet-
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| | Windows | Linux | QNX |

maxprocessors NT 4.0 Workstation:2 kernel< 2: 1 | QNX 4.0:1
NT 4.0Sener: 4 kernel2.0: 16 | QNX Neutrino2.0: 8
NT 4.0 Sener Enterprise8

Win2K Sener: 4
Win2K AdvancedSener: 8
Win2K DataCenter:32

architectures | Intel Intel Intel
Alpha(notsupportedanymore) | Sparc
Alpha
PowverPC

Table3: Architecturallimits on SMP support.

ThreadldealProcessor() theprogrammecanspecifyapreferredorocessofor athread.Thesystem
scheduleshreadson their preferredorocessorsvhenever possible.

In generalMicrosoft doesnotencouragehreadaffinity: “Settingthreadaffinity shouldgener
ally beavoided,becausdt caninterferewith theschedules ability to schedulghread<ffectively
acrossprocessorsThis candecreasehe performancegainsproducedoy parallelprocessing An
appropriateuseof threadaffinity is testingeachprocessor]3]. Insteadthey suggestheuseof Set-
ThreadldealProcessor(). However, experimentalevidencesuggestghat whendesigningparallel
algorithmsit is actuallymuchbetterto explicitly assignathreadto eachprocessof6].

In Linux thereis no way to force a procesonto specificCPUs,but the Linux schedulehasa
processobiasfor eachprocesswhich tendsto keepprocessesied to a specificCPU. The Linux
communityis currentlyworking on a projectcalled“PSET”: Processofetsfor the Linux kernel.
Thegoalof thisprojectis to make asourcecompatibleandfunctionallyequialentversionof PSET
(asdefinedby SGI but partially removedfrom their IRIX 6.4kernel)for Linux. Thisenablesisers
to determinewhich processopr setof processors processnayrunon. Theinterfaceis basedn
the sysmp() systemcall, Which allows oneto specifythe binding of a procesgo a specificCPU,
restrictingthe setof processethatcanrun ona CPU,andcreatingsetsof processor§30, 5].

As mentionedQNX 4.0doesnotsupportSMP. QNX Neutrinosupportshardprocessoaffinity
usingthe ThreadCtl() systemcall.

2.4 Security
2.4.1 Security Model Overview
Windows NT

Windows NT securityis basedon accesdokensandsecuritydescriptorgSD). Every processor
threadpossesseanaccessoken. Whena processs first createdthekernelgivesit andits primary
threadanaccessokenwhich containgdentifiersthatrepresentheuserandarny groupto whichthe
userbelongs.The accestokencanbe passedo otherprocesseasdescribedelon. This access
tokenis checled againstthe SD of an objectto determinethe permissionghatthe userhaswith
respecto thatobject.
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An object’s securitydescriptoris essentiallyan accessontrollist (ACL) thatspecifiesvho is
andisn’t allowedto dothingsto the object. Therearetwo typesof ACLs. TheDiscretionaryACL
is controlledby the ownerof anobjectandspecifiesheaccesgarticularusersor groupscanhave
to thatobject. It containsanaccesgontrolentry (ACE) for eachuser globalgroup,or local group
thatis eitherallowed or forbiddento accesshe object. An SD for anobjectis initially setto have
aDACL with no ACEs,meaningthatthereis no accesgor ary user To give accesgo all usersor
groups,the DACL for the SD mustbe explicitly setto NULL. The SystemACL is controlledby
the systemadministratorandallows system-lgel securityto be associateavith the object[10].

Wheneer a threadrequestdo createor useanotherkernelobject, it specifiesthe operations
it wishesto performon that object. The kernel checksthe object’s SD to seeif the requested
operationsare allowed. If so,thena handleto the objectis granted,with only the permissions
requestedy thethread.Whenthethreadsubsequentlattemptdo performa certainoperationon
the objectusingthe handle the kernelverifiesthroughthe permissionsattachedo the handlethat
thethreadreally hastherequiredpermissions.

Windows NT andWindows 2000supportC2-level securityasdefinedby theU.S. Department
of Defense.Apart from accessontrolasdescribedabove, this requiresthat eraseddatawill not
bereadableby otherprogramsthatusersneedto identify themseles,that securityeventswill be
audited,andthatthe systembe protectedrom tampering2].

Linux

TheLinux securitymodelis superficiallysimilar to thatof Windows NT: processebave auserlD
(UID) thatspecifiegheirrights,andfilesystenobjectshave an ACL (otherobjects,e.g.processes,
canonly be manipulatedy their owners).However, thisis a very limited versionof anACL, and
only containghreeentries:thepermission®f the ownerof theobject,thepermission®f members
of the owner’s group,andthe permissionf all others.Whena new filesystemobjectis created,
its default accessightsaresetaccordingto theumask of the creatingprocess.

To allow processeslifferentcapabilities they canactuallyhave several UIDs. Thereal UID
identifiesthe useron whosebehalfthe processs running. The effective UID is usedfor access
control checks(seebelow). Linux, asopposedo othervariantsof the Unix system,alsohasa
filesystemUID whichis usedfor filesystemaccesgontrol. Finally, thereis the saved UID, which
is usedto supportswitchingpermission®n andoff.

UID 0 is a specialprivileged user (role) traditionally called “root” who can overrule most
securitychecksandis usedto administerthesystem.To allow somesplitting of theprivilegesheld
by root, POSIXhasdecreedhatprocessebave threesetsof capabilitiesitheeffective, inheritable,
andpermittedcapabilities.This wasaddedto Linux 2.2, but is not universallysupportedy other
Unix-like systemg45].

QNX

As a POSIXcompliantoperatingsystemthe QNX securitymodelis very similar to Linux. How-
ever, it is considerederyinsecureoy mary developersn the QNX communitybecaus®f thefact
that oncea user(or processhasroot permissionson one of the network machineshe hasroot
permission®n all of the network machines.
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2.4.2 Impersonation

In client-sener systemsary client accessindhe systemthroughthe sener might have the same
accesgights asthe sener, probablythe accesgights of the systemadministrator Clearly, this
kind of accessancausedrouble.Impersonatiorprovidesa meanf limiting the degreeof access
to thatof the client attemptingio accesghe system.In clustersthisis neededvhenprocessesare
createdbn behalfof theuseron remotenodes.

In Windows, athreadcanimpersonate userby receving thatusers accessoken. Theimper
sonatingthreadthereafterenjoys the users accessights, andis preventedfrom accessingbjects
thatarenot allowed for this user Of particularinterestin a clusterenvironmentis the ability to
impersonatea client connectedo a namedpipe, providedthe client hasgiven permissiorfor im-
personationThis givesthethreadalmostall of the privilegesandabilities of thatclient. However,
it cant subsequentlgonnecto anothemachineastheclient, or createadditionalprocesses the
nameof theclient[10].

In Linux andQNX, impersonations doneby the setuid() systemcall. Only processesunning
with root privileges(e.g.daemonstansettheirrealUID to somechoseruser Anotheralternatve
is that programamay allow whoever runsthemto impersonateheir ownerby having the set-UID
bit setin their permissions.Whensucha programis exec’d, the effective UID is copiedto the
sared UID, andthe effective UID becomeghe programs owner’s UID. This allows the program
to accessheowner’sfiles on behalfof whoeveris runningit.

The problemwith usingsetuid() is oneof authenticationhow doesthe daemorknow thatthe
procesgequestingt to run asa certainuseris trustworthy? Onesolutionis to uselow-numbered
port numbers,which are by cornvention resened for systemprocessesfor the communication
amongdaemons.However, this is inapplicablewhenreceving the initial requesfrom a remote
userprocess. Anotherapproachis to usea challengebasedon the file systemsecuritymecha-
nisms,wherebythe daemorchallengesherequestingorocesdo readthe contentsof a file thatis
accessibl®nly to the claimeduser[47].

Themajordravbackin this solutionis thatit is NFSbasedandlimits the usageof the system
to NFS basedconfigurations.A betteralternatve is usinga securedauthenticatiorprotocolsuch
asMIT Kerberos.Windows 2000andalso somerecentLinux distributionsimplementthe Ker-
berosv5 authenticatiomprotocol,which defineshow clientsinteractwith a network authentication
service.Clientsobtainticketsfrom the KerberoKey Distribution CentelKDC), andthey present
theseticketsto senerswhenconnectionsare established Kerberogicketsrepresenthe client’s
network credentialg3].

2.4.3 Security Auditing

Windows NT canrecorda rangeof eventtypesfrom a systemwideavent, suchasa userlogging
on, to an attemptby a particularuserto reada specificfile on an NTFS drive. Both successful
andunsuccessfuhttemptsto performan actioncanbe recorded.Whenan auditedeventoccurs,
anentryis addedto the Windows NT securitylog. The securitylog is viewed by usingthe Event
Viewer application. In the contet of clusters,the mostimportanteventsare probably making
connection®verthenetwork andindirectobjectaccess.

The mostcommon“audit” mechanisnturrentlyavailableon Linux andQNX is the systems
logger (syslogd()). The logger enablesthe operatingsystemand applicationsto write logging
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informationto the systems log accordingto their priority. It canbe configuredto automatically
log certainsecurityeventssuchasuserdoggingin.

2.4.4 Protecting Accesgto Cluster Nodes

In clusterervironmentsjt maybenecessaryo preventusersirom runningindependenprocesses
ontheclusternodeswithout submittingthemthroughthe clustermanagemerdgoftware.

In Linux and QNX accesdo remotenodesis mediatedby a set of systemdaemongrshd,
telnetd, etc.). Thesedaemonscan be disabledin orderto prevent remoteusersfrom usingthe
clustermachinesHowever, oncetheremotedaemonsredisabledthe systemadministratomight
alsonot be ableto remotelyadministratethe machines.In orderto handlethis issue,a terminal
sener canbe used. Using the terminal sener, the administratorcanaccesghe clustermachines
remotelyusingthe network.

In Windows runningprocessesn aremotemachines nota standardeature.Specialdaemons
areneededo beinstalledfor this task. Sothe problemof remoteaccesgo the machineds notso
relevantin a Windows ervironment.

2.5 Collecting Information

The processesvolvedin managinga clustersystemoften have to collectvarioustypesof infor-
mation. Initially the configurationandcapabilitiesof eachnodemustbe identified,especiallyin
heterogeneoudustersn which nodescanbe usedin adynamicfashion.It is oftenalsonecessary
to collectresourcausaganformationin orderto supportresourcananagemerfunctions.

Windows providesvarioussystemcalls that canbe usedto determinethe systems configura-
tion andresourcausage ExamplesncludeGetSysteminfo() for globalsystemnformationsuchas
the numberof CPUs,the processorrchitecturelevel, andrevision, andthe pagesize, GetDisk-
FreeSpace() and GetlLogicalDriveStrings() for disk andlogical drivesinformation,and GetCom-
puterName() to getthe computers name.

An alternatve interfaceis the Windowsregistry. In fact,someof the hardwareconfigurations
accessiblenly from the Windows registry. For example,the CPU relatedinformation(including
CPU speedmanufcturerandrevision) is in the registry entry HKEY_LOCAL _MACHINE\HARD-
WARE\DESCRIPTION\System\CentralProcessor\ (cpu number) [15].

Windows alsoprovidesarich API for creatingandaccessingariouscountersassociateavith
systemeventsandperformancalata.Performanceountersanbe usedfor monitoringsystenre-
sourcesapplicationbottlenecksandprogramefficiengy. Commonusesfor performanceounters
areto monitor how muchmemoryan applicationis using,how badly a computeris paging,and
how muchCPUtime a processs taking. Suchcountersareusedoy theWindows NT Performance
Monitor tool (PerfMon)[7], which canlog thedata,sendalertmessaget the Windows NT event
log whena counterexceedsa presetbound,andeven run a programwhena countergoesover a
predefinedimit.

Windows performancecountersdatais storedin the registry. Retrieving the datafrom the
registry andinterpretingit requiresegistry traversalsmvhich involvesseriousprogrammingefforts.
This canbeeasedy Performanc®ataHelper(PDH) library [17, 7].
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Linux also provides systemcalls to accesssysteminformation. Examplesinclude sysinfo()
which providesinformationaboutthe systemhardwareandsoftware (exceptCPUspeed)andvm-
stat() which providescurrentload andactwvity information. An alternatve interfaceis the Linux
Iproc filesystem.This is anillusionaryfilesystemthatdoesnot exist on a disk. Instead the kernel
createst in memoryasneeded. This providesan alternatve interfacefor viewing kernelinfor-
mation, by usingthe read() systemcall, insteadof a hostof otherspecializedsystemcalls. For
example,CPU informationcanbe readfrom /proc/cpuinfo, andincludesmodel,speedandother
informationfor eachinstalledCPU. The ps commandalsoreads/proc directly to getinformation
aboutthe stateof the systemandthe runningprocessef22, 46]. Thedisadwantage®f using/proc
is thatthe datais providedin textual form andhasto be parsedwhereaghe systemcalls provide
it in predefinedstructs.

In QNX, resourcausageandsystemconfigurationinformationis mostly availablevia system
calls. Theimportantonesareqnx_osstat(), gnx_psinfo() andgnx_info(). gnx_osstat() returnsstatus
informationof aspecifiechode.Theinformationcontainghenumberof processesadyto execute
at eachpriority level andthe averageprocessoioad at eachpriority level. gnx_info() provides
informationaboutthe systemconfiguration.

2.6 Time Measurementand Timers

In clustersystemsaccurateime measurementandtimer eventscanbe usefulfor job scheduling
andfor profiling applicationexecutiontimes.

Time measuremeris doneby the functionsQueryPerformanceCounter(), gettimeofday(), and
clock_gettime() in Windows, Linux, andQNX, respectiely. The resolutionof time measurement
dependson two things: whatis specifiedin the API, and what is supportedn practice. Both
Linux andWindows canmeasureshorttime intervalsdown to microsecondsesolution,andsingle
microsecondlifferencesdo indeedoccurwhentime is measuredepeatedly In QNX the time
structure(timepec struct) supportsnanosecondgesolution,but the systemactuallysupportsonly
millisecondresolution.In fact,the shortestime interval thatcanbe measureds 10 milliseconds
by default. This occursdueto real-timeconsiderationsThe systemusesa valuecalled“ticksize”
to determinehe granularityof all softwaresystemtimers.All time requestsvill beroundedup to
this granularity For example,if thetick sizeis 10 millisecondsarequesto wait for 1 millisecond
may wait for up to 10 milliseconds[34]. Decreasingheticksizevalueto the minimum value of
0.5 millisecondwill resultin bettertime measuremergranularity However, changingheticksize
valueis notrecommendebtecausét will affectall thetimersin thesystemandmightdegradethe
overall systemperformance.

Systemtimerscanbe usedfor settingperiodiceventswhich canbe usedfor schedulingobs.
In the Windows operatingsystem, ‘regular” timers are associatedvith windows, and thus with
interactve applicationsthey aresetwith the SetTimer() function. In addition,thereare“waitable”
timers,which are createdby CreateWaitableTimer() and setwith SetWaitableTimer(). Theseare
synchronizatiorobjectswhosestateis setto signaledwhenthe specifiedduetime arrives. There
aretwo typesof waitabletimersthatcanbe createdmanual-reseandsynchronizationA timer of
eithertypecanalsobea periodictimer|[3].

In Linux, the systemprovideseachprocesswith threeinterval timers,eachdecrementingn a
distincttime domain. Whenatimer expires,a signalis sentto the processandthe timer (poten-
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tially) restarts.Timersaresetusingsetitimer(), with oneof thethreeflags: ITIMER _REAL decre-
mentsin realtime, anddeliversSIGALRM uponexpiration;ITIMER _VIRTUAL decrementsnly
whenthe processs executing,and delivers SIGVTALRM uponexpiration; and ITIMER _PROF
decrement$oth whenthe processexecutesand whenthe systemis executingon behalf of the
process.Coupledwith ITIMER _VIRTUAL, thistimeris usuallyusedto profile the time spentby
theapplicationin userandkernelspace SIGPROF is delivereduponexpiration.

In QNX, two mechanismgan be usedfor settingtimers. Standardtimers are createdby
timer_create(), and their expiration time is setby timer_settime(). In addition, it is possibleto
scheduléhardwareinterruptsperiodicallyevery 50 millisecondsusinggnx_hint_attach().

3 Performance Comparison

Performances oneof the mostimportantfactorsthatinfluencethe decisionwhich operatingsys-
temshouldbe selectedor clustersystemdevelopment.This sectionpresentsa performanceom-
parisonof Windows, Linux, andQNX, with anemphasi®n performanceopicsrelevantfor cluster
systemssoftwaresuchasprocessontrolandnetworking.

3.1 Methodological Issues

In orderto measureshorttime intervals with high precision,a speciallibrary calledthe “Time
StampCounterdibrary” wasused.This library offersatool for measuringime without the over-
headof a systemcall. It usesa Pentiumop-codethat readsthe Pentiums clock cyclescounter
atuserlevel [19]. A goodexamplefor thelibrary’s addedvalueis QNX time measurementdn
QNX, only intenals of 10,000microsecondsanbe measuredy default. Usingthe Time Stamp
Counterdibrary, intervalsaslow as0.16microsecondsouldbe easilymeasured.

The hardware and software configurationdetailsof the machinesusedfor the measurements
aregivenin Table4.

The benchmarksve usedfor our measurementare available at URL www.cs.huiji.ac.
il"feit/papers/benchmarks.ta r.gz

3.2 Procesd.ife Cycle

Someof thefundamentalasksrequiredrom parallelsystemaarerunningparalleljobsandschedul-
ing paralleljobs on the clusternodes.In this sectionwe try to measurdahe overheadnvolvedin
someof the basicprocesscontrol operations:processcreationand terminationand processsus-
pension/resumption.

In the measurementgresentedbelow resultscanbe distortedby randomsystemevents(such
aslong context switches).Thesedistortionsaffect the standardleviation of theresults.Therefore,
in orderto minimize the impactof theserandomevents,eachtestwasrun 5 timesand the test
whichresultedn the smalleststandardieviation is presentedhere.
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hardware | model IBM PC300GL

processor Intel Pentiumlll 500MHz

memory 128MB RAM

harddisk 10GBIDE

network card Intel 82555100Base-T>XPHY Pro/100
software | Windowsversion| NT Sener4.0SP5

services Alerter, ComputerBrowset

EventLog,MessagemAV Alert,
LicenseLoggingService Sener,
NortonProgramScheduler
NetLogon,NAV Autoprotect,
PlugandPlay, ProtectedStorage,
RPCLocator RPCService, SOFFE
SpoolejTaskScheduleworkstation,
TCP/IPNetBIOSHelper

Linux version Linux 2.2.5-22

daemons amd,atd,crond,gpm,inet, keytable,
linuxconf, netfs,network, nfs, portmap,
random sendmail site,snmpd,sound,

syslogxfs

QNX version QNX 4.25

daemons namelocsyslog,portmap,inet,
Photon

Table4: Systemconfigurationsisedfor measurements.

3.2.1 Proces<Lreationand Termination

Thisbenchmarkriesto measurgheoverheadnvolvedin procesgreationandterminationin each
of thecomparedperatingsystemsPseudaodefor this benchmarks asfollows:

for (50 iterations) {
measure time
create a process
wait for the process to die
measure time and save time interval

}

calculate average time and standard deviation

Thefollowing systemcallswereusedfor processreation:CreateProcess() in Windows, fork()
in Linux, andgnx_spawn() in QNX. Thespavnedprocesss emptyandexits immediately In order
to avoid inconsistentesultsdueto buffer cachehits/missespne warmupiteration was usedfor
loadingthe executableanto the buffer cache.

As thetimeto createa processalsodepend®nthesizeof its data,we usedexecutablesanging
in sizefrom 2KB to 10MB. This wasachieved by usingstaticallocationandinitialization of an
array In addition,we checleda secondversionin which the processtepsoncethroughthis array
at4KB incrementsto ensurehatit is all pagedinto memory
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Figure2: Procesgreationandterminationtimes.

As shown in Fig. 2, Windows andLinux indeedcreateprocessesvith their memoryswapped
out,andonly performtherealallocationif it is accessedQNX, ontheotherhand,alwaysallocates
thememoryat oncewhenthe processs createdjn orderto avoid pagingduring execution.Com-
paringthe systemswe canseethatalthoughQNX is fasterfor executablesizesof up to 100KB,
from 1MB QNX becomeslowerthanWindows andLinux.

3.2.2 ProcessSuspensiorand Resumption

Implementation®f gangschedulingon clustersypically performtheir schedulingof paralleljobs
by suspendin@ll the processewhich constituteonejob andresumingall the processesf another
job. Thisbenchmarkriesto evaluatethe overheadnvolvedin suspending processandresuming
another Pseudaodefor this benchmarks asfollows:

turn =1
for (500 iterations) {
measure start time
if (turn ==1) {
suspend process A
resume process B
turn =0
} else {
suspend process B
resume process A
turn =1
¥

measure end time and save time interval

}

calculate average time and standard deviation

Theresultswerethatsuspendingindresuminga processakesa moderateamountof time on
all threesystemsabout2 microsecond# Linux, 3 microsecond& Windows,and3.5in QNX.
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3.3 Networking

Networking performances one of the importantfactorsthat influencecomputingclustersper
formanceanddistributedapplicationsn general.SinceTCP/IPis the mostcommonnetworking
protocol,it wasselectedor the networking performancecomparison However, we alsocompare
the QNX native protocol performancgFLEET protocol)againstQNX TCP/IP performanceand
checkLinux andWindows UDP performance.

In orderto measurel CP/IP performancea standarchetwork performanceoenchmarkcalled
“Netperf” wasused(www.netperf.org ). Netperfwasconfiguredto run a TCP streamtest.
The streamtest sendsa streamof TCP paclets from one machineto anotherand measureshe
bandwidthfor varioussize paclets. The measurementaeredoneusingtwo identicalmachines.
Thecommunicatiormediumwasa 10MB/sswitchsharedyy otherusersduringthetest,or L0MB/s
and100MB/sdedicatechubs.

Themajorconclusionsrom thesetestswere(Fig. 3):

1. WhenusingWindowsNT andLinux outof thebox, Windows outperformd.inux on 10MB/s
connectiongut Linux outperformsVindows on 100MB/sconnections.

2. After manuallyfinding the optimal buffer sizesfor a given network configurationandrun-
ningthetestusingthesebuffer sizestheLinux bandwidthincreasedignificantlyon 10MB/s
connection@andmatchedWindows. Both improvedsignificantlyfor 100MB/sconnections,
with Linux still outperformingWindows by a small mamgin. This agreeswith previously
publishedresultsfor 100MB/sconnectiondbetweenrAlpha-basednachineg29].

3. QNX doesnotrequireary buffer sizemodifications.Its performancés comparabléo Linux
andWindows using10MB/s connection.ln 100MB/sconnectionthe QNX performances
somavhatlower thanWindows andLinux.

4. Whenusingoptimizedbuffer size,Linux achievesits peakbandwidthusingmessageizes
smallerthan Windows and QNX. For example: when using 10MB/s switch connections
Linux bandwidthstabilizesat 4 byte messagess. 16 byte messages Windows or 32 byte
messages QNX.

Repeatingthe measurementwith a UDP streamtest and 32K buffers led to the following
results.For Linux, the peakperformancevasslightly higherthanfor TCP, but this wasachieved
only for large messagesf 512 bytesor more.Windows NT achievzed similar resultsfor messages
of 2KB andhigher However, it sufferedfrom significantsysteminstability for smallermessages,
leadingto automatiaebootsandnetwork connectiorfailures.

FLEET is QSSLsfault tolerant,load balancingLAN protocolbuilt into QNX. It allows mes-
sagepassingoetweerprocessesn separatemodesandsupportanultiple LAN cardsconnectedo
multiple LANs. Usingmultiple networksin thisway canincreaséandwidthandprovide faulttol-
erancelf acableor network cardin onenetwork fails, FLEET automaticallyreroutesdatathrough
anothemetwork. This happen®nthefly, withoutinvolving applicationsoftware[25].

As shown in Figure4, QNX FLEET protocolmaximumbandwidthis approximatelythe same
as TCP/IP bandwidth. The differenceis that TCP/IP protocolreachest’s maximumbandwidth
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Figure 3: Bandwidthfor TCP/IP streamusing Netperf benchmark10MB/s and 100MB/s hub
connections).

alreadyat 64 bytemessageasopposedo FLEET whichreachests maximumbandwidthonly for
8192bytemessagefFig. 4).

3.4 SystemOverheads

The operatingsystemhasvariousoverheadshat, while not very significanton a desktop pecome
amplifiedin a clusterwith dozensof nodes.Theseincludethe bootandshutdavn times,andthe
memoryfootprint. The measurementsere madeusingtwo modes:windows mode(X in Linux,

Photonin QNX, andregularWindows NT mode),andconsolemodewhereavailable (Linux and
QNX). Resultsaresummarizedn Fig. 5.
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QNX isthefastesOperatingsystenbothto bootandto shutdavn. Thisis dueto thefactthatQNX
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Figure5: Boottime, shutdavn time, andmemoryfootprint.

shutdavn processs fasterthanWindows in both configurations.

4 Easeof Use

In this sectionwe try to evaluatethe easeof useof the comparedoperatingsystems.Evaluating
operatingsystemseaseof useis not easy andthereforeit discussedn a broadsense. Metrics
for evaluationof operatingsystems$ easeof useinclude API calls count, documentation\Web

resourcesount,andeaseof administration.
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system kernelcalls higherAPI

Windows NT | 1049(ntdll.dll) | 1940(Win32)
Linux 190
QNX 21 338 (kernel+Posix)

Table 5: API calls count. (Linux systemcalls from /usr/include/bits/syscall.h.QNX systemcalls from
Jusr/include/sys/érnel.h. Windows systemcalls retrieved using dumpbin/exports ntdll.dll. Win32 API functions
countfrom list in the MSDN library.)

4.1 API Calls Count

Oneof thesignificantfactorsthatinfluencesa programmers learningcurve is the numberof API
functionsneededor implementinga specifiedprogrammingtask. In someof the operatingsys-
tems,the kernel API (systemcalls) is enoughfor developingparallelsystems.In othersthe de-
velopmentshouldbedoneusinga higherAPI. Countingthe numberof functionssupportedy the
lowestusableAP| canbeusedasametricfor measuringhe easeof development Fewver functions
to learncanbe consideredetter

In Linux, systemcalls are basicallyenoughfor developing computingclusters. As shovn
in Table5, Linux providesthe smallestnumberof of functionsneededo be learnedin orderto
develop parallelsystemg190calls). In Windows, the kernelsystemcalls areundocumentednd
thereforecannotbe usedfor development.Windows exposeshe Win32 subsystenAPI whichis
built ontop of thekernelAPI. In fact,Win32is thelowestAPI level thatcanbe usedfor developing
applications QNX asa microkerneloperatingsystemexposesonly 21 kernelfunctions(seeTable
5), therestof thefunctionsareimplementedasseparatdibraries(POSIX,WATCOM andANSI).

Whentrying to understandhe varianceof the API calls count,we needto take into account
the differentfunctionality supportedby the API. It is obviousthat Win32 offers by far the largest
numberof servicesto the developerwhich canexplain the large numberof API calls. Theflip
sideof this agumentis that Windows is muchmore comple, andthereforemore susceptibldo
performanceand reliability problems. For clusters,a large part of this complity — e.g.the
supportof graphicalinterfaces— is unwarranted.

4.2 Standard Documentation

An importantfactorthat influencesthe easeof developmentis the standarddocumentatiorpro-
videdwith the operatingsystem.Gooddocumentatioms essentiafor effective softwaredevelop-
ment, especiallyfor the non-epert developers,and shouldinclude everythingfrom the simplest
commandsup to detailedtechnicalarticlesincluding codesamples.Another parametefor good
documentatioris thetime it takesto find it.

The mostcomprehensie resourcefor Windows developmentdocumentations MSDN (Mi-
crosoftDevelopers Network). It is availableboth on a Web site (msdn.microsoft.com ) and
on a CD asa part of the Microsoft developmentenvironmentdistribution (Visual Studio). The
MSDN Library containsmorethana gigabyteof technicalprogramminginformation, including
code samples documentationfechnicalarticlesand the Microsoft DeveloperKnowledge Base.
Whentrying to comparethe quantityandquality of Windows documentatiorio Linux and QNX
documentationWindows is clearly superior The MSDN containsa hugenumberof articlesand
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Figure6: Resultsof Web searchregardingthe threeoperatingsystems.(Newsgroupsetrieved from
the Hebrewv University’s news sener which contains42,126newsgroups.Somemay not be active. Messagevolume
retrievedfrom DejaNews. Valid asof 25/07/00.)

codesamples.

Linux hastwo mainsourcedor standarddocumentationthat provided with the distribution,
andthe Linux documentatiormproject. Documentationn the distribution includeskernelwhitepa-
pers,manpagesandvariousothermiscellaneouslocumentatiorfhowto, FAQs, tutorials,installed
softwaredocumentation)ln addition,thedistribution includesthe sourcecodeitself, whichis the
ultimatereferencewvhentrying to figure outintricatedetailsof the systems behaior.

The Linux DocumentatiorProject(LDP) (www.linuxdoc.org ) is working on developing
free,highqualitydocumentatioor the GNU/Linux operatingsystem.Theoverallgoalof theLDP
is to createa canonicaketof documentationBeingonline (anddownloadable)thedocumentation
canbe frequentlyupdatedn orderto stayon top of the mary changesn the Linux world. The
effort is collaboratve with minimal centralorganizationjustlik e the developmentf Linux itself.
Recentlysomeof theLinux distributionshave startedoroviding the LDP documentatiot€D along
with the operatingsysteminstallationCD.

In generalthevolumeof QNX documentatiors very low relative to the othertwo systemsit
includesthe QNX Helpviewer applicationfor the displayof online help,manpagesandmanuals,
whitepapersanddatasheetdocatedin the QSSLsite (www.qnx.com/literature/ ).

4.3 Web ResourcesAvailability

Apart from the “official” resourcesvailablefor eachsystem,developmentcanbenefitfrom help
from the on-line community To getsomenotion of whatresource®f this type areavailable,we
talulatesearchenginehits, nevsgroupactiity, andbooks(Fig. 6).

Searchenginescanbe very usefulwhenlooking for documentationtechnicalarticles,online
books, and sourcecode samples. We checled the numberof hits when looking for “Windows
NT"+"Windows 20007, “Linux”, and“QNX” keywordsin popularsearchengines. More hits
implies moreresourcegnda shortertime until the requiredinformationis found. We found that
Windows andLinux numberof hits is comparableandin somecaseqe.g. AltaVista) therewas
evenasignificantadvantagefor Linux. QNX hit counts,ontheotherhand,arerelatively low.

Newsgroupsanbeconsideredsapowerful tool for findinginformationandsolvingproblems
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usingthe Internetcommunity Finding nevsgroupsrelevantto a specifictopic is easierwhena
large numberof newsgroupss available. Windows hasalmosttwice the numberof nevsgroupsas
Linux. QNX hasonly six newsgroups.Similar differencesareobseredregardingthe volume of
message thesenewvsgroups.

BooksaboutOperatingsystemsandrelatedsoftwareareanotherimportantresourceor users,
especiallyfor the non-adwanceduserswho wish to study more aboutthe system. Sincethe vast
majority of theliteratureis availablealsoin on-line book shops runningqueriesin the Web sites
of theseshopscanbe usedto measurghe amountof literatureavailable. The numberof books
aboutWindows is significantly higherthanaboutLinux in all of the book shopschecled. QNX
literatureis poorby ary standard.

4.4 Source CodeAvailability and Extensibility

As mentionedabove, animportantbenefitof operatingsystemsourcecodeavailability is that it
canbeusedto gainabetterunderstandingf theoperatingsystemnternalsandbehaior. But even
moreimportantis the option of modifying the operatingsystem.For example,the Mosix system
providesa load balancingcapabilityamongthe nodesof a cluster basedon a procesamigration
facility [8]. Thisis implementedwithin thekernelof the basesystemwhichis Linux. Likewise,
theinitial developmentof Beowulf hingedon kernelmodificationsthat allowed several physical
networksto be usedasa singlelogical network — atechniqueknown as“channelbonding”[38]
(althoughlateravailability of fastemetworksreducedts importance).

In Linux, all the sourcecodeis availableunderthe termsof the GNU GeneralPublicLicense.
Both Windows and QNX are commercialoperatingsystemsandtheir sourcecodeis unavailable
for thepublic. However, Microsoftis cooperatingvith academicesearclandhassharedVindows
sourcecodewith afew researchnstitutes.

A separatéssues extendingthekernelwith addedunctionality. Linux allowskernelmodules,
includingdrivers,to be loadedandunloadedwhile the systemis operationa[16]. This obviously
hassignificantadvantagesn a sener thatstrivesfor continuousavailability, but alsoin a cluster
serving multiple parallel applications. In Windows, every such modificationrequiresa reboot
to take effect. However, thesemodificationstypically occuronly during setup,and not during
production.

4.5 Software Availability

A separatassueis the ability of softwarethatworks with the differentsystems.Two important
typesof softwarearedevice driversandparallelprogrammingervironmentsjncludingapplication
librariesandclustermanagemergoftware.

Dueto thedominantmarket shareenjoyed by Windows, nearlyall device manufcturerswrite
device driversfor Windows. In addition,the Microsoft Device DriversDevelopmentToolkit eases
the developmentof new drivers by providing varioustemplates[4]. Device drivers for Linux
are less plentiful, but driversfor popularhardware can often be found on the Interneteven if
they werenot provided by the hardwaremanufcturer andextensve documentatiorio helpin the
developmenof driversis available[36]. QNX hasveryfew device driversavailableby comparison.
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Librariesthatareimportantfor high-performancelustercomputingincludeMPI for message
passingandScal AFACK for linearalgebra.Themostcommonimplementatiorof MPI is MPICH,
which is available for both Unix and Windows platforms (www-unix.mcs.anl.gov/mpi/
mpich/ ). As MPICH hasa versionthatrunsover TCP/IR it canbe portedto QNX aswell with
relatve ease ScaLARACK is written above MPI, soary machinethatsupportdMPI automatically
supportsScaLAFRACK aswell (www.netlib.org/scalapack/ ). Other more specialized
libraries, may be expectedto be availablefor Unix systemsand probablyalsofor Windows, but
maybenotfor QNX.

Popularclustercontrol systemsinclude Platform Computings LSF (Load SharingFacility,

www.platform.com/platform/pla tform .nsf /webp age/ LSF?OpenDocument ), Varid-
ian’sPBS(PortableBatchSystemwww.pbspro.com/ ), Codine,andtheMaui Schedulefwhich
providespolicy decisionsmorethanactualcontrol over processesseesupercluster.org/
[26]). Theseweretypically developedon Unix systemsandareall availablefor Linux. Somehave
alsobeenportedto Windows (e.g.LSF), andthereare alsosomenon-commerciatesearctervi-
ronmentghatuseWindows. However, Unix (andespeciallyLinux) remainghedominantplatform
for which clustermanagemensystemsaredeveloped. As far aswe know, they arenot available
on QNX, but a portto QNX shouldbe possibledueto QNX’s supportof POSIX.

4.6 Administration

Windows NT usesadministrationtools basedon graphicaluserinterfaces. This hasthe well-
known advantagesf beingableto provide hints, context-sensitie help, and certainconsisteng
checks. Windows 2000, on the other hand, also provides command-linecapabilitiesfor mary
administratve tools. In Unix (including Linux and QNX) mostof the tools usedto managethe
systemarecommand-linébasedalthoughsometoolsalsohave graphicalinterfaceq13].

In thecontet of clusterscommand-linenterfacesaremorerobustin the sensehatit is usually
possibleo accessremotemachinevia sometext terminal,but notalwaysvia agraphicainterface.
Also, text-basedorogramsareeasierto automatesoadministratorcanmalke the samechange®n
several machinesusing a single script. Unix comeswith variousscripting facilities suchasthe
shellandPerl. Windows doesnot. Moreover, Unix usestextual configuratiorfiles thatareeasyto
editandreproducewhereasVindows registry usesa proprietarybinary formatthatis createdby
thesystem.It canbe copieden-massehut not manipulated.

Oneof the mostattractve featuresof Unix is the ability to controlmachinegemotely Since
Linux and QNX comewith a telnetdaemonbuilt in, administratorcantelnetvirtually any ma-
chinerunningthetelnetdaemonyegardlesf operatingsystemto do all administratve tasks.To
remotelyadministera Windows sener, you mustpurchasea separat@pplicationto allow remote
control. Two of the most popularremoteadministrationproductsfor this are PC Anywhereby
Symante@ndSMS (SystemdManagemenSolution)from Microsoft. Usingcommerciabdminis-
trationtoolscanbecomecostly becausgou mustpurchase copy for the senerto actasthe host,
andacopy for eachcomputeithatneeddo remotelycontrolthesener. VNC from AT&T Research
is alsoanexcellentproductwhichis availablefor free (www.uk.research.att.com/vnc/ ).
It allows desktopgo beviewedacrosdifferentplatforms,including Windows andUnix.
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5 Conclusions

Our comparisorof Windows NT, Linux, andQNX asthebasisfor building clustersystemsincov-
ereda hostof differencesamongthesesystemsput no clearwinner. Eachsystemsupportssome
importantfeatureghatdo not exist in the others.For example, Windows NT cancreatesuspended
processesyhichLinux cannotandhasbettersupportfor impersonationLinux, ontheotherhand,
caneasilysuspend processandsupportgdisk quotas.While thelack of suchfeaturescancause
headacheghey aretypically not shav-stoppers.

Likewise,contraryto thecommonbeliefthatLinux outperformdVindows, andtheexpectation
that QNX would outperformboth,we foundno clearcut advantagefor onesystemover the other
This agreeswith the resultsof Lancasterand Takeda, which indicatethat the compileris more
importantthanthe basesystemin termsof performancg29].

Thusit seemswve cansaythatall threesystemsrovide similar supportfor the constructiorof
clusters.We verifiedthis claim by implementinga reducedversionof ParPar on all threeof them,
using the samebasicarchitecture. Overall, the implementationare rather similar and required
commensurateffort. In fact, they were so similar that we decidedit was pointlessto try and
measurdghe differencedetweerthemin termsof codecompleity or othersoftwaremetrics.

While ourresultsindicatethatthesystemsaaresimilarin-the-lage,it maybethatthedifferences
areamplifiedin certainniches. For example,familiarity with Unix may tip the scalein favor of
Linux for scientific computing,whereasthe availability of commercialsoftware or drivers can
promoteWindows for otherapplications. In fact, our findingsindicatethat suchconsiderations
shouldindeeddominatethe choiceof which basesystento use.

A somavhat indirect metric that neverthelessprovides importantinsightsis the numberof
clusterinstallationsthatactuallyusethe differentsystems.This canbe checled usingthe clusters
sub-listof the Top500project(clusters.top500.org/ ). Of thetop 100 clusterslisted, 88
arebasedon Linux, andanadditional7 on othervariantsof Unix. Only 2 arebasedon Windows
NT. Nonearebasedon QNX. Grantedthis datais incomplete andit maybe a resultof historical
preferenceatherthantechnicalmerit alone but the disparityis very striking.

Of course the comparisordonein this researcttould be extendedo othertopics. Thebench-
markswritten couldbeimproved,andnew onescanbewrittenfor comparingothertopics. Oneof
the mostimportantaspectsvhich wasnot coveredin this researctwasoperatingsystemstability.
Determininghow stablethe operatingsystemis for a long periodof time underdifferenttypesof
loadis notaneasytaskandcanbeusedasasubjectfor anindependentesearchAlternatively, it is
possibleto try andgleansomeinformationfrom othercomparisonsespeciallybetweenwindows
NT andLinux [27, 31, 14]. However, it shouldbe rememberedhat suchcomparisons— espe-
cially thosepublishedby companieghat have aninterestin the results— may be taintedby the
factthatthey have hugeeconomiamplications.In addition,they focusonthesener marketwhich
is only partly relevantto high-performanceomputingclusters.Finally, it shouldbe remembered
thatthe operatingsystemis just oneplayerin creatinga usablecluster Applicationdevelopment
toolsarealsovery important. Thusthereis reasorno surwey the parallelapplicationdevelopment
environmentshatareavailablefor eachof the systems.
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