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Abstract

Clustersusecommodityhardwareandsoftwarecomponentsto provideanenvironmentfor
high-performanceparallelprocessing.A majorissuein thedevelopmentof aclustersystemis
thechoiceof theoperatingsystemthatwill run on eachnode.We comparethreealternatives:
Windows NT, Linux, andQNX — a real-timemicrokernel. Thecomparisonis basedon ex-
pressive power, performance,andease-of-usemetrics.Theresultis thatnoneof thesesystems
hasa clearadvantageover theothersin all themetrics,but thateachhasits strongandweak
points. Thusany choiceof a basesystemwill involve sometechnicalcompromises,but not
majorones.

1 Intr oduction

Rapid improvementsin network and processorperformanceare causingclusteredcommodity
workstationsandPCsto becomean increasinglypopularplatformfor executingparallelapplica-
tions. In thepast,Unix wasusedastheplatformfor almostall parallelsystemsimplementations.
Recently, however, it is becomingmorecommonto useWindowsNT asthebaseplatform.

Thedecisionwhich operatingsystemto useinvolvesmany considerations,includingtheoper-
atingsystem’scostandpersonalexperiencewith thedifferentsystems.But therearealsotechnical
implications.Our goalis to illuminatethesetechnicalissues,by providing a broadcomparisonof
thecapabilitiesandcharacteristicsof thedifferentsystems.Throughout,theemphasisis on those
featuresdeemedto beimportantfor theimplementationof high-performancecomputingclusters.

Surprisingly, very little work of this naturehasbeendonebefore. Tanenbaumhascompared
threemicrokernelsfor usein parallelmachines[43], but thesehave not withstoodthetestof time
andthefact remainsthat todaysystemssuchasLinux andWindows arepreferred.Lancasterand
Takedahave comparedthesesystems,but only in termsof performance[29]; we considermany
otheraspectsaswell. Therehave beensomedirect comparisonsof Linux andWindows for the
commercialservermarket [27, 31], but not in thecontext of computationalclusters.
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Figure1: Generalclusterarchitecture.Themasterdaemonhandlesresourcemanagementwith the
job representativeprocesses(JR),andcontrolsthenodedaemons.

1.1 Cluster Ar chitecture and Mode of Operation

A clusteris a parallelprocessingsystemwhich consistsof a collectionof interconnectedstand-
alonecomputersworking togetherasa single,integratedcomputingresource[41, 33]. Theratio-
nalefor clustersis thedesireto leveragethecommoditycomputingmarket,andridethetechnology
curve. Theseconsiderationsleadto theuseof commercialoff-the-shelfcomponents,bothfor hard-
wareandfor software.In particular, eachnodetypically runsaconventionaloperatingsystemsuch
asWindowsor Linux. They aretied into aclusterby someuser-level processes,oftenoperatingas
daemons.

Due to their wide appeal,clustersarebeingusedfor many different tasks: transactionpro-
cessing,web-pageservice,graphicsandrendering,parallelscientificcomputation,andthroughput
computation.Our focusis on dedicatedclustersthatareusedfor parallelcomputations,similar to
largescaleMPPs.Thusweemphasizesystemservicesthatareusefulin this context, andrelateto
the control andefficient executionof multiple paralleljobs. However, we try to provide a broad
coverageof featuresthatmaybeusefulfor othermodesof operationaswell.

At a high level of abstraction,many computationalclustersystemsusea similar architecture:
Thereis asinglesystem-widecontrolprocess,andanadditionalprocessoneachnodeof thecluster
(Fig. 1). Thecentralcontrolleris responsiblefor configurationmanagement,resourceallocation,
and job control. The per-nodeprocessescollect local dataand implementthe decisionsof the
centralcontroller. Examplesystemsbasedon this designinclude the Berkeley NOW [24] and
ParPar [20]. In addition,everyparalleljob is representedandcontrolledby aseparateprocess.

The next sectionpresentsa survey of systemfeaturesthat areneededin orderto implement
sucha structure.Theseincludecommunicationfacilitiesusedamongthedifferentprocesses,and
facilities to spawn andcontrol userprocesses.In somecases,it is possibleto spawn processes
remotelywithout usinganotherprocessasa local agent. The implicationsarediscussedwhere
specificallyrelevant. We thengo on to discussperformanceissuesandeaseof use. But first we
startwith somebackgroundinformationaboutthethreesystems.
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1.2 Operating SystemsCompared

Wefocuson thecomparisonof threesystems:WindowsNT, Linux, andQNX.
Windows NT was introducedin July 1993andwasaimedat the enterprisemarket, for use

on high-endworkstationsandservers. It wasthe first versionof Windows to supportthe 32-bit
programmingmodelof the Intel 80386,80486,andPentiummicroprocessors(it canalsorun on
Alphaprocessors,but supportfor Alphahasbeendiscontinued).WindowsNT hasa32-bit flat ad-
dressspace,providestheNTFSfile system,C2compliancesecuritymodel,RemoteAccessServer
(RAS), andOS/2andPOSIXsubsystems.However, it doesnot provide full POSIXcompliance,
andcannotuseboththeWindowsAPI andPOSIXAPI in thesameapplication.

Windows2000,introducedin February2000,is thefollow-upfor WindowsNT. It providesbet-
terreliability andsomenew featuressuchasPlug-n-Play, AGPsupport,ActiveDirectory, scripting
tools,nativeATM supportandmore.It alsoprovidesimprovedperformancein critical areassuch
asnetworking andwebandprint service.In this paperwe focuson Windows NT, which wasthe
dominantversionat the time thework wasdone,andwasalsoavailableto us for measurements.
However, we alsomentionnew featuresintroducedin Windows2000whererelevant.

WindowsXP [44] is thefollow-upof Windows2000,expectedin 2002.It featuresa new user
interfacedesign,which is largelymeaninglessfor clusters,andvariousupdatesandimprovements
in differentareas,notablynetworking. It is not reviewedin this paper.

Both Windows NT andWindows 2000usea microkernelarchitecture.However, this is not
a puremicrokernel. Only the operatingsystemenvironmentsexecutein usermodeasdiscrete
processes,including DOS, Win16, Win32, OS/2, andPOSIX. The basicoperatingsystemsub-
systems,including the processmanagerandthe virtual memorymanager, arecompiledwith the
kernel. They canthereforecommunicatewith oneanotherby usingfunctioncalls for maximum
performance[40].

Several clustersystemsarebasedon Windows NT, including the Velocity clusterat Cornell
(www.tc.cornell.edu/AC3/tech/sy stems .htm l ), the HPVM system(www-csag.
ucsd.edu/projects/clusters.ht ml , [12]), andMillipede [23].

Linux is a completelyfreere-implementationof thePOSIXspecification,with systemV and
BSD extensions,which is availablein bothsourcecodeandbinary form. Thefirst versionof the
Linux kernelwasmadeavailableon theInternetby LinusTrovaldsin November1991.A groupof
Linux activistsquickly formed,andcontinuesto spuronthedevelopmentof thisoperatingsystem.
Numeroususerstestnew versionsandhelpto clearthebugsoutof thesoftware,makingLinux the
modelof open-sourcedevelopment[9] (www.opensource.org/ ).

Linux, like mostUnix systemsis monolithic, that is, the whole operatingsystemis a single
executablefile that runsin kernelmode. This binarycontainstheprocessmanagement,memory
management,file systemandtherest.

We choseLinux over other Unix variants(suchasSolarisor Tru64 Unix) becauseit is the
most popularbasisfor the constructionof clusters. In fact, accordingto the clusterssublist at
theTop500website,thevastmajorityof high-performancecomputationalclustersemploy Linux,
andonly a few useotherUnix variants(even lessuseWindows NT). The reasonfor this is the
rapid developmentof Linux andthe fact that it is free in sourceform. This stateof affairs has
madeLinux a majorplayerin theenterprisemarket,andit is poisedto becomethestandardUnix
implementation.
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As notedabove,many clustershave beenbuilt basedon Linux. ExamplesincludetheLosLo-
bosSupercluster(www.ahpcc.unm.edu/Systems/Har dware /Los Lobo s/ ), the NPACI
Rockseffort (rocks.npaci.edu/ ), TheRWCPScoresystem(pdsw3.trc.rwcp.or.jp/
clusters/ ), Beowulf [38], theBerkeley NOW [24], andParPar [20].

QNX is a real-timecommercialoperatingsystem,developedby QNX SoftwareSystems.The
QNX real-timeoperatingsystemprovidesapplicationswith a network-distributed,real-timeen-
vironmentthatdeliversnearlythefull device-level performanceof theunderlyinghardware. The
architectureconsistsof a real-timemicrokernelsurroundedby a collectionof optionalprocesses
(calledresourcemanagers)that provide UNIX-compatiblesystemservices.By including or ex-
cluding resourcemanagerprocessesat run time, the developercanscaleQNX down for ROM-
basedembeddedsystems,or scaleit upto encompasshundredsof processorsconnectedby various
LAN technologies[25]. We focusonQNX version4.0.

QNX Neutrino,a new versionof QNX currentlyin Betastage,is alsocoveredin thosecases
whereit providesnew features(suchasSMPsupportandPOSIXthreadssupport).

While QNX doessupporta networked environment,few if any computationalclustershave
beenbuilt usingit (the nearestexamplewe know of is theMakbilansystem,in which nodesran
Intel’s RMK real-timekernel [21]). However, the useof a real-timekernel as the basisfor a
clusteris intriguing, as it might be expectedto provide variousbenefits. Examplesinclude low
andpredictableoverheadfor processmanagementandcommunicationevents,andthe ability to
manipulateprocesspriorities andensurethat desiredservicesarenot interrupted. We therefore
includeit in thediscussion,with thegoalof assessingthedegreeto which thispromiseis realized.

2 Kernel Servicesand API Comparison

This sectionpresentsa comparisonof the setof operatingsystemservicesandAPI calls related
to parallelsystemsdevelopmentasprovidedby eachof thecomparedoperatingsystemskernels.
In both Linux andQNX, functionsclassifiedaskernelfunctionsor systemcalls werecompared
(thosethatappearin section2 of theon-linemanual).In Windows, theWin32 API wasusedfor
thecomparison.TheNT system-callinterface,calledtheNativeAPI, is hiddenfrom programmers
andlargely undocumented.The API that the majority of NT applicationswrite to is the Win32
API, which translatesmany Win32APIs to nativeAPIs [37].

2.1 ProcessControl

Oneof themostbasiccapabilitiesrequiredfrom a parallelsystemis controlling theprocessesof
paralleljobs. This includesspawning themon thenodesallocatedfor thejob, suspendingthemin
orderto scheduleanotherjob to run,andresumingthemafterwards.Processcontrolalsoincludes
theability to kill or to sendauserdefinedsignalto all theprocessesof aparalleljob.

2.1.1 ProcessCreation

CreateProcess() is thefundamentalsystemcall usedfor creatingnew processesin Windows NT.
It createsboth a processobjectand the main threadobjectof an application. CreateProcess()
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allows theparentprocessto settheoperatingenvironmentof thenew process,includingits work-
ing directory, securityattributes,file handleinheritance,environmentvariables,priorities,andthe
commandline it is passed[39, 32].

Win32doesnotprovidethecapabilityto clonearunningprocess(andits associatedin-memory
contents)asis doneby theUnix fork() systemcall (which is usedonbothLinux andQNX). This is
notsuchahardship,sincemostUnix codeforksandthenimmediatelycallsexec() [32]. TheLinux
implementationof fork() doesnot actuallyclonetheparentprocess.Instead,it usesthecopy-on-
write optimizationsothatcommonvirtual memorypagesaresharedwith read-onlypermissions.
If eitherof theparentprocessor thechild processtriesto modify oneof thesharedpages,thenthe
kernelduplicatesit. An importantmemberof the fork() family of functionsis vfork(). This is used
to createa new processwithout fully copying the addressspaceof the parent,andcanbe useful
whenthechild won’t referencetheparent’saddressspaceandwill call exec() to runanew program
[42]. Linux alsohasa clone() function, which allows the child to sharepartsof the execution
context with its parent;it is usedmainly to implementthreads.

Besidessupportingthe fork() family of functions,QNX hasa qnx spawn() systemcall. This
allows theprogrammerto modify variousparametersfor thenew process,e.g.schedulertypeand
processpriority. Themostpowerful featureof qnx spawn() is theoptionto createthechild process
on a remotenode.

Detailedoptionsof processcreationarecomparedin Table1.
As noted,QNX allows processesto be spawnedon a remotenode. Windows hasa similar

capabilityaspart of the DistributedComponentObjectModel (DCOM). This is a protocol that
enablessoftwarecomponentsto communicatedirectly over a network in a reliable,secure,and
efficient manner. However, thereare two main reasonsfor not using DCOM to run processes
remotely. One is that a significantperformanceoverheadmight occurbecauseit usesmultiple
softwarelayersandinterfaces.Theotheris that it would requireusersto implementtheir parallel
applicationsasDCOM objects(needto implementspecialDCOM interfaces),somethingwhich
is not desirablesinceit limits theuserto a certainimplementationof his application.Also, direct
processcontrol(sendingsignalsfor example)is notavailablewhenusingDCOM objects.

2.1.2 ProcessGroups

Sometimesit is moreconvenient(or evennecessary)to treata setof processesasa singlegroup,
e.g.to performacollectiveoperationon themor to setrestrictionson thewholegroup.

Windows NT 4.0 doesnot supportprocessgroups. Only Windows 2000 offers a new job
kernelobjectthatallows theprogrammerto groupprocessestogether. This is usedonly to create
a sandboxthat restrictswhat the job’s processesareallowedto do [3]. A detaileddescriptionof
theserestrictionsis givenin Section2.1.6.

Linux andQNX supporttwo levelsof grouping:sessionsandprocessgroups.At thetopof the
hierarchyaresessions,eachof which consistsof oneor moreprocessgroups[28]. In principle,
theseareusefulfor thedistribution of signals.Unfortunately, this is largely irrelevant for parallel
applications,sincegroupsandsessionsarelimited to processeson thesamemachine.
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WindowsNT Linux QNX

createprocesson
a remotenode

not supported notsupported qnx spawn()

createprocesson
behalfof auser

CreateProcessAsUser()
CreateProcessWithLo-
gonW()

notsupported notsupported

createsuspended
process

CreateProcess() using
CREATE SUSPENDED
flag

notsupported qnx spawn() using
SPAWN HOLD flag

inherit address
spacefrom
parent

not supported fork() fork()

inherit open
handles/ file
descriptorsfrom
parent

CreateProcess() fork() all in fork(), 10 in
qnx spawn()

parentneedsto
wait() for
childrento die (to
avoid zombies)

never always alwayswith fork(),
neverwith
qnx spawn() and
SPAWN NOZOMBIE
flag

instructfile
systemto place
executablein
cache

not supported notsupported qnx spawn() with
SPAWN XCACHE

Table1: Processcreationoptions.

2.1.3 ProcessTermination

An importantservicein a parallelsystemis the option to kill all the processesin a parallel job.
In Windows NT TerminateProcess() causesall the threadswithin a processto terminateandthe
processto exit. However, Microsoftdocumentation[3] suggeststo useTerminateProcess() only in
extremecircumstancessinceit doesnotcleanall theresourcesattachedto theprocess.Specifically,
DLLs attachedto theprocessarenotnotifiedthattheprocessis terminating,andtheprocessobject
is not necessarilyremovedfrom thesystem.In Linux andQNX, The kill() systemcall is usedto
terminatea processby sendingit a SIGKILL or SIGTERMsignal. SIGKILL is distinguishedby
the fact that it cannotbe caughtnor ignored. QNX allows kill() to sendsignalsto processeson
remotemachines.

2.1.4 ProcessSuspensionand Resumption

Windows NT hasno direct API for suspendingor resumingprocesses.The probablereasonis
thatWindows usesthreadschedulingratherthanprocessscheduling.Win32 supportsthreadsus-
pendingor resumingusing SuspendThread() and ResumeThread(). Single threadedprocesses
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canthereforebehandledeasilyby suspending/resumingtheir primarythreadwhich is returnedin
theLPPROCESSINFORMATION structureaftercallingCreateProcess(). But in orderto handle
multi-threadedprocesses,all thethreadsin theprocesshaveto besuspended/resumedindividually.
Unfortunatelythereis no directAPI for enumeratingall thethreadsof a givenprocess.TheWin-
dows registry containsdataaboutall therunningthreadsin thesystem,so it is possibleto list all
thethreadsin thesystemandcheckeachone’sprocessID. In Windows2000,theToolHelplibrary
suppliesa moreconvenientAPI for doing this enumerationwithout digging in theWindows reg-
istry, but still all thethreadsin thesystemhaveto beenumeratedin orderto find thethreadhandles
of agivenprocess.

In Linux andQNX thekill() systemcall is usedto sendSIGSTOPor SIGCONTto suspendor
resumeaprocess.

2.1.5 ProcessSchedulingand Priorities

Windows NT, Linux, andQNX all implementa priority-driven, preemptive schedulingsystem.
Theschedulerselectsthenext processto run by looking at thepriority assignedto every process
(threadin WindowsNT) thatis in theREADY state.

Windows NT schedulingis doneat the threadgranularity. By default, threadscan run on
any available processorunlessprocessoraffinity is used(seeSection2.3.2) [35]. The priority
of eachthreadcanbe in the rangefrom zero(lowestpriority) to 31 (highestpriority), asdeter-
minedby combiningits basepriority with dynamicadjustments.The basepriority, in turn, is a
combinationof thepriority classof its process(IDLE, NORMAL, HIGH PRIORITY, andREAL-
TIME) andthepriority level of thethreadwithin thepriority classof its process(IDLE, LOWEST,
BELOW NORMAL, NORMAL, ABOVE NORMAL, HIGHEST, TIME CRITICAL). Only the
system’szero-pagethreadcanhaveapriority of zero[3].

Linux andQNX performschedulingat the processlevel. Both systemsoffer the following
schedulingpolicies:

1. FIFO scheduling(SCHED FIFO) in which the currentprocesscontinuesto hold the CPU
until it blocksor terminates.Thehighestpriority READY processis alwaysselected.

2. Round-robinscheduling(SCHED RR) in which processesaregiven equaltime quantain
turn. This allows theprocessesthatsharethehighestpriority level to sharetheCPU.These
two schemesareusefulfor real-timecontrol.

3. Adaptivescheduling(SCHED OTHER) is which theCPUis sharedasabove,but thepriori-
tiesareadjustedaccordingto apredefinedpolicy thattakesCPUusageinto account.This is
meantto supportinteractive (desktop)applications.

In QNX, whena processconsumesits entiretime slice,its priority is loweredby one(only once).
If in thenext time slicetheprocesswill useits wholetime sliceagain,it will stayat thatpriority.
If it didn’t useup its entiretime slice, the kernelwill increaseits priority by one. In Linux, the
priority calculationtakesinto accountthenicelevel (setby thenice() or setpriority() systemcall).
The priority is increasedfor eachtime quantumthe processis readyto run but not running,and
decreasedwhentheprocessis running.
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QNX alsooffers a featurecalled“client drivenpriority”, which allows a server to changeits
priority accordingto thehighestpriority of theclientsit serves.This featurecanbeusedto prevent
theserver from servinglow priority clientsin ahighpriority.

2.1.6 PlacingRestrictionson Processesand Users

In Windows NT 4.0 thereis no way to setrestrictionson a processor a groupof processes.On
the otherhand,Windows 2000providesa rich API for settingrestrictionson jobs or processes
(recall that a job is essentiallya processgroup). Thesecanbe usedto prevent processesfrom
monopolizingsystemresources.However, diskquotasarestill missing.

Linux hasmechanismsto supportfilesystemquotasandprocesslimits. Youcandefinestorage
quotalimits on eachmountpointfor thenumberof blocksof storageand/orthenumberof unique
files (inodes)that canbe usedby a given user. A “hard” quotalimit is a never-to-exceedlimit,
while a “soft” quotacanbe temporarilyexceeded(usingquota(), quotactl(), andquotaon()). The
rlimit mechanismsupportsa large numberof processquotas,suchasfile size,numberof child
processes,numberof openfiles, andso on. In this casethe “soft” limit (alsocalledthe current
limit) cannotbeexceeded,but canberaisedto the“hard” limit (alsocalledtheupperlimit) using
setrlimit(). The setrlimit() systemcall is usedin order to set resourceslimits. It canbe usedin
parallelsystemsdaemonsduringthecreationof a new processby beingcalledafter the fork() but
beforetheexec().

Thecapabilitiesof Linux andWindows2000arecomparedin Table2. QNX providesno way
to setrestrictionsonaprocessor agroupof processes.

2.1.7 Stdio/stderr Redirection

Oneof thecapabilitiesrequiredfromacomputingclusteris to redirectthestandardoutput/errorof a
job’sprocessesto theuser’sterminal,andto redirectstandardinputfrom theuserto processes.This
is typically doneby establishingtwo socketsfor eachprocess,onefor stdioandtheotherfor stderr.
Themodulethatspawnstheprocessesredirectsthestdio/stderrfile descriptorsof theprocessesto
theestablishedsockets.TheI/O handlingapplicationcanuseselect() ontheestablishedsocketsto
determineif any new stdout/stderrmessageshavearrivedfrom oneof theprocesses.

Whencreatinga new processin Windows NT usingCreateProcess(), oneof the arguments
usedis a pointerto a STARTUPINFOstructure.Amongotherinformation,this structurecontains
handlesto standardinput,standardoutput,standarderror, andaprocesscreationflagsfield. When
a parentprocesswantsto redirectthe stdio/stderrof the child processto predefinedstdio/stderr
socketsit hasto fill upaSTARTUPINFOstructurewith thehandlesto thesockets,andspecifythat
they beusedby settingtheappropriateflag.

In Linux, stdio/stderrredirectioncanbeperformedusingthedup2() systemcall. This system
call duplicatesfile descriptors,andcanbeusedto duplicateasocketfile descriptorandreplacethe
original stdin,stdout,or stderr. This is usedto setup thedescriptorsof anew processbetweenthe
fork() andexec() calls.

QNX hasa shortcutfor doing the dup aspart of qnx spawn(). Oneof the argumentsto this
functionis anarrayiov thatshouldcontainfile descriptors0 through9. For example,if thevalue5
is placedin iov[0], thenew processwouldhaveits file descriptor0 (stdin)replacedby file descriptor
5 of thecallingprocess.
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Windows2000 Linux

CPUtime user time per process/jobin
0.1� s

CPUtime in s

numberof processes activeprocesses(andfuture
children)associatedwith a
job

maximumnumberof
processesperuser

processoraffinity for all processesassociated
with thejob

notsupported

priority and
scheduling

priority classand scheduling
classfor all theprocesses
associatedwith thejob

notsupported

memoryrestrictions memorylimit per-job or maximumresidentsetsize,
per-process maximumdatasize,

maximumstacksize,
maximumlockedin memory

GUI restrictions creatingdesktopsand
switchingdesktops,

not supported

changingdisplaysettings,
exiting windows,
changesystemparameters,
avoid interactionwith
windowsoutsidethejob,
interactionwith theclipboard

securityrestrictions disallow administrator userpermissionsonfiles
access, (or otherdevices
disallow unrestrictedtoken
access,

representedby files)

forceaspecificaccesstoken,
disablecertainsecurity
identifiersandprivileges

file system
restrictions

not supported numberof openfile
descriptors,
maximumcorefile size,
diskquotaperuser

Table2: Availablerestrictionsin Windows2000andLinux.

9



2.1.8 ProcessTermination Detectionand Err or Handling

Onceaprocessis spawned,it’ sparenthasto detectwhenit exits. Theprocessmightexit becauseit
finishedits work or becauseof someunexpectederror. It is thereforehelpful is thesystemprovides
theuserwith theprocessexit statusandthereasonfor termination.

In Windows, theway to detectthata child processhasexited is to createa threadwhich polls
periodicallyfor the exit statusof the child process.This is donewith GetExitCodeProcess(). If
theprocessis still running,it returnsthevalueSTILL ACTIVE, otherwiseit returnsits exit status.
No additionalinformationcanberetrievedbesidestheprocessexit status.

In both Linux andQNX (asPOSIX basedoperatingsystems)the parentprocessreceivesa
SIGCHLD signal when a child processdies. The parentmust set a signal handlerin order to
catchtheSIGCHLDsignalandhandleit (usingsystemcallssignal() or sigaction()). In thehandler
oneof the wait() family of systemcalls canbeusedto determinetheexit statusandthecauseof
termination.

2.1.9 Deamons

The software architectureof clustersystemsoften employs daemons— systemprocessesthat
participatein systemadministration,ratherthanrunninguserprograms. It is necessaryto start
theseprocesseswhenthesystemis booted.In Unix this is doneby thedaemon command,which
canbeplacedin a scriptthatis executeduponbootup.

Windows equivalentto a Unix daemonis calleda service.A serviceapplicationconformsto
theinterfacerulesof theServiceControlManager(SCM).It canbestartedautomaticallyatsystem
boot,by auserthroughtheServicescontrolpanelapplet,or by anapplicationthatusestheservice
functionsincludedin theWin32 API. Servicescanexecuteevenwhenno useris loggedon to the
system[3].

2.2 Memory Management

2.2.1 ProcessVirtual AddressSpace

Many parallelapplicationsrequirelarge amountsof memory. To supportthemclusternodesare
oftenfittedwith lotsof physicalmemory, rangingupto severalgigabytes.However, thereis alimit
to theamountof memorythattheoperatingsystemcanhandle.

In Windows (32 bit version)the sizeof the addressspaceis 4GB ( ����� ). The top half of the
addressspace(2GB) is reserved for operatingsystemneeds,including kernelanddevice driver
code,I/O buffers,andsystemtables.Over theyears,therehasbeena largeoutcryfrom developers
for alargeruser-modeaddressspace.ThereforeMicrosofthasallowedthex86versionof Windows
2000AdvancedServerandWindows2000DataCenterto increasetheuser-modepartitionto 3GB
[35,37]. In addition,Windows2000introducedanew memorymanagementfeaturecalledAddress
Windowing Extensions(AWE) which supportsthe allocationof moreRAM thanfits within the
process’s addressspace(32 bit), up to 64 GB of memory. Thememoryblocksareallocatedusing
AllocateUserPhysicalPages(), But theseblocksarenot visible in theprocess’s addressspace.The
applicationneedsto reserve a region of addressspaceusing VirtualAlloc(), which becomesthe
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addresswindow. It canthencall MapUserPhysicalPages() to assignoneRAM block at a time to
theaddresswindow [35, 1]. In effect, this is simply supportfor overlays.

In the x86 architecture,Linux allocatesthreegigabytesto the processaddressspace. The
remaininggigabyteis reservedfor memoryusedby thekernel. The threeavailablegigabytesare
split into memoryregionsusedby theprocess[11].

In QNX 4.0,theusercanuseall of theavailablefreephysicalmemoryin a4GB(physical)ad-
dressspace,usingstandardmemoryallocationfunctions.While QNX 4.0supportsvirtual memory,
it doesnot useswapfiles for reasonsof real-timeresponse/performance.It shouldbenotedthat
theefficiency of theoperatingsystemandWatcomcompilerprovide relatively smallprocessesin
termsof memoryrequirements.

2.2.2 Pinning Memory Pages

In orderto improveapplicationsperformance,it is sometimesneededto keepthedatain physical
RAM andreducedisk paging. In clusters,this is alsorequiredin orderto supportthe sendand
receive buffers of user-level communicationlibraries[18]. On theotherhand,locking too many
pagesinto memorymay degradethe performanceof the systemby reducingthe availableRAM
andforcing thesystemto swapoutothercritical pagesto thepagingfile.

TheWindows VirtualLock() functionlocksthespecifiedregion of theprocess’s virtual address
spaceinto physicalmemory(RAM), ensuringthatsubsequentaccessto theregionwill not incur a
pagefault. By default,aprocesscanlock amaximumof 30pages.Thedefault limit is intentionally
small to avoid severe performancedegradation. Applicationsthat needto lock larger numbers
of pagesmustfirst call the SetProcessWorkingSetSize() function to increasetheir minimumand
maximumworking setsizes.Themaximumnumberof pagesthata processcanlock is equalto
thenumberof pagesin its minimumworkingsetminusasmalloverhead[3].

In Linux mlockall() disablespagingfor all pagesmappedinto theaddressspaceof thecalling
process.This includesthepagesof thecode,data,andstacksegments,aswell assharedlibraries,
userspacekerneldata,sharedmemory, andmemorymappedfiles. All mappedpagesareguar-
anteedto be residentin RAM whenthe mlockall() systemcall returnssuccessfully, andthey are
guaranteedto stay thereuntil they areunlocked, the processterminates,or it calls exec(). The
mlock() systemcall locks a specifiedmemoryrange. Child processesdo not inherit pagelocks
acrossa fork.

Dueto real time considerationsQNX doesnot useswapfiles andthereforelocking of virtual
memorypagesis notneeded.

2.2.3 Shared Disk Access

WindowsNT allowsusersto specifyaccesspermissionsfor otherusersto theirfolders(directories)
or disks,by settingup “shares”.This is implementedusingtheSMB (ServerMessageBlock) pro-
tocol. Accessingthesesharesis typically doneusingtheUniversalNamingConventions(UNC),
wheretheserver andshareareidentifiedin front of thefile path(e.g. ��� server � share � folder � file).
Alternatively, it is alsopossibleto mapa shareto a single-letterdrive identifier. Accessiblefold-
ersanddriveswill show up in the “network neighborhood”and“my computer”windows. This
methodologyis cumbersomefor largesystems.Windows2000introducedDfs, thedistributedfile
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system,thatallows administratorsto hierarchicallyconnectsharesto eachother. Theenduserno
longerneedsto beawareof thephysicallocationof thefiles.

In Linux (and all other Unix variants)file systemscan be sharedamongnodesby cross-
mountingusing the NFS protocols. With NFS, a file systemon one nodecan be graftedonto
the local namespaceon another. Files in the remotesystemthereafterappearaslocal files. This
facility, introducedby Sunin the mid ’80s, predatesthe similar servicesprovided by Windows
2000by some15years.Themainlimitation onNFSis thattheuseraccountshaveto beconsistent
acrossthesharingmachines.Unix systemscanalsouseSMB via theSambaimplementation,but
this is typically doneonly to accessfilesstoredonWindowsNT servers.

QNX alsosupportsNFSandSMB. In addition,itsproprietaryfile system,Fsys,supportsaccess
to remotefiles just by addingthenodenumberbeforethefilename.For example,/usr/local/bin on
node1 is accessedas//1/usr/local/bin.

2.3 Support for SMP nodes

2.3.1 Ar chitectural Restrictions

Symmetricmultiprocessing(SMP)refersto machineswith severalprocessorsthatshareacommon
mainmemoryandI/O devices.Thisarchitectureis commonlyusedfor high-performanceservers,
andis alsousefulfor thenodesof acluster. However, it requiresspecialoperatingsystemsupport.

Microsoft offers a few versionsof Windows for differentmarket sectors,andeachsupports
differentSMP capabilities. Specifically, they recommendthat Windows NT Server be usedon
regularservers,andWindowsNT ServerEnterpriseonclustersystems;thisversionsupportsmore
processorspernode.Dif ferentversionsof Windows 2000alsosupportdifferentnumbersof pro-
cessors.

Linux SMP supportwas introducedwith kernelversion2.0, andhasimproved steadilyever
since. The kernel locking granularityis muchfiner in 2.2.x than in 2.0.x, which enablesbetter
performancewhenprocessesareaccessingthekernel.Processesandkernel-threadsaredistributed
amongprocessors.User-spacethreadsarenot sodistributed,astheoperatingsystemis not cog-
nizantof their existence.

QNX 4.0doesnot supportSMPat all. Only thelatestversionof QNX for embeddedsystems,
QNX Neutrino2.0,supportsSMP.

Architecturallimits onSMPsupportarecomparedin Table3.

2.3.2 ProcessorAffinity

Specifyingwhich processorshouldrun a specificthreador processcanimprove performanceby
reducingthe numberof timesthe processorcacheis reloaded.In clustersit canalsobe usedto
control thecontentionbetweendifferentparalleljobs. Theassociationbetweena processoranda
threador aprocessis calledprocessoraffinity.

In Windows, theprogrammercandefineprocessoraffinity for a threador for a process.Set-
ProcessAffinityMask() specifiesthe maskof processorson which all the threadsof a processare
allowed to run. SetThreadAffinityMask() specifiesthe maskof processorson which the current
threadis allowedto run. Windows alsoprovidesa weaker level of processoraffinity: usingSet-

12



Windows Linux QNX

maxprocessors NT 4.0Workstation:2 kernel �	� : 1 QNX 4.0: 1
NT 4.0Server: 4 kernel2.0: 16 QNX Neutrino2.0: 8
NT 4.0ServerEnterprise:8
Win2K Server: 4
Win2K AdvancedServer: 8
Win2K DataCenter:32

architectures Intel Intel Intel
Alpha (notsupportedanymore) Sparc

Alpha
PowerPC

Table3: Architecturallimits on SMPsupport.

ThreadIdealProcessor() theprogrammercanspecifyapreferredprocessorfor athread.Thesystem
schedulesthreadson their preferredprocessorswheneverpossible.

In general,Microsoft doesnotencouragethreadaffinity: “Settingthreadaffinity shouldgener-
ally beavoided,becauseit caninterferewith thescheduler’sability to schedulethreadseffectively
acrossprocessors.This candecreasetheperformancegainsproducedby parallelprocessing.An
appropriateuseof threadaffinity is testingeachprocessor”[3]. Instead,they suggesttheuseof Set-
ThreadIdealProcessor(). However, experimentalevidencesuggeststhat whendesigningparallel
algorithmsit is actuallymuchbetterto explicitly assigna threadto eachprocessor[6].

In Linux thereis no way to forcea processontospecificCPUs,but theLinux schedulerhasa
processorbiasfor eachprocess,which tendsto keepprocessestied to a specificCPU.TheLinux
communityis currentlyworking on a projectcalled“PSET”: ProcessorSetsfor theLinux kernel.
Thegoalof thisprojectis to makeasourcecompatibleandfunctionallyequivalentversionof PSET
(asdefinedby SGIbut partially removedfrom their IRIX 6.4kernel)for Linux. Thisenablesusers
to determinewhich processoror setof processorsaprocessmayrun on. Theinterfaceis basedon
thesysmp() systemcall, Which allows oneto specifythebindingof a processto a specificCPU,
restrictingthesetof processesthatcanrun ona CPU,andcreatingsetsof processors[30, 5].

As mentioned,QNX 4.0doesnotsupportSMP. QNX Neutrinosupportshardprocessoraffinity
usingtheThreadCtl() systemcall.

2.4 Security

2.4.1 Security Model Overview

Windows NT

Windows NT securityis basedon accesstokensandsecuritydescriptors(SD). Every processor
threadpossessesanaccesstoken.Whenaprocessis first created,thekernelgivesit andits primary
threadanaccesstokenwhichcontainsidentifiersthatrepresenttheuserandany groupto whichthe
userbelongs.Theaccesstokencanbepassedto otherprocessesasdescribedbelow. This access
token is checked againsttheSD of an objectto determinethepermissionsthat theuserhaswith
respectto thatobject.
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An object’s securitydescriptoris essentiallyanaccesscontrol list (ACL) thatspecifieswho is
andisn’t allowedto do thingsto theobject.Therearetwo typesof ACLs. TheDiscretionaryACL
is controlledby theownerof anobjectandspecifiestheaccessparticularusersor groupscanhave
to thatobject.It containsanaccesscontrolentry(ACE) for eachuser, globalgroup,or localgroup
thatis eitherallowedor forbiddento accesstheobject.An SD for anobjectis initially setto have
aDACL with no ACEs,meaningthatthereis no accessfor any user. To giveaccessto all usersor
groups,theDACL for theSD mustbeexplicitly setto NULL. TheSystemACL is controlledby
thesystemadministrator, andallowssystem-level securityto beassociatedwith theobject[10].

Whenever a threadrequeststo createor useanotherkernelobject, it specifiesthe operations
it wishesto performon that object. The kernel checksthe object’s SD to seeif the requested
operationsareallowed. If so, thena handleto the object is granted,with only the permissions
requestedby thethread.Whenthethreadsubsequentlyattemptsto performa certainoperationon
theobjectusingthehandle,thekernelverifiesthroughthepermissionsattachedto thehandlethat
thethreadreallyhastherequiredpermissions.

WindowsNT andWindows2000supportC2-level securityasdefinedby theU.S.Department
of Defense.Apart from accesscontrolasdescribedabove, this requiresthateraseddatawill not
bereadableby otherprograms,thatusersneedto identify themselves,thatsecurityeventswill be
audited,andthatthesystembeprotectedfrom tampering[2].

Linux

TheLinux securitymodelis superficiallysimilar to thatof WindowsNT: processeshaveauserID
(UID) thatspecifiestheir rights,andfilesystemobjectshaveanACL (otherobjects,e.g.processes,
canonly bemanipulatedby their owners).However, this is a very limited versionof anACL, and
only containsthreeentries:thepermissionsof theownerof theobject,thepermissionsof members
of theowner’s group,andthepermissionsof all others.Whena new filesystemobjectis created,
its default accessrightsaresetaccordingto theumask of thecreatingprocess.

To allow processesdifferentcapabilities,they canactuallyhave severalUIDs. The real UID
identifiesthe useron whosebehalf the processis running. The effective UID is usedfor access
control checks(seebelow). Linux, asopposedto othervariantsof the Unix system,alsohasa
filesystemUID which is usedfor filesystemaccesscontrol.Finally, thereis thesavedUID, which
is usedto supportswitchingpermissionson andoff.

UID 0 is a specialprivileged user(role) traditionally called “root” who can overrule most
securitychecksandis usedto administerthesystem.To allow somesplittingof theprivilegesheld
by root,POSIXhasdecreedthatprocesseshavethreesetsof capabilities:theeffective,inheritable,
andpermittedcapabilities.This wasaddedto Linux 2.2,but is not universallysupportedby other
Unix-likesystems[45].

QNX

As a POSIXcompliantoperatingsystem,theQNX securitymodelis verysimilar to Linux. How-
ever, it is consideredvery insecureby many developersin theQNX communitybecauseof thefact
that oncea user(or process)hasroot permissionson oneof the network machines,he hasroot
permissionsonall of thenetwork machines.
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2.4.2 Impersonation

In client-server systems,any client accessingthesystemthroughtheserver might have thesame
accessrights as the server, probablythe accessrights of the systemadministrator. Clearly, this
kind of accesscancausetrouble.Impersonationprovidesa meansof limiting thedegreeof access
to thatof theclient attemptingto accessthesystem.In clusters,this is neededwhenprocessesare
createdonbehalfof theuseron remotenodes.

In Windows,a threadcanimpersonateauserby receiving thatuser’saccesstoken.Theimper-
sonatingthreadthereafterenjoys theuser’s accessrights,andis preventedfrom accessingobjects
that arenot allowed for this user. Of particularinterestin a clusterenvironmentis the ability to
impersonatea client connectedto a namedpipe,providedtheclient hasgivenpermissionfor im-
personation.Thisgivesthethreadalmostall of theprivilegesandabilitiesof thatclient. However,
it can’t subsequentlyconnectto anothermachineastheclient,or createadditionalprocessesin the
nameof theclient [10].

In Linux andQNX, impersonationis doneby thesetuid() systemcall. Only processesrunning
with rootprivileges(e.g.daemons)cansettheir realUID to somechosenuser. Anotheralternative
is thatprogramsmayallow whoever runsthemto impersonatetheir ownerby having theset-UID
bit set in their permissions.Whensucha programis exec’d, the effective UID is copiedto the
savedUID, andtheeffective UID becomestheprogram’s owner’s UID. This allows theprogram
to accesstheowner’sfileson behalfof whoever is runningit.

Theproblemwith usingsetuid() is oneof authentication:how doesthedaemonknow thatthe
processrequestingit to run asa certainuseris trustworthy? Onesolutionis to uselow-numbered
port numbers,which are by convention reserved for systemprocesses,for the communication
amongdaemons.However, this is inapplicablewhenreceiving the initial requestfrom a remote
userprocess.Anotherapproachis to usea challengebasedon the file systemsecuritymecha-
nisms,wherebythedaemonchallengestherequestingprocessto readthecontentsof a file that is
accessibleonly to theclaimeduser[47].

Themajordrawbackin this solutionis thatit is NFSbased,andlimits theusageof thesystem
to NFSbasedconfigurations.A betteralternative is usinga securedauthenticationprotocolsuch
asMIT Kerberos.Windows 2000andalsosomerecentLinux distributionsimplementthe Ker-
berosv5 authenticationprotocol,which defineshow clientsinteractwith anetwork authentication
service.Clientsobtainticketsfrom theKerberosKey DistributionCenter(KDC), andthey present
theseticketsto serverswhenconnectionsareestablished.Kerberosticketsrepresentthe client’s
network credentials[3].

2.4.3 Security Auditing

Windows NT canrecorda rangeof event typesfrom a systemwideevent,suchasa userlogging
on, to an attemptby a particularuserto reada specificfile on an NTFS drive. Both successful
andunsuccessfulattemptsto performan actioncanberecorded.Whenan auditedeventoccurs,
anentry is addedto theWindows NT securitylog. Thesecuritylog is viewedby usingtheEvent
Viewer application. In the context of clusters,the most importanteventsare probablymaking
connectionsover thenetwork andindirectobjectaccess.

Themostcommon“audit” mechanismcurrentlyavailableon Linux andQNX is thesystem’s
logger (syslogd()). The logger enablesthe operatingsystemand applicationsto write logging
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informationto thesystem’s log accordingto their priority. It canbe configuredto automatically
log certainsecurityeventssuchasusersloggingin.

2.4.4 Protecting Accessto Cluster Nodes

In clusterenvironments,it maybenecessaryto preventusersfrom runningindependentprocesses
on theclusternodeswithoutsubmittingthemthroughtheclustermanagementsoftware.

In Linux and QNX accessto remotenodesis mediatedby a set of systemdaemons(rshd,
telnetd, etc.). Thesedaemonscanbe disabledin order to prevent remoteusersfrom using the
clustermachines.However, oncetheremotedaemonsaredisabled,thesystemadministratormight
alsonot be ableto remotelyadministratethe machines.In orderto handlethis issue,a terminal
server canbe used.Using the terminalserver, the administratorcanaccessthe clustermachines
remotelyusingthenetwork.

In Windowsrunningprocessesonaremotemachineis notastandardfeature.Specialdaemons
areneededto beinstalledfor this task.Sotheproblemof remoteaccessto themachinesis not so
relevantin aWindowsenvironment.

2.5 Collecting Inf ormation

Theprocessesinvolvedin managinga clustersystemoftenhave to collectvarioustypesof infor-
mation. Initially theconfigurationandcapabilitiesof eachnodemustbe identified,especiallyin
heterogeneousclustersin whichnodescanbeusedin adynamicfashion.It is oftenalsonecessary
to collectresourceusageinformationin orderto supportresourcemanagementfunctions.

Windows providesvarioussystemcalls thatcanbeusedto determinethesystem’s configura-
tion andresourceusage.ExamplesincludeGetSystemInfo() for globalsysteminformationsuchas
the numberof CPUs,the processorarchitecture,level, andrevision, andthe pagesize,GetDisk-
FreeSpace() andGetLogicalDriveStrings() for disk andlogical drivesinformation,andGetCom-
puterName() to getthecomputer’sname.

An alternative interfaceis theWindowsregistry. In fact,someof thehardwareconfigurationis
accessibleonly from theWindows registry. For example,theCPUrelatedinformation(including
CPUspeed,manufacturerandrevision) is in theregistry entryHKEY LOCAL MACHINE � HARD-
WARE � DESCRIPTION � System � CentralProcessor ��
 cpu number � [15].

Windows alsoprovidesa rich API for creatingandaccessingvariouscountersassociatedwith
systemeventsandperformancedata.Performancecounterscanbeusedfor monitoringsystemre-
sources,applicationbottlenecks,andprogramefficiency. Commonusesfor performancecounters
areto monitor how muchmemoryan applicationis using,how badly a computeris paging,and
how muchCPUtimeaprocessis taking.Suchcountersareusedby theWindowsNT Performance
Monitor tool (PerfMon)[7], whichcanlog thedata,sendalertmessagesto theWindowsNT event
log whena counterexceedsa presetbound,andeven run a programwhena countergoesover a
predefinedlimit.

Windows performancecountersdatais storedin the registry. Retrieving the datafrom the
registryandinterpretingit requiresregistry traversalswhich involvesseriousprogrammingefforts.
Thiscanbeeasedby PerformanceDataHelper(PDH) library [17, 7].
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Linux also providessystemcalls to accesssysteminformation. Examplesinclude sysinfo()
whichprovidesinformationaboutthesystemhardwareandsoftware(exceptCPUspeed),andvm-
stat() which providescurrentloadandactivity information. An alternative interfaceis theLinux
/proc filesystem.This is anillusionaryfilesystemthatdoesnot exist on a disk. Instead,thekernel
createsit in memoryasneeded.This providesan alternative interfacefor viewing kernel infor-
mation,by usingthe read() systemcall, insteadof a hostof otherspecializedsystemcalls. For
example,CPUinformationcanbereadfrom /proc/cpuinfo, andincludesmodel,speed,andother
informationfor eachinstalledCPU.Theps commandalsoreads/proc directly to get information
aboutthestateof thesystemandtherunningprocesses[22, 46]. Thedisadvantagesof using/proc
is that thedatais providedin textual form andhasto beparsed,whereasthesystemcallsprovide
it in predefinedstructs.

In QNX, resourceusageandsystemconfigurationinformationis mostlyavailablevia system
calls. Theimportantonesareqnx osstat(), qnx psinfo() andqnx info(). qnx osstat() returnsstatus
informationof aspecifiednode.Theinformationcontainsthenumberof processesreadyto execute
at eachpriority level and the averageprocessorload at eachpriority level. qnx info() provides
informationaboutthesystemconfiguration.

2.6 Time Measurementand Timers

In clustersystemsaccuratetime measurementsandtimer eventscanbeusefulfor job scheduling
andfor profiling applicationexecutiontimes.

Time measurementis doneby thefunctionsQueryPerformanceCounter(), gettimeofday(), and
clock gettime() in Windows, Linux, andQNX, respectively. Theresolutionof time measurement
dependson two things: what is specifiedin the API, and what is supportedin practice. Both
Linux andWindowscanmeasureshorttime intervalsdown to microsecondsresolution,andsingle
microseconddifferencesdo indeedoccurwhen time is measuredrepeatedly. In QNX the time
structure(timepec struct)supportsnanosecondsresolution,but thesystemactuallysupportsonly
millisecondresolution.In fact, theshortesttime interval thatcanbemeasuredis 10 milliseconds
by default. This occursdueto real-timeconsiderations.Thesystemusesa valuecalled“ticksize”
to determinethegranularityof all softwaresystemtimers.All time requestswill beroundedup to
thisgranularity. For example,if thetick sizeis 10milliseconds,a requestto wait for 1 millisecond
maywait for up to 10 milliseconds[34]. Decreasingthe ticksizevalueto theminimum valueof
0.5millisecondwill resultin bettertimemeasurementgranularity. However, changingtheticksize
valueis not recommendedbecauseit will affectall thetimersin thesystem,andmightdegradethe
overall systemperformance.

Systemtimerscanbeusedfor settingperiodiceventswhich canbeusedfor schedulingjobs.
In the Windows operatingsystem,“regular” timersareassociatedwith windows, andthuswith
interactiveapplications;they aresetwith theSetTimer() function. In addition,thereare“waitable”
timers,which arecreatedby CreateWaitableTimer() andsetwith SetWaitableTimer(). Theseare
synchronizationobjectswhosestateis setto signaledwhenthespecifiedduetime arrives. There
aretwo typesof waitabletimersthatcanbecreated:manual-resetandsynchronization.A timerof
eithertypecanalsobeaperiodictimer [3].

In Linux, thesystemprovideseachprocesswith threeinterval timers,eachdecrementingin a
distinct time domain.Whena timer expires,a signalis sentto theprocess,andthetimer (poten-
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tially) restarts.Timersaresetusingsetitimer(), with oneof thethreeflags:ITIMER REAL decre-
mentsin realtime,anddeliversSIGALRM uponexpiration;ITIMER VIRTUAL decrementsonly
whenthe processis executing,anddeliversSIGVTALRM uponexpiration; andITIMER PROF
decrementsboth when the processexecutesandwhen the systemis executingon behalfof the
process.Coupledwith ITIMER VIRTUAL, this timer is usuallyusedto profile thetime spentby
theapplicationin userandkernelspace.SIGPROF is delivereduponexpiration.

In QNX, two mechanismscan be usedfor setting timers. Standardtimers are createdby
timer create(), and their expiration time is set by timer settime(). In addition, it is possibleto
schedulehardwareinterruptsperiodicallyevery50millisecondsusingqnx hint attach().

3 PerformanceComparison

Performanceis oneof themostimportantfactorsthat influencethedecisionwhich operatingsys-
temshouldbeselectedfor clustersystemdevelopment.Thissectionpresentsaperformancecom-
parisonof Windows,Linux, andQNX, with anemphasisonperformancetopicsrelevantfor cluster
systemssoftwaresuchasprocesscontrolandnetworking.

3.1 Methodological Issues

In order to measureshort time intervals with high precision,a speciallibrary called the “Time
StampCounterslibrary” wasused.This library offersa tool for measuringtime without theover-
headof a systemcall. It usesa Pentiumop-codethat readsthe Pentium’s clock cyclescounter,
at userlevel [19]. A goodexamplefor the library’s addedvalueis QNX time measurements.In
QNX, only intervalsof 10,000microsecondscanbemeasuredby default. UsingtheTime Stamp
Counterslibrary, intervalsaslow as0.16microsecondscouldbeeasilymeasured.

The hardwareandsoftwareconfigurationdetailsof the machinesusedfor the measurements
aregivenin Table4.

The benchmarkswe usedfor our measurementsareavailableat URL www.cs.huji.ac.
il/˜feit/papers/benchmarks.ta r.gz .

3.2 ProcessLife Cycle

Someof thefundamentaltasksrequiredfromparallelsystemsarerunningparalleljobsandschedul-
ing paralleljobson theclusternodes.In this sectionwe try to measuretheoverheadinvolvedin
someof the basicprocesscontrol operations:processcreationandterminationandprocesssus-
pension/resumption.

In themeasurementspresentedbelow resultscanbedistortedby randomsystemevents(such
aslongcontext switches).Thesedistortionsaffect thestandarddeviationof theresults.Therefore,
in order to minimize the impactof theserandomevents,eachtestwasrun 5 timesand the test
which resultedin thesmalleststandarddeviation is presentedhere.
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hardware model IBM PC300GL
processor Intel PentiumIII 500MHz
memory 128MBRAM
harddisk 10GBIDE
network card Intel 82555100Base-TxPHY Pro/100

software Windowsversion NT Server4.0SP5
services Alerter, ComputerBrowser,

EventLog,Messager, NAV Alert,
LicenseLoggingService,Server,
NortonProgramScheduler,
Net Logon,NAV Autoprotect,
PlugandPlay, ProtectedStorage,
RPCLocator, RPCService,SOFF,
Spooler,TaskScheduler,workstation,
TCP/IPNetBIOSHelper

Linux version Linux 2.2.5-22
daemons amd,atd,crond,gpm,inet,keytable,

linuxconf,netfs,network, nfs,portmap,
random,sendmail,site,snmpd,sound,
syslog,xfs

QNX version QNX 4.25
daemons nameloc,syslog,portmap,inet,

Photon

Table4: Systemconfigurationsusedfor measurements.

3.2.1 ProcessCreationand Termination

Thisbenchmarktriesto measuretheoverheadinvolvedin processcreationandterminationin each
of thecomparedoperatingsystems.Pseudocodefor thisbenchmarkis asfollows:

for (50 iterations) 

measure time
create a process
wait for the process to die
measure time and save time interval�

calculate average time and standard deviation

Thefollowing systemcallswereusedfor processcreation:CreateProcess() in Windows,fork()
in Linux, andqnx spawn() in QNX. Thespawnedprocessis emptyandexits immediately. In order
to avoid inconsistentresultsdueto buffer cachehits/misses,onewarmupiterationwasusedfor
loadingtheexecutableinto thebuffer cache.

As thetimeto createaprocessalsodependsonthesizeof its data,weusedexecutablesranging
in sizefrom 2KB to 10MB. This wasachieved by usingstaticallocationandinitialization of an
array. In addition,wecheckedasecondversionin which theprocessstepsoncethroughthisarray
at 4KB increments,to ensurethatit is all pagedinto memory.
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Figure2: Processcreationandterminationtimes.

As shown in Fig. 2, Windows andLinux indeedcreateprocesseswith their memoryswapped
out,andonly performtherealallocationif it is accessed.QNX, ontheotherhand,alwaysallocates
thememoryat oncewhentheprocessis created,in orderto avoid pagingduringexecution.Com-
paringthesystems,we canseethatalthoughQNX is fasterfor executablesizesof up to 100KB,
from 1MB QNX becomesslower thanWindowsandLinux.

3.2.2 ProcessSuspensionand Resumption

Implementationsof gangschedulingonclusterstypically performtheir schedulingof paralleljobs
by suspendingall theprocesseswhichconstituteonejob andresumingall theprocessesof another
job. Thisbenchmarktriesto evaluatetheoverheadinvolvedin suspendingaprocessandresuming
another. Pseudocodefor this benchmarkis asfollows:

turn = 1
for (500 iterations) 


measure start time
if (turn == 1) 


suspend process A
resume process B
turn = 0�

else 

suspend process B
resume process A
turn = 1�

measure end time and save time interval�
calculate average time and standard deviation

Theresultswerethatsuspendingandresuminga processtakesa moderateamountof time on
all threesystems:about2 microsecondsin Linux, 3 microsecondsin Windows,and3.5in QNX.
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3.3 Networking

Networking performanceis one of the importantfactorsthat influencecomputingclustersper-
formanceanddistributedapplicationsin general.SinceTCP/IPis themostcommonnetworking
protocol,it wasselectedfor thenetworking performancecomparison.However, we alsocompare
theQNX native protocolperformance(FLEET protocol)againstQNX TCP/IPperformance,and
checkLinux andWindowsUDPperformance.

In orderto measureTCP/IPperformance,a standardnetwork performancebenchmarkcalled
“Netperf” wasused(www.netperf.org ). Netperfwasconfiguredto run a TCP streamtest.
The streamtest sendsa streamof TCP packets from onemachineto anotherandmeasuresthe
bandwidthfor varioussizepackets. Themeasurementsweredoneusingtwo identicalmachines.
Thecommunicationmediumwasa10MB/sswitchsharedbyotherusersduringthetest,or 10MB/s
and100MB/sdedicatedhubs.

Themajorconclusionsfrom thesetestswere(Fig. 3):

1. WhenusingWindowsNT andLinux outof thebox,WindowsoutperformsLinux on10MB/s
connectionsbut Linux outperformsWindowson 100MB/sconnections.

2. After manuallyfinding theoptimalbuffer sizesfor a givennetwork configurationandrun-
ningthetestusingthesebuffer sizes,theLinux bandwidthincreasedsignificantlyon10MB/s
connectionsandmatchedWindows. Both improvedsignificantlyfor 100MB/sconnections,
with Linux still outperformingWindows by a small margin. This agreeswith previously
publishedresultsfor 100MB/sconnectionsbetweenAlpha-basedmachines[29].

3. QNX doesnot requireany buffer sizemodifications.Its performanceis comparableto Linux
andWindows using10MB/sconnection.In 100MB/sconnection,theQNX performanceis
somewhatlower thanWindowsandLinux.

4. Whenusingoptimizedbuffer size,Linux achievesits peakbandwidthusingmessagesizes
smaller than Windows and QNX. For example: when using 10MB/s switch connections
Linux bandwidthstabilizesat 4 bytemessagesvs.16 bytemessagesin Windowsor 32 byte
messagesin QNX.

Repeatingthe measurementswith a UDP streamtest and 32K buffers led to the following
results.For Linux, thepeakperformancewasslightly higherthanfor TCP, but this wasachieved
only for largemessagesof 512bytesor more.WindowsNT achievedsimilar resultsfor messages
of 2KB andhigher. However, it sufferedfrom significantsysteminstability for smallermessages,
leadingto automaticrebootsandnetwork connectionfailures.

FLEET is QSSL’s fault tolerant,loadbalancingLAN protocolbuilt into QNX. It allows mes-
sagepassingbetweenprocesseson separatenodesandsupportsmultiple LAN cardsconnectedto
multipleLANs. Usingmultiplenetworksin thiswaycanincreasebandwidthandprovidefault tol-
erance.If acableor network cardin onenetwork fails,FLEETautomaticallyreroutesdatathrough
anothernetwork. Thishappenson thefly, without involving applicationsoftware[25].

As shown in Figure4, QNX FLEET protocolmaximumbandwidthis approximatelythesame
asTCP/IPbandwidth. The differenceis that TCP/IPprotocol reachesit’ s maximumbandwidth
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TCP/IP Stream Bandwidth Using 10MB Hub
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TCP/IP Stream Bandwidth Using 100MB Hub
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Figure 3: Bandwidthfor TCP/IP streamusing Netperf benchmark(10MB/s and 100MB/s hub
connections).

alreadyat64bytemessagesasopposedto FLEETwhichreachesits maximumbandwidthonly for
8192bytemessages(Fig. 4).

3.4 SystemOverheads

Theoperatingsystemhasvariousoverheadsthat,while not very significanton a desktop,become
amplifiedin a clusterwith dozensof nodes.Theseincludethebootandshutdown times,andthe
memoryfootprint. Themeasurementsweremadeusingtwo modes:windows mode(X in Linux,
Photonin QNX, andregularWindows NT mode),andconsolemodewhereavailable(Linux and
QNX). Resultsaresummarizedin Fig. 5.
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QNX Fleet Protocol vs. TCP/IP Protocol
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Figure4: QNX FLEET protocolvs.TCP/IPprotocol.
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Figure5: Boot time,shutdown time,andmemoryfootprint.

Thebootprocessesis consideredasfinishedwhentheoperatingsystemis readyto log-in users.
QNX is thefastestOperatingsystembothto bootandto shutdown. Thisis dueto thefactthatQNX
is the lightestOperatingsystemin termsof memoryfootprint. Also, it doesnot usea swap file
thathasto beflushedto disk oncetheoperatingsystemis beingshutdown. Windows boot time
is fasterthanLinux boottime evenwhenLinux is run in consolemode.On theotherhand,Linux
shutdown processis fasterthanWindows in bothconfigurations.

4 Easeof Use

In this sectionwe try to evaluatetheeaseof useof thecomparedoperatingsystems.Evaluating
operatingsystemseaseof useis not easy, and thereforeit discussedin a broadsense.Metrics
for evaluationof operatingsystem’s easeof useinclude API calls count, documentation,Web
resourcescount,andeaseof administration.
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system kernelcalls higherAPI
WindowsNT 1049(ntdll.dll) 1940(Win32)
Linux 190
QNX 21 338(kernel+Posix)

Table 5: API calls count. (Linux systemcalls from /usr/include/bits/syscall.h.QNX systemcalls from
/usr/include/sys/kernel.h. Windows systemcalls retrieved using dumpbin/exports ntdll.dll. Win32 API functions
countfrom list in theMSDN library.)

4.1 API Calls Count

Oneof thesignificantfactorsthat influencesa programmer’s learningcurve is thenumberof API
functionsneededfor implementinga specifiedprogrammingtask. In someof the operatingsys-
tems,the kernelAPI (systemcalls) is enoughfor developingparallelsystems.In othersthe de-
velopmentshouldbedoneusingahigherAPI. Countingthenumberof functionssupportedby the
lowestusableAPI canbeusedasametricfor measuringtheeaseof development.Fewer functions
to learncanbeconsideredbetter.

In Linux, systemcalls are basicallyenoughfor developing computingclusters. As shown
in Table5, Linux providesthe smallestnumberof of functionsneededto be learnedin orderto
developparallelsystems(190calls). In Windows, thekernelsystemcallsareundocumentedand
thereforecannotbeusedfor development.Windows exposestheWin32 subsystemAPI which is
built ontopof thekernelAPI. In fact,Win32is thelowestAPI level thatcanbeusedfor developing
applications.QNX asamicrokerneloperatingsystemexposesonly 21 kernelfunctions(seeTable
5), therestof thefunctionsareimplementedasseparatelibraries(POSIX,WATCOM andANSI).

Whentrying to understandthe varianceof the API calls count,we needto take into account
thedifferentfunctionalitysupportedby theAPI. It is obviousthatWin32 offersby far thelargest
numberof servicesto the developerwhich canexplain the large numberof API calls. The flip
sideof this argumentis thatWindows is muchmorecomplex, andthereforemoresusceptibleto
performanceand reliability problems. For clusters,a large part of this complexity — e.g. the
supportof graphicalinterfaces— is unwarranted.

4.2 Standard Documentation

An importantfactor that influencesthe easeof developmentis the standarddocumentationpro-
videdwith theoperatingsystem.Gooddocumentationis essentialfor effective softwaredevelop-
ment,especiallyfor the non-expert developers,andshouldincludeeverythingfrom the simplest
commandsup to detailedtechnicalarticlesincludingcodesamples.Anotherparameterfor good
documentationis thetime it takesto find it.

The mostcomprehensive resourcefor Windows developmentdocumentationis MSDN (Mi-
crosoftDeveloper’s Network). It is availablebothon a Website(msdn.microsoft.com ) and
on a CD asa part of the Microsoft developmentenvironmentdistribution (Visual Studio). The
MSDN Library containsmorethana gigabyteof technicalprogramminginformation, including
codesamples,documentation,technicalarticlesand the Microsoft DeveloperKnowledgeBase.
Whentrying to comparethequantityandquality of Windows documentationto Linux andQNX
documentation,Windows is clearlysuperior. TheMSDN containsa hugenumberof articlesand
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Figure6: Resultsof Web searchregardingthe threeoperatingsystems.(Newsgroupsretrieved from
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codesamples.
Linux hastwo mainsourcesfor standarddocumentation:thatprovidedwith the distribution,

andtheLinux documentationproject.Documentationin thedistribution includeskernelwhitepa-
pers,manpages,andvariousothermiscellaneousdocumentation(howto, FAQs,tutorials,installed
softwaredocumentation).In addition,thedistribution includesthesourcecodeitself, which is the
ultimatereferencewhentrying to figureout intricatedetailsof thesystem’sbehavior.

TheLinux DocumentationProject(LDP) (www.linuxdoc.org ) is working on developing
free,highqualitydocumentationfor theGNU/Linuxoperatingsystem.Theoverallgoalof theLDP
is to createacanonicalsetof documentation.Beingonline(anddownloadable),thedocumentation
canbe frequentlyupdatedin orderto stayon top of the many changesin the Linux world. The
effort is collaborativewith minimal centralorganization,just like thedevelopmentof Linux itself.
Recently, someof theLinux distributionshavestartedproviding theLDP documentationCD along
with theoperatingsysteminstallationCD.

In general,thevolumeof QNX documentationis very low relative to theothertwo systems.It
includestheQNX Helpviewerapplicationfor thedisplayof onlinehelp,manpages,andmanuals,
whitepapers,anddatasheetslocatedin theQSSLsite(www.qnx.com/literature/ ).

4.3 WebResourcesAvailability

Apart from the“official” resourcesavailablefor eachsystem,developmentcanbenefitfrom help
from theon-linecommunity. To getsomenotionof what resourcesof this typeareavailable,we
tabulatesearchenginehits,newsgroupactivity, andbooks(Fig. 6).

Searchenginescanbevery usefulwhenlooking for documentation,technicalarticles,online
books,andsourcecodesamples.We checked the numberof hits when looking for “Windows
NT”+”W indows 2000”, “Linux”, and “QNX” keywords in popularsearchengines. More hits
impliesmoreresourcesanda shortertime until therequiredinformationis found. We foundthat
Windows andLinux numberof hits is comparable,andin somecases(e.g.AltaVista) therewas
evenasignificantadvantagefor Linux. QNX hit counts,on theotherhand,arerelatively low.

Newsgroupscanbeconsideredasapowerful tool for findinginformationandsolvingproblems
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using the Internetcommunity. Finding newsgroupsrelevant to a specifictopic is easierwhena
largenumberof newsgroupsis available.Windowshasalmosttwice thenumberof newsgroupsas
Linux. QNX hasonly six newsgroups.Similar differencesareobservedregardingthevolumeof
messagesin thesenewsgroups.

BooksaboutOperatingsystemsandrelatedsoftwareareanotherimportantresourcefor users,
especiallyfor the non-advanceduserswho wish to studymoreaboutthe system.Sincethe vast
majority of the literatureis availablealsoin on-linebookshops,runningqueriesin theWebsites
of theseshopscanbe usedto measurethe amountof literatureavailable. The numberof books
aboutWindows is significantlyhigherthanaboutLinux in all of the book shopschecked. QNX
literatureis poorby any standard.

4.4 SourceCodeAvailability and Extensibility

As mentionedabove, an importantbenefitof operatingsystemsourcecodeavailability is that it
canbeusedto gainabetterunderstandingof theoperatingsysteminternalsandbehavior. But even
moreimportantis theoptionof modifying theoperatingsystem.For example,theMosix system
providesa loadbalancingcapabilityamongthenodesof a cluster, basedon a processmigration
facility [8]. This is implementedwithin thekernelof thebasesystem,which is Linux. Likewise,
the initial developmentof Beowulf hingedon kernelmodificationsthat allowed severalphysical
networksto beusedasa singlelogical network — a techniqueknown as“channelbonding” [38]
(althoughlateravailability of fasternetworksreducedits importance).

In Linux, all thesourcecodeis availableunderthetermsof theGNU GeneralPublicLicense.
Both Windows andQNX arecommercialoperatingsystemsandtheir sourcecodeis unavailable
for thepublic. However, Microsoft is cooperatingwith academicresearchandhassharedWindows
sourcecodewith a few researchinstitutes.

A separateissueis extendingthekernelwith addedfunctionality. Linux allowskernelmodules,
includingdrivers,to beloadedandunloadedwhile thesystemis operational[16]. This obviously
hassignificantadvantagesin a server thatstrivesfor continuousavailability, but alsoin a cluster
servingmultiple parallel applications. In Windows, every suchmodificationrequiresa reboot
to take effect. However, thesemodificationstypically occuronly during setup,andnot during
production.

4.5 SoftwareAvailability

A separateissueis the ability of softwarethat works with the differentsystems.Two important
typesof softwarearedevicedriversandparallelprogrammingenvironments,includingapplication
librariesandclustermanagementsoftware.

Dueto thedominantmarket shareenjoyedby Windows,nearlyall devicemanufacturerswrite
devicedriversfor Windows. In addition,theMicrosoft DeviceDriversDevelopmentToolkit eases
the developmentof new drivers by providing varioustemplates[4]. Device drivers for Linux
are lessplentiful, but drivers for popularhardware can often be found on the Interneteven if
they werenot providedby thehardwaremanufacturer, andextensivedocumentationto helpin the
developmentof driversis available[36]. QNX hasveryfew devicedriversavailablebycomparison.
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Librariesthatareimportantfor high-performanceclustercomputingincludeMPI for message
passingandScaLAPACK for linearalgebra.Themostcommonimplementationof MPI is MPICH,
which is availablefor both Unix andWindows platforms(www-unix.mcs.anl.gov/mpi/
mpich/ ). As MPICH hasa versionthatrunsover TCP/IP, it canbeportedto QNX aswell with
relativeease.ScaLAPACK is writtenaboveMPI, soany machinethatsupportsMPI automatically
supportsScaLAPACK as well (www.netlib.org/scalapack/ ). Other, more specialized
libraries,may be expectedto be availablefor Unix systemsandprobablyalsofor Windows, but
maybenot for QNX.

Popularclustercontrol systemsinclude Platform Computing’s LSF (Load SharingFacility,
www.platform.com/platform/pla tform .nsf /webp age/ LSF?OpenDocument ),Varid-
ian’sPBS(PortableBatchSystem,www.pbspro.com/ ), Codine,andtheMaui Scheduler(which
providespolicy decisionsmorethanactualcontrol over processes;seesupercluster.org/
[26]). Theseweretypically developedonUnix systems,andareall availablefor Linux. Somehave
alsobeenportedto Windows (e.g.LSF), andtherearealsosomenon-commercialresearchenvi-
ronmentsthatuseWindows. However, Unix (andespeciallyLinux) remainsthedominantplatform
for which clustermanagementsystemsaredeveloped.As far aswe know, they arenot available
on QNX, but a port to QNX shouldbepossibledueto QNX’ssupportof POSIX.

4.6 Administration

Windows NT usesadministrationtools basedon graphicaluser interfaces. This hasthe well-
known advantagesof beingableto provide hints, context-sensitive help,andcertainconsistency
checks. Windows 2000, on the other hand,also provides command-linecapabilitiesfor many
administrative tools. In Unix (including Linux andQNX) mostof the tools usedto managethe
systemarecommand-linebased,althoughsometoolsalsohavegraphicalinterfaces[13].

In thecontext of clusterscommand-lineinterfacesaremorerobustin thesensethatit is usually
possibleto accessaremotemachineviasometext terminal,butnotalwaysviaagraphicalinterface.
Also, text-basedprogramsareeasierto automatesoadministratorscanmake thesamechangeson
several machinesusinga singlescript. Unix comeswith variousscriptingfacilities suchasthe
shellandPerl.Windowsdoesnot. Moreover, Unix usestextual configurationfiles thatareeasyto
edit andreproduce,whereasWindows registry usesa proprietarybinary format that is createdby
thesystem.It canbecopieden-masse,but not manipulated.

Oneof themostattractive featuresof Unix is theability to controlmachinesremotely. Since
Linux andQNX comewith a telnetdaemonbuilt in, administratorscantelnetvirtually any ma-
chinerunningthetelnetdaemon,regardlessof operatingsystem,to do all administrative tasks.To
remotelyadministera Windows server, you mustpurchasea separateapplicationto allow remote
control. Two of the mostpopularremoteadministrationproductsfor this arePC Anywhereby
SymantecandSMS(SystemsManagementSolution)from Microsoft. Usingcommercialadminis-
trationtoolscanbecomecostlybecauseyoumustpurchaseacopy for theserver to actasthehost,
andacopy for eachcomputerthatneedsto remotelycontroltheserver. VNC from AT&T Research
isalsoanexcellentproduct,whichisavailablefor free(www.uk.research.att.com/vnc/ ).
It allowsdesktopsto beviewedacrossdifferentplatforms,includingWindowsandUnix.
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5 Conclusions

Ourcomparisonof WindowsNT, Linux, andQNX asthebasisfor building clustersystemsuncov-
ereda hostof differencesamongthesesystems,but no clearwinner. Eachsystemsupportssome
importantfeaturesthatdonotexist in theothers.For example,WindowsNT cancreatesuspended
processes,whichLinux cannot,andhasbettersupportfor impersonation.Linux, ontheotherhand,
caneasilysuspenda process,andsupportsdisk quotas.While thelack of suchfeaturescancause
headaches,they aretypically not show-stoppers.

Likewise,contraryto thecommonbelief thatLinux outperformsWindows,andtheexpectation
thatQNX would outperformboth,we foundno clear-cut advantagefor onesystemover theother.
This agreeswith the resultsof LancasterandTakeda,which indicatethat the compiler is more
importantthanthebasesystemin termsof performance[29].

Thusit seemswe cansaythatall threesystemsprovide similar supportfor theconstructionof
clusters.We verifiedthis claim by implementinga reducedversionof ParPar on all threeof them,
using the samebasicarchitecture. Overall, the implementationare rathersimilar and required
commensurateeffort. In fact, they were so similar that we decidedit was pointlessto try and
measurethedifferencesbetweenthemin termsof codecomplexity or othersoftwaremetrics.

While ourresultsindicatethatthesystemsaresimilar in-the-large,it maybethatthedifferences
areamplifiedin certainniches.For example,familiarity with Unix may tip the scalein favor of
Linux for scientific computing,whereasthe availability of commercialsoftware or drivers can
promoteWindows for otherapplications. In fact, our findingsindicatethat suchconsiderations
shouldindeeddominatethechoiceof which basesystemto use.

A somewhat indirect metric that neverthelessprovides important insights is the numberof
clusterinstallationsthatactuallyusethedifferentsystems.This canbecheckedusingtheclusters
sub-listof theTop500project(clusters.top500.org/ ). Of the top 100clusterslisted,88
arebasedon Linux, andanadditional7 on othervariantsof Unix. Only 2 arebasedon Windows
NT. Nonearebasedon QNX. Granted,this datais incomplete,andit maybea resultof historical
preferenceratherthantechnicalmerit alone,but thedisparityis verystriking.

Of course,thecomparisondonein this researchcouldbeextendedto othertopics.Thebench-
markswrittencouldbeimproved,andnew onescanbewritten for comparingothertopics.Oneof
themostimportantaspectswhich wasnot coveredin this researchwasoperatingsystemstability.
Determininghow stabletheoperatingsystemis for a long periodof time underdifferenttypesof
loadis notaneasytaskandcanbeusedasasubjectfor anindependentresearch.Alternatively, it is
possibleto try andgleansomeinformationfrom othercomparisons,especiallybetweenWindows
NT andLinux [27, 31, 14]. However, it shouldbe rememberedthat suchcomparisons— espe-
cially thosepublishedby companiesthathave an interestin the results— maybe taintedby the
factthatthey havehugeeconomicimplications.In addition,they focusontheservermarketwhich
is only partly relevant to high-performancecomputingclusters.Finally, it shouldberemembered
that theoperatingsystemis just oneplayerin creatinga usablecluster. Applicationdevelopment
toolsarealsovery important.Thusthereis reasonto survey theparallelapplicationdevelopment
environmentsthatareavailablefor eachof thesystems.
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