Comments on Tango Electronic Commerce

1) Merchant could initialize Tango Session establishing a room (in Tango2 parlance) labeled by a hash on merchant/order ID.

2) Merchant generates a Tango download page, which includes at a minimum following data:

a) Order ID

b) Merchant certification

c) dollar amount

2) Client downloads a signed Tango applet, which includes either a fixed or dynamic public key (session dependent based on room label hash). This public key would be different from one used to sign applet

3) Client generates a random secret key after download, encrypts with the Tango public key given in 2) and Sends to Tango

4) Tango decrypts secret and now we have an encrypted session established which is dynamically generated. It does not involve a client public key

a) 5) Client sends Tango credit card type and number. AC is added to session and Tango links to AC customer information including desired authentication. This can be

b) Card number and expiration date (Current Shop)

c) Card number and expiration date plus password (as in ATM). This seems convenient for homes with shared machine between family members

d) Card number and expiration date plus client public key (as in SET). A) and b) are readily transportable between different machines at different locations. As public/private keys are too long to remember, c) is not transportable until we get everything on "smart cards"

6) Tango adds any necessary chat rooms (rarely necessary) and returns authorization number to client and merchant. Chat rooms can be at any 2 or 3 of client merchant or AC

7) Tango2 has essentially functionality to implement above but unlikely to be efficient enough as limited services needed implies we can develop optimized system to handle lots of sessions at AC or merchant using if necessary parallel servers. Note participants at merchant and AC are usually just computers and no humans are necessary

8) What does this system offer. As authorization removed from Merchant, it is much easier to customize and allows both more safety and more flexibility. (See three possible mechanisms above which include both SET and current shop approach). We can certainly access any customer information on file at AC and so either check things like mailing address or as a courtesy, fill these fields on Merchant form from the AC data banks. All events can be logged in a database. All data can be automatically transferred from Merchant form to Tango download page and from data returned to client by Tango from AC to final confirmation to Merchant.

9) We can use applets that look like phones but I see no reason to use telephones to transmit sensitive data. Tango has totally unbreakable encryption by this stage of authorization. All material should go via internet and will be much safer than todays systems.

