Current Status of the HTTPSrinivas PolisettyDept. of Computer & Information SciencesSyracuse University1. IntroductionThe Hypertext Transfer Protocol (HTTP) is an application-level protocol for distributed,collaborative, hypermedia information systems. HTTP has been in use by the World-Wide Web globalinformation initiative since 1990. The first version of HTTP, referred to as HTTP/0.9, was a simpleprotocol for raw data transfer across the Internet. HTTP/1.0, as defined by RFC xxxx [6], improved theprotocol by allowing messages to be in the format of MIME-like entities, containing metainformationabout the data transferred and modifiers on the request/response semantics. However, HTTP/1.0 does notsufficiently take into consideration the effect of hierarchical proxies and caching, the desire for persistentconnections and virtual hosts, and a number of other details that slipped through the cracks of existingimplementations. In addition, the proliferation of incompletely - implemented applications callingthemselves "HTTP/1.0" has necessitated a protocol version change in order for two communicatingapplications to determine each other’s true capabilities.Practical information systems require more functionality than simple retrieval, including search, front-endupdate, and annotation. HTTP allows an open-ended set of methods to be used to indicate the purpose of arequest. It builds on the discipline of reference provided by the Uniform Resource Identifier (URI) [3], as alocation (URL) [4] or name (URN) [20], for indicating the resource on which a method is to be applied.Messages are passed in a format similar to that used by Internet Mail [9] and the Multipurpose Internet MailExtensions (MIME) [7].HTTP is also used as a generic protocol for communication between user agents and proxies/gateways toother Internet protocols, such as SMTP [16], NNTP [13], FTP [18], Gopher [2], and WAIS [10], allowingbasic hypermedia access to resources available from diverse applications and simplifying theimplementation of user agents.This report is the result of a comprehensive study of the the current status of the HTTP protocol, takinginto consideration, the emerging protocols like HTTP-NG and S-HTTP also. The current status of HTTP-NG (Hypertext Transfer Protocol-Next Generation) is only embryonic. HTTP-NG is designed to be areplacement for HTTP/1.0 offering much higher performance and adding some extra features needed for usein commercial applications. The protocol is designed to make it easy to implement the basic functionalityneeded for a simple browser whilst making the addition of more powerful features such as security andauthentication much simpler than it is for HTTP. The best transition strategy for moving from HTTP/1.0to HTTP-NG is through the use of intermediate proxy servers. This allows the existing base of servers andclients to continues operating as they are now, whilst still taking advantage of much of the performanceenhancements in the new protocol. These implementations of the HTTP-NG are adopted to some extent inthe current HTTP/1.1. Also the evolution of the S-HTTP (Secure-HTTP) protocol forms an integral part ofthe current HTTP/1.1. Though both the HTTP-NG, and S-HTTP are in their early stages, they have alreadyhad a substantial affect on the current HTTP. The current study takes into consideration the various effortsof the different working groups assigned for the task of improving the HTTP protocol. These workinggroups include the ones on HTTP-NG, S-HTTP, HTTP-WG and others.

An implementation is not compliant if it fails to satisfy one or more of the must requirements for theprotocols it implements. An implementation that satisfies all the must and all the should requirements forits protocols is said to be "unconditionally compliant"; one that satisfies all the must requirements but notall the should requirements for its protocols is said to be "conditionally compliant". The study shows thatthe protocol developed eventually, is backwards-compatible with HTTP/1.0, but includes more stringentrequirements in order to ensure reliable implementation of its features.2. HTTP Operation2.1. Terminology This study uses a number of terms to refer to the roles played by participants in, and objects of, theHTTP communication.Connection - A transport layer virtual circuit established between two application programs for the purposeof communication.Message - The basic unit of HTTP communication, consisting of a structured sequence of octets matchingthe syntax defined in Section 4 and transmitted via the connection.Request - An HTTP request message.Response - An HTTP response message.Resource - A network data object or service which can be identified by a URI.Entity - A particular representation or rendition of a data resource, or reply from a service resource, thatmay be enclosed within a request or response message. An entity consists of metainformation in the formof entity headers and content in the form of an entity body.Client - An application program that establishes connections for the purpose of sending requests.User-Agent - The client which initiates a request. These are often browsers, editors, spiders (web-traversingrobots), or other end user tools.Server - An application program that accepts connections in order to service requests by sending backresponses.Origin-Server - The server on which a given resource resides or is to be created.Proxy - An intermediary program which acts as both a server and a client for the purpose of makingrequests on behalf of other clients. Requests are serviced internally or by passing them, with possibletranslation, on to other servers. A proxy must interpret and, if necessary, rewrite a request message beforeforwarding it. Proxies are often used as client-side portals through network firewalls and as helperapplications for handling requests via protocols not implemented by the user agent.Gateway - A server which acts as an intermediary for some other server. Unlike a proxy, a gateway receivesrequests as if it were the origin server for the requested resource; the requesting client may not be aware that it is communicating with a gateway. Gateways are often used as server-side portals through networkfirewalls and as protocol translators for access to resources stored on non-HTTP systems.Tunnel - A tunnel is an intermediary program which is acting as a blind relay between two connections.Once active, a tunnel is not considered a party to the HTTP communication, though the tunnel may havebeen initiated by an HTTP request. The tunnel ceases to exist when both ends of the relayed connections areclosed. Tunnels are used when a portal is necessary and the intermediary cannot, or should not, interpret therelayed communication.Cache - A program’s local store of response messages and the subsystem that controls its message storage,retrieval, and deletion. A cache stores cachable responses in order to reduce the response time and networkbandwidth consumption on future, equivalent requests. Any client or server may include a cache, though acache cannot be used by a server while it is acting as a tunnel.Any given program may be capable of being both a client and a server; our use of these terms refers only tothe role being performed by the program for a particular connection, rather than to the program’s capabilitiesin general. Likewise, any server may act as an origin server, proxy, gateway, or tunnel, switching behaviorbased on the nature of each request.2.2. Overall OperationThe HTTP protocol is based on a request/response paradigm. A client establishes a connection with a serverand sends a request to the server in the form of a request method, URI, and protocol version, followed by aMIME-like message containing request modifiers, client information, and possible body content. The serverresponds with a status line, including the message’s protocol version and a success or error code, followedby a MIME-like message containing server information, entity metainformation, and possible body content.Most HTTP communication is initiated by a user agent and consists of a request to be applied to a resourceon some origin server. In the simplest case, this may be accomplished via a single connection (v) betweenthe user agent (UA) and the origin server (O).A more complicated situation occurs when one or more intermediaries are present in the request/responsechain. There are three common forms of intermediary: proxy, gateway, and tunnel. A proxy is a forwardingagent, receiving requests for a URI in its absolute form, rewriting all or parts of the message, andforwarding the reformatted request toward the server identified by the URI. A gateway is a receiving agent,acting as a layer above some other server(s) and, if necessary, translating the requests to the underlyingserver’s protocol. A tunnel acts as a relay point between two connections without changing the messages;tunnels are used when the communication needs to pass through an intermediary (such as a firewall) evenwhen the intermediary cannot understand the contents of the messages. Request chain --------------------------------------------> UA -----v----- A -----v----- B -----v----- C -----v----- O <------------------------------------------- Response chainThe figure above shows three intermediaries (A, B, and C) between the user agent and origin server. Arequest or response message that travels the whole chain must pass through four separate connections. Thisdistinction is important because some HTTP communication options may apply only to the connectionwith the nearest, non-tunnel neighbor, only to the end-points of the chain, or to all connections along thechain. Although the diagram is linear, each participant may be engaged in multiple, simultaneouscommunications. For example, B may be receiving requests from many clients other than A, and/orforwarding requests to servers other than C, at the same time that it is handling A’s request.

Any party to the communication which is not acting as a tunnel may employ an internal cache for handlingrequests. The effect of a cache is that the request/response chain is shortened if one of the participants alongthe chain has a cached response applicable to that request. The following illustrates the resulting chain if Bhas a cached copy of an earlier response from O (via C) for a request which has not been cached by UA orA. Request chain ----------> UA -----v----- A -----v----- B - - - - - - C - - - - - - O <--------- Response chainNot all responses are cachable, and some requests may contain modifiers which place special requirementson cache behavior. HTTP requirements for cache behavior and cachable responses are defined later sections.On the Internet, HTTP communication generally takes place over TCP/IP connections. The default port isTCP 80 [19], but other ports can be used. This does not preclude HTTP from being implemented on top ofany other protocol on the Internet, or on other networks. HTTP only presumes a reliable transport; anyprotocol that provides such guarantees can be used, and the mapping of the proposed HTTP request andresponse structures onto the transport data units of the protocol in question is outside the scope of thisspecification.For most implementations, each connection is established by the client prior to the request and closed bythe server after sending the response. However, this is not a feature of the protocol and is not required bythis specification. Both clients and servers must be capable of handling cases where either party closes theconnection prematurely, due to user action, automated time-out, or program failure. In any case, the closingof the connection by either or both parties always terminates the current request, regardless of its status.3. Notational Conventions and Generic Grammar3.1. Augmented BNFAll of the mechanisms specified in this document are described in prose and an augmented Backus-NaurForm (BNF) similar to that used by RFC 822 [9]. Implementors will need to be familiar with the notationin order to understand this specification. The augmented BNF includes the following constructs: name = definition The name of a rule is simply the name itself (without any enclosing "<" and ">") and is separatedfrom its definition by the equal character "=". Whitespace is only significant in that indentation ofcontinuation lines is used to indicate a rule definition that spans more than one line. Certain basic rules arein uppercase, such as SP, LWS, HT, CRLF, DIGIT, ALPHA, etc. Angle brackets are used withindefinitions whenever their presence will facilitate discerning the use of rule names. "literal" Quotation marks surround literal text. Unless stated otherwise, the text is case-insensitive. rule1 | rule2 Elements separated by a bar ("I") are alternatives, e.g., "yes | no" will accept yes or no. (rule1 rule2)

Elements enclosed in parentheses are treated as a single element. Thus, "(elem (foo | bar) elem)" allowsthe token sequences "elem foo elem" and "elem bar elem". *rule The character "*" preceding an element indicates repetition. The full form is "<n>*<m>element"indicating at least <n> and at most <m> occurrences of element. Default values are 0 and infinity so that"*(element)" allows any number, including zero; "1*element" requires at least one; and "1*2element" allowsone or two. [rule] Square brackets enclose optional elements; "[foo bar]" is equivalent to "*1(foo bar)". N rule Specific repetition: "<n>(element)" is equivalent to "<n>*<n>(element)"; that is, exactly <n>occurrences of (element). Thus 2DIGIT is a 2-digit number, and 3ALPHA is a string of three alphabeticcharacters. #rule A construct "#" is defined, similar to "*", for defining lists of elements. The full form is"<n>#<m>element" indicating at least <n> and at most <m> elements, each separated by one or morecommas (",") and optional linear whitespace (LWS). This makes the usual form of lists very easy; a rulesuch as "( *LWS element *( *LWS "," *LWS element ))" can be shown as "1#element". Wherever thisconstruct is used, null elements are allowed, but do not contribute to the count of elements present. That is,"(element), , (element)" is permitted, but counts as only two elements. Therefore, where at least oneelement is required, at least one non-null element must be present. Default values are 0 and infinity so that"#(element)" allows any number, including zero; "1#element" requires at least one; and "1#2element" allowsone or two. ; comment A semi-colon, set off some distance to the right of rule text, starts a comment that continues to theend of line. This is a simple way of including useful notes in parallel with the specifications. implied *LWS The grammar described by this specification is word-based. Except where noted otherwise, linearwhitespace (LWS) can be included between any two adjacent words (token or quoted-string), and betweenadjacent tokens and delimiters (tspecials), without changing the interpretation of a field. At least onedelimiter (tspecials) must exist between any two tokens, since they would otherwise be interpreted as asingle token. However, applications should attempt to follow "common form" when generating HTTPconstructs, since there exist some implementations that fail to accept anything beyond the common forms.3.2. Basic RulesThe following rules are used throughout this specification to describe basic parsing constructs. The US-ASCII coded character set is defined by [21]. OCTET = <any 8-bit sequence of data> CHAR = <any US-ASCII character (octets 0 - 127)> UPALPHA = <any US-ASCII uppercase letter "A".."Z">

LOALPHA = <any US-ASCII lowercase letter "a".."z"> ALPHA = UPALPHA | LOALPHA DIGIT = <any US-ASCII digit "0".."9"> CTL = <any US-ASCII control character (octets 0 - 31) and DEL (127)> CR = <US-ASCII CR, carriage return (13)> LF = <US-ASCII LF, linefeed (10)> SP = <US-ASCII SP, space (32)> HT = <US-ASCII HT, horizontal-tab (9)> <"> = <US-ASCII double-quote mark (34)>The new HTTP defines the octet sequence CR LF as the end-of-line marker for all protocol elements exceptthe Entity. The end-of-line marker within an Entity-Body is defined by its associated media type, asdescribed later. CRLF = CR LFHTTP/1.1 headers can be folded onto multiple lines if the continuation line begins with a space orhorizontal tab. All linear whitespace, including folding, has the same semantics as SP. LWS = [CRLF] 1*( SP | HT )The TEXT rule is only used for descriptive field contents and values that are not intended to be interpretedby the message parser. Words of *TEXT may contain octets from character sets other than US-ASCII onlywhen encoded according to the rules of RFC 1522 [14]. TEXT = <any OCTET except CTLs, but including LWS>Recipients of header field TEXT containing octets outside the US-ASCII character set range may assumethat they represent ISO-8859-1 characters if there is no other encoding indicated by an RFC 1522mechanism.Hexadecimal numeric characters are used in several protocol elements. HEX = "A" | "B" | "C" | "D" | "E" | "F" | "a" | "b" | "c" | "d" | "e" | "f" | DIGITMany HTTP/1.1 header field values consist of words separated by LWS or special characters. These specialcharacters must be in a quoted string to be used within a parameter value. word = token | quoted-string token = 1*<any CHAR except CTLs or tspecials> tspecials = "(" | ")" | "<" | ">" | "@" | "," | ";" | ":" | "\" | <"> | "/" | "[" | "]" | "?" | "=" | "{" | "}" | SP | HTComments can be included in some HTTP header fields by surrounding the comment text with parentheses.Comments are only allowed in fields containing "comment" as part of their field value definition. In allother fields, parentheses are considered part of the field value.

comment = "(" *( ctext | comment ) ")" ctext = <any TEXT excluding "(" and ")">A string of text is parsed as a single word if it is quoted using double-quote marks. quoted-string = ( <"> *(qdtext) <"> ) qdtext = <any CHAR except <"> and CTLs, but including LWS>The backslash character ("\") may be used as a single-character quoting mechanism only within quoted-stringand comment constructs. quoted-pair = "\" CHARBraces are used to delimit an attribute-value bag, which may consist of a set, list, or recursively definedtokens and quoted strings. The bag semantics are defined by its context and the bag name, which may be aUniform Resource Identifier (Section 3.2) in some fields. bag = "{" bagname 1*LWS *bagitem "}" bagname = token | URI bagitem = bag | token | quoted-string4. Protocol Parameters4.1. HTTP VersionHTTP uses a "<major>.<minor>" numbering scheme to indicate versions of the protocol. The protocolversioning policy is intended to allow the sender to indicate the format of a message and its capacity forunderstanding further HTTP communication, rather than the features obtained via that communication. Nochange is made to the version number for the addition of message components which do not affectcommunication behavior or which only add to extensible field values. The <minor> number is incrementedwhen the changes made to the protocol add features which do not change the general message parsingalgorithm, but which may add to the message semantics and imply additional capabilities of the sender. The<major> number is incremented when the format of a message within the protocol is changed.The version of an HTTP message is indicated by an HTTP-Version field in the first line of the message. Ifthe protocol version is not specified, the recipient must assume that the message is in the simple HTTP/0.9format [6]. HTTP-Version = "HTTP" "/" 1*DIGIT "." 1*DIGITNote that the major and minor numbers should be treated as separate integers and that each may beincremented higher than a single digit. Thus, HTTP/2.4 is a lower version than HTTP/2.13, which in turnis lower than HTTP/12.3. Leading zeros should be ignored by recipients and never generated by senders.Applications sending Full-Request or Full-Response messages, as defined by this specification, mustinclude an HTTP-Version of "HTTP/1.1". Use of this version number indicates that the sending applicationis at least conditionally compliant with this specification. HTTP/1.1 servers must:

o recognize the format of the Request-Line for HTTP/0.9, 1.0, and 1.1 requests; o understand any valid request in the format of HTTP/0.9, 1.0, or 1.1; o respond appropriately with a message in the same major version used by the client. HTTP/1.1 clients must: o recognize the format of the Status-Line for HTTP/1.0 and 1.1 responses; o understand any valid response in the format of HTTP/0.9, 1.0, or 1.1.Proxy and gateway applications must be careful in forwarding requests that are received in a format differentthan that of the application’s native HTTP version. Since the protocol version indicates the protocolcapability of the sender, a proxy/gateway must never send a message with a version indicator which isgreater than its native version; if a higher version request is received, the proxy/gateway must eitherdowngrade the request version, respond with an error, or switch to tunnel behavior. Requests with a versionlower than that of the application’s native format may be upgraded before being forwarded; theproxy/gateway’s response to that request must follow the server requirements listed above.4.2. Uniform Resource IdentifiersURIs have been known by many names: WWW addresses, Universal Document Identifiers, UniversalResource Identifiers [3], and finally the combination of Uniform Resource Locators (URL) [4] and Names(URN) [20]. As far as HTTP is concerned, Uniform Resource Identifiers are simply formatted strings whichidentify--via name, location, or any other characteristic--a network resource.4.2.1 General SyntaxURIs in HTTP can be represented in absolute form or relative to some known base URI [11], dependingupon the context of their use. The two forms are differentiated by the fact that absolute URIs always beginwith a scheme name followed by a colon. URI = ( absoluteURI | relativeURI ) [ "#" fragment ] absoluteURI = scheme ":" *( uchar | reserved ) relativeURI = net_path | abs_path | rel_path net_path = "//" net_loc [ abs_path ] abs_path = "/" rel_path rel_path = [ path ] [ ";" params ] [ "?" query ] path = fsegment *( "/" segment ) fsegment = 1*pchar segment = *pchar params = param *( ";" param ) param = *( pchar | "/" ) scheme = 1*( ALPHA | DIGIT | "+" | "-" | "." ) net_loc = *( pchar | ";" | "?" ) query = *( uchar | reserved ) fragment = *( uchar | reserved ) pchar = uchar | ":" | "@" | "&" | "=" uchar = unreserved | escape unreserved = ALPHA | DIGIT | safe | extra | national escape = "%" HEX HEX reserved = ";" | "/" | "?" | ":" | "@" | "&" | "=" extra = "!" | "*" | "’" | "(" | ")" | "," safe = "$" | "-" | "_" | "." | "+" unsafe = CTL | SP | <"> | "#" | "%" | "<" | ">" national = <any OCTET excluding ALPHA, DIGIT, reserved, extra, safe, and unsafe>For definitive information on URL syntax and semantics, see RFC 1738 [4] and RFC 1808 [11]. The BNFabove includes national characters not allowed in valid URLs as specified by RFC 1738, since HTTPservers are not restricted in the set of unreserved characters allowed to represent the rel_path part ofaddresses, and HTTP proxies may receive requests for URIs not defined by RFC 1738.4.2.2 http URLThe "http" scheme is used to locate network resources via the HTTP protocol. This section defines thescheme-specific syntax and semantics for http URLs. http_URL = "http:" "//" host [ ":" port ] [ abs_path ] host = <A legal Internet host domain name or IP address (in dotted-decimal form), as defined by Section 2.1 of RFC 1123> port = *DIGITIf the port is empty or not given, port 80 is assumed. The semantics are that the identified resource islocated at the server listening for TCP connections on that port of that host, and the Request-URI for theresource is abs_path. If the abs_path is not present in the URL, it must be given as "/" when used as aRequest-URI for a resource.Note: Although the HTTP protocol is independent of the transport layer protocol, the http URL onlyidentifies resources by their TCP location, and thus non-TCP resources must be identified by some otherURI scheme.The canonical form for "http" URLs is obtained by converting any UPALPHA characters in host to theirLOALPHA equivalent (hostnames are case-insensitive), eliding the [ ":" port ] if the port is 80, andreplacing an empty abs_path with "/".4.3. Date/Time Formats4.3.1 Full Date

HTTP applications have historically allowed three different formats for the representation of date/timestamps: Sun, 06 Nov 1994 08:49:37 GMT ; RFC 822, updated by RFC 1123 Sunday, 06-Nov-94 08:49:37 GMT ; RFC 850, obsoleted by RFC 1036 Sun Nov 6 08:49:37 1994 ; ANSI C’s asctime() formatThe first format is preferred as an Internet standard and represents a fixed-length subset of that defined byRFC 1123 [8] (an update to RFC 822 [9]). The second format is in common use, but is based on theobsolete RFC 850 [12] date format and lacks a four-digit year. HTTP/1.1 clients and servers that parse thedate value must accept all three formats, though they must only generate the RFC 1123 format forrepresenting date/time stamps in HTTP message fields.Note: Recipients of date values are encouraged to be robust in accepting date values that may have beengenerated by non-HTTP applications, as is sometimes the case when retrieving or posting messages viaproxies/gateways to SMTP or NNTP.All HTTP date/time stamps must be represented in Universal Time (UT), also known as Greenwich MeanTime (GMT), without exception. This is indicated in the first two formats by the inclusion of "GMT" asthe three-letter abbreviation for time zone, and should be assumed when reading the asctime format. HTTP-date = rfc1123-date | rfc850-date | asctime-date rfc1123-date = wkday "," SP date1 SP time SP "GMT" rfc850-date = weekday "," SP date2 SP time SP "GMT" asctime-date = wkday SP date3 SP time SP 4DIGIT date1 = 2DIGIT SP month SP 4DIGIT ; day month year (e.g., 02 Jun 1982) date2 = 2DIGIT "-" month "-" 2DIGIT ; day-month-year (e.g., 02-Jun-82) date3 = month SP ( 2DIGIT | ( SP 1DIGIT )) ; month day (e.g., Jun 2) time = 2DIGIT ":" 2DIGIT ":" 2DIGIT ; 00:00:00 - 23:59:59 wkday = "Mon" | "Tue" | "Wed" | "Thu" | "Fri" | "Sat" | "Sun" weekday = "Monday" | "Tuesday" | "Wednesday" | "Thursday" | "Friday" | "Saturday" | "Sunday" month = "Jan" | "Feb" | "Mar" | "Apr" | "May" | "Jun" | "Jul" | "Aug" | "Sep" | "Oct" | "Nov" | "Dec"Note: HTTP requirements for the date/time stamp format apply only to their usage within the protocolstream. Clients and servers are not required to use these formats for user presentation, request logging, etc.4.3.2 Delta Seconds

Some HTTP header fields allow a time value to be specified as an integer number of seconds, represented indecimal, after the time that the message was received. This format should only be used to represent shorttime periods or periods that cannot start until receipt of the message. delta-seconds = 1*DIGIT4.4. Character SetsHTTP uses the same definition of the term "character set" as that described for MIME: The term "character set" is used in this document to refer to a method used with one or more tables to convert a sequence of octets into a sequence of characters. Note that unconditional conversion in the other direction is not required, in that not all characters may be available in a given character set and a character set may provide more than one sequence of octets to represent a particular character. This definition is intended to allow various kinds of character encodings, from simple single-table mappings such as US-ASCII to complex table switching methods such as those that use ISO 2022’s techniques. However, the definition associated with a MIME character set name must fully specify the mapping to be performed from octets to characters. In particular, use of external profiling information to determine the exact mapping is not permitted.HTTP character sets are identified by case-insensitive tokens. The complete set of tokens are defined by theIANA Character Set registry [19]. However, because that registry does not define a single, consistent tokenfor each character set, we define here the preferred names for those character sets most likely to be used withHTTP entities. These character sets include those registered by RFC 1521 [7] -- the US-ASCII [21] andISO-8859 [22] character sets -- and other names specifically recommended for use within MIME charsetparameters. charset = "US-ASCII" | "ISO-8859-1" | "ISO-8859-2" | "ISO-8859-3" | "ISO-8859-4" | "ISO-8859-5" | "ISO-8859-6" | "ISO-8859-7" | "ISO-8859-8" | "ISO-8859-9" | "ISO-2022-JP" | "ISO-2022-JP-2" | "ISO-2022-KR" | "UNICODE-1-1" | "UNICODE-1-1-UTF-7" | "UNICODE-1-1-UTF-8" | tokenAlthough HTTP allows an arbitrary token to be used as a charset value, any token that has a predefinedvalue within the IANA Character Set registry [19] must represent the character set defined by that registry.Applications should limit their use of character sets to those defined by the IANA registry.Note: This use of the term "character set" is more commonly referred to as a "character encoding." However,since HTTP and MIME share the same registry, it is important that the terminology also be shared.4.5. Content Codings

Content coding values are used to indicate an encoding transformation that has been or can be applied to aresource. Content codings are primarily used to allow a document to be compressed or encrypted withoutlosing the identity of its underlying media type. Typically, the resource is stored in this encoding and onlydecoded before rendering or analogous usage. content-coding = "gzip" | "compress" | tokenNote: For historical reasons, HTTP applications should consider "x-gzip" and "x-compress" to be equivalentto "gzip"and "compress", respectively.All content-coding values are case-insensitive. HTTP/1.1 uses content-coding values in the Accept-Encoding and Content-Encoding header fields. Although the value describes the content-coding, what ismore important is that it indicates what decoding mechanism will be required to remove the encoding. Notethat a single program may be capable of decoding multiple content-coding formats. Two values are definedby this specification: gzip An encoding format produced by the file compression program "gzip" (GNU zip) developed by Jean-loup Gailly. This format is typically a Lempel-Ziv coding (LZ77) with a 32 bit CRC. Gzip is available from the GNU project at <URL:ftp://prep.ai.mit.edu/pub/gnu/>. compress The encoding format produced by the file compression program "compress". This format is an adaptive Lempel-Ziv-Welch coding (LZW).Note: Use of program names for the identification of encoding formats is not desirable and should bediscouraged for future encodings. Their use here is representative of historical practice, not good design.4.6. Transfer CodingsTransfer coding values are used to indicate an encoding transformation that has been, can be, or may need tobe applied to an Entity-Body in order to ensure safe transport through the network. This differs from acontent coding in that the transfer coding is a property of the message, not of the original resource. transfer-coding = "chunked" | tokenAll transfer-coding values are case-insensitive. HTTP/1.1 uses transfer coding values in the Transfer-Encoding header field.Transfer codings are analogous to the Content-Transfer-Encoding values of MIME [7], which were designedto enable safe transport of binary data over a 7-bit transport service. However, "safe transport" has a differentfocus for an 8bit-clean transfer protocol. In HTTP, the only unsafe characteristic of message bodies is thedifficulty in determining the exact body length, or the desire to encrypt data over a shared transport.All HTTP/1.1 applications must be able to receive and decode the "chunked" transfer coding. The chunkedencoding modifies the body of a message in order to transfer it as a series of chunks, each with its own sizeindicator, followed by an optional footer containing entity-header fields. This allows dynamically-producedcontent to be transferred along with the information necessary for the recipient to verify that it has receivedthe full message. Chunked-Body = *chunk

"0" CRLF footer CRLF chunk = chunk-size CRLF chunk-data CRLF chunk-size = hex-no-zero *HEX chunk-data = chunk-size(OCTET) footer = *<Entity-Header, excluding Content-Length and Transfer-Encoding> hex-no-zero = <HEX excluding "0">Note that the chunks are ended by a zero-sized chunk, followed by the footer and terminated by an emptyline. An example process for decoding a Chunked-Body.4.7. Media TypesHTTP uses Internet Media Types [17] in the Content-Type and Accept header fields in order to provide openand extensible data typing and type negotiation. For mail applications, where there is no type negotiationbetween sender and recipient, it is reasonable to put strict limits on the set of allowed media types. WithHTTP, where the sender and recipient can communicate directly, applications are allowed more freedom inthe use of non-registered types. The following grammar for media types is a superset of that for MIMEbecause it does not restrict itself to the official IANA and x-token types. media-type = type "/" subtype *( ";" parameter ) type = token subtype = tokenParameters may follow the type/subtype in the form of attribute/value pairs. parameter = attribute "=" value attribute = token value = token | quoted-stringThe type, subtype, and parameter attribute names are case-insensitive. Parameter values may or may not becase-sensitive, depending on the semantics of the parameter name. LWS should not be generated betweenthe type and subtype, nor between an attribute and its value.If a given media-type value has been registered by the IANA, any use of that value must be indicative of theregistered data format. Although HTTP allows the use of non-registered media types, such usage must notconflict with the IANA registry. Data providers are strongly encouraged to register their media types withIANA via the procedures outlined in RFC 1590 [17].All media-type’s registered by IANA must be preferred over extension tokens. However, HTTP does notlimit applications to the use of officially registered media types, nor does it encourage the use of an "x-"prefix for unofficial types outside of explicitly short experimental use between consenting applications.4.7.1 Canonicalization and Text Defaults

Media types are registered in a canonical form. In general, entity bodies transferred via HTTP must berepresented in the appropriate canonical form prior to transmission. If the body has been encoded via aContent-Encoding and/or Transfer-Encoding, the data must be in canonical form prior to that encoding.However, HTTP modifies the canonical form requirements for media of primary type "text" and for"application" types consisting of text-like records.HTTP redefines the canonical form of text media to allow multiple octet sequences to indicate a text linebreak. In addition to the preferred form of CRLF, HTTP applications must accept a bare CR or LF alone asrepresenting a single line break in text media. Furthermore, if the text media is represented in a character setwhich does not use octets 13 and 10 for CR and LF respectively, as is the case for some multi-bytecharacter sets, HTTP allows the use of whatever octet sequence(s) is defined by that character set to representthe equivalent of CRLF, bare CR, and bare LF. It is assumed that any recipient capable of using such acharacter set will know the appropriate octet sequence for representing line breaks within that character set.Note: This interpretation of line breaks applies only to the contents of an Entity-Body and only after anyTransfer-Encoding and/or Content-Encoding has been removed. All other HTTP constructs use CRLFexclusively to indicate a line break. Content and transfer codings define their own line break requirements.A recipient of an HTTP text entity should translate the received entity line breaks to the local line breakconventions before saving the entity external to the application and its cache; whether this translation takesplace immediately upon receipt of the entity, or only when prompted by the user, is entirely up to theindividual application.HTTP also redefines the default character set for text media in an entity body. If a textual media type definesa charset parameter with a registered default value of "US-ASCII", HTTP changes the default to be "ISO8859-1". Since the ISO-8859-1 [22] character set is a superset of US-ASCII [21], this does not affect theinterpretation of entity bodies which only contain octets within the US-ASCII character set (0 - 127). Thepresence of a charset parameter value in a Content-Type header field overrides the default.It is recommended that the character set of an entity body be labelled as the lowest common denominator ofthe character codes used within a document, with the exception that no label is preferred over the labels US-ASCII or ISO-8859-1.4.7.2 Multipart TypesMIME provides for a number of "multipart" types -- encapsulations of one or more entities within a singlemessage’s Entity-Body. All multipart types share a common syntax, as defined in Section 7.2.1 of RFC1521 [7], and must include a boundary parameter as part of the media type value. The message body is itselfa protocol element and must therefore use only CRLF to represent line breaks between body-parts. Unlikein MIME, the epilogue of any multipart message must be empty; HTTP applications must not transmit theepilogue even if the original resource contains an epilogue.In HTTP, multipart body-parts may contain header fields which are significant to the meaning of that part.A URI entity-header field should be included in the body-part for each enclosed entity that can be identifiedby a URI.In general, an HTTP user agent should follow the same or similar behavior as a MIME user agent wouldupon receipt of a multipart type. The following subtypes have been defined: multipart/mixedThe mixed subtype is used when there are no additional semantics implied beyond the fact that one or moreentities are encaspsulated. HTTP servers should not use this type to send groups of entities if it is possiblefor those entities to be individually retrieved and cached.

multipart/alternativeThe alternative subtype implies that each of the parts is an alternative format for the same information; theuser agent should present only the part most preferred by the user. HTTP servers should use some form ofcontent negotiationinstead of this type. multipart/digestThe digest subtype implies that each of the parts is a message (normally of type "message/rfc822") andthus the whole entity is a collected sequence of message traffic. This type does not have any specialsignificance for HTTP. multipart/form-dataThe form-data subtype is defined by RFC 1867 [15] for use in submitting the data that comes about fromfilling-in a form. multipart/parallelThe parallel subtype implies that the parts should be presented simultaneously by the user agent. Thismedia type would be appropriate for situations where simultaneous presentation is an important aspect ofthe information, such as for audio-annotated slides.Note: This document does not define what is meant by "simultaneous presentation". That is, HTTP doesnot provide any means of synchronization between the parts in messages of type "multipart/parallel".Other multipart subtypes may be registered by IANA [19] according to the procedures defined in RFC 1590[17]. If an application receives an unrecognized multipart subtype, the application must treat it as beingequivalent to "multipart/mixed".4.8 Product TokensProduct tokens are used to allow communicating applications to identify themselves via a simple producttoken, with an optional slash and version designator. Most fields using product tokens also allowsubproducts which form a significant part of the application to be listed, separated by whitespace. Byconvention, the products are listed in order of their significance for identifying the application. product = token ["/" product-version] product-version = token Examples: User-Agent: CERN-LineMode/2.15 libwww/2.17b3 Server: Apache/0.8.4Product tokens should be short and to the point -- use of them for advertizing or other non-essentialinformation is explicitly forbidden. Although any token character may appear in a product-version, thistoken should only be used for a version identifier (i.e., successive versions of the same product should onlydiffer in the product-version portion of the product value).

4.9 Quality ValuesHTTP content negotiation (Section 12) uses short "floating point" numbers to indicate the relativeimportance ("weight") of various negotiable parameters. The weights are normalized to a real number in therange 0 through 1, where 0 is the minimum and 1 the maximum value. In order to discourage misuse ofthis feature, HTTP/1.1 applications must not generate more than three digits after the decimal point. Userconfiguration of these values should also be limited in this fashion. qvalue = ( "0" [ "." 0*3DIGIT ] ) | ( "." 0*3DIGIT ) | ( "1" [ "." 0*3("0") ] )"Quality values" is a slight misnomer, since these values actually measure relative degradation in perceivedquality. Thus, a value of "0.8" represents a 20% degradation from the optimum rather than a statement of80% quality.4.10 Language TagsA language tag identifies a natural language spoken, written, or otherwise conveyed by human beings forcommunication of information to other human beings. Computer languages are explicitly excluded. HTTPuses language tags within the Accept-Language, Content-Language, and URI-header fields.The syntax and registry of HTTP language tags is the same as that defined by RFC 1766 [1]. In summary,a language tag is composed of 1 or more parts: A primary language tag and a possibly empty series ofsubtags: language-tag = primary-tag *( "-" subtag ) primary-tag = 1*8ALPHA subtag = 1*8ALPHAWhitespace is not allowed within the tag and all tags are case-insensitive. The namespace of language tagsis administered by the IANA. Example tags include: en, en-US, en-cockney, i-cherokee, x-pig-latinwhere any two-letter primary-tag is an ISO 639 language abbreviation and any two-letter initial subtag is anISO 3166 country code.In the context of the Accept-Language header (Section 10.4), a language tag is not to be interpreted as asingle token, as per RFC 1766, but as a hierarchy. A server should consider that it has a match when alanguage tag received in an Accept-Language header matches the initial portion of the language tag of adocument. An exact match should be preferred. This interpretation allows a browser to send, for example: Accept-Language: en-US, en; ql=0.95when the intent is to access, in order of preference, documents in US-English ("en-US"), ’plain’ or’international’ English ("en"), and any other variant of English (initial "en-").Note: Using the language tag as a hierarchy does not imply that all languages with a common prefix willbe understood by those fluent in one or more of those languages; it simplythe user to request this commonality when it is true for that user.

4.11 Logic BagsA logic bag is a binary logic expression tree represented in prefix notation using the generic bag syntax.Logic bags are used by HTTP in the Unless (Section 10.40) header field as expressions to be tested againstthe requested resource’s header field metainformation. logic-bag = "{" expression "}" expression = ( log-op 1*logic-bag ) | ( rel-op 1*field-tuple ) | ( "def" 1*field-name ) log-op = "and" | "or" | "xor" | "not" rel-op = "eq" | "ne" | "lt" | "le" | "ge" | "gt" | "in" field-tuple = "{" field-name ( bag | token | quoted-string ) "}"The recursive structure of a logic bag allows a complex expression tree to be formed by joining togethersubexpressions with logical operators. Expressions with relational operators are used to compare therequested resource’s corresponding metainformation (header field values) to those inside the expression field-tuples. For example, {or {ne {Content-MD5 "Q2hlY2sgSW50ZWdyaXR5IQ=="}} {ne {Content-Length 10036}} {ne {Content-Version "12.4.8"}} {gt {Last-Modified "Mon, 04 Dec 1995 01:23:45 GMT"}}}The expression is evaluated recursively by depth-first traversal and bottom-up evaluation of thesubexpressions until a true or false value can be determined. Multiple operands to an operator imply aconjunctive ("and") expression; e.g., {eq {A "a"} {B "b"} {C "c"}}is equivalent to {and {eq {A "a"}} {eq {B "b"}} {eq {C "c"}}}Each expression is evaluated as defined by the operator: and True if all of the operands evaluate true. or True if any of the operands evaluate true. xor True if one and only one operand evaluates true. not True if all of the operands evaluate false. eq True if all field-tuple values exactly match the resource’s corresponding field values. ne True if all field-tuple values do not match the resource’s corresponding field values. lt True if, for each field-tuple, the resource’s corresponding field value is less than the one given in the expression.

le True if, for each field-tuple, the resource’s corresponding field value is less than or equal to the one given in the expression. ge True if, for each field-tuple, the resource’s corresponding field value is greater than or equal to the one given in the expression. gt True if, for each field-tuple, the resource’s corresponding field value is greater than the one given in the expression. in True if, for each field-tuple, the resource’s corresponding field value contains the component value given in the expression. def True if, for each field-name operand, the resource defines a value for that field.A field-tuple consists of a field-name (assumed to be an HTTP header field name, though not constrained tothose defined by this specification) and the field-value component which is to be compared against theresource’s field value. The actual method of comparison (e.g., byte equivalence, substring matching,numeric order, substructure containment, etc.) is defined by the logical definition of the operator and thetype of field-value allowed for that field-name. Server implementors must use an appropriate comparisonfunction for each type of field-value given in this specification. The default functions for unrecognized fieldsare numeric comparison (for values consisting of 1*DIGIT) and lexical comparison (for all others).Except for "ne", any comparison to a field not defined by the resource evaluates to false.5. HTTP Message5.1 Message TypesHTTP messages consist of requests from client to server and responses from server to client. HTTP-message = Simple-Request ; HTTP/0.9 messages | Simple-Response | Full-Request ; HTTP/1.1 messages | Full-ResponseFull-Request and Full-Response use the generic message format of RFC 822 [9] for transferring entities.Both messages may include optional header fields (also known as "headers") and an entity body. The entitybody is separated from the headers by a null line (i.e., a line with nothing preceding the CRLF). Full-Request = Request-Line ; Section 5.1 *( General-Header ; Section 4.3 | Request-Header ; Section 5.2 | Entity-Header ) ; Section 7.1 CRLF [ Entity-Body ] ; Section 7.2

Full-Response = Status-Line ; Section 6.1 *( General-Header ; Section 4.3 | Response-Header ; Section 6.2 | Entity-Header ) ; Section 7.1 CRLF [ Entity-Body ] ; Section 7.2Simple-Request and Simple-Response do not allow the use of any header information and are limited to asingle request method (GET). Simple-Request = "GET" SP Request-URI CRLF Simple-Response = [ Entity-Body ] Use of the Simple-Request format is discouraged because it prevents the client from using content negotiation and the server from identifying the media type of the returned entity.5.2 Message HeadersHTTP header fields, which include General-Header, Request-Header, Response-Header, and Entity-Headerfields, follow the same generic format as that given in Section 3.1 of RFC 822 [9]. Each header fieldconsists of a name followed by a colon (":") and the field value. Field names are case-insensitive. The fieldvalue may be preceded by any amount of LWS, though a single SP is preferred. Header fields can beextended over multiple lines by preceding each extra line with at least one SP or HT. HTTP-header = field-name ":" [ field-value ] CRLF field-name = token field-value = *( field-content | LWS ) field-content = <the OCTETs making up the field-value and consisting of either *TEXT or combinations of token, tspecials, and quoted-string>The order in which header fields are received is not significant. However, it is "good practice" to sendGeneral-Header fields first, followed by Request-Header or Response-Header fields prior to the Entity-Headerfields.Multiple HTTP-header fields with the same field-name may be present in a message if and only if the entirefield-value for that header field is defined as a comma-separated list [i.e., #(values)]. It must be possible tocombine the multiple header fields into one "field-name: field-value" pair, without changing the semanticsof the message, by appending each subsequent field-value to the first, each separated by a comma.5.3 General Header FieldsThere are a few header fields which have general applicability for both request and response messages, butwhich do not apply to the entity being transferred. These headers apply only to the message beingtransmitted. General-Header = Cache-Control ; Section 10.8 | Connection ; Section 10.9 | Date ; Section 10.17 | Forwarded ; Section 10.20

| Keep-Alive ; Section 10.24 | MIME-Version ; Section 10.28 | Pragma ; Section 10.29 | Upgrade ; Section 10.41General header field names can be extended reliably only in combination with a change in the protocolversion. However, new or experimental header fields may be given the semantics of general header fields ifall parties in the communication recognize them to be general header fields. Unrecognized header fields aretreated as Entity-Header fields.6. RequestA request message from a client to a server includes, within the first line of that message, the method to beapplied to the resource, the identifier of the resource, and the protocol version in use. For backwardscompatibility with the more limited HTTP/0.9 protocol, there are two valid formats for an HTTP request: Request = Simple-Request | Full-Request Simple-Request = "GET" SP Request-URI CRLF Full-Request = Request-Line ; Section 6.1 *( General-Header ; Section 5.3 | Request-Header ; Section 6.2 | Entity-Header ) ; Section 8.1 CRLF [ Entity-Body ] ; Section 8.2If an HTTP/1.1 server receives a Simple-Request, it must respond with an HTTP/0.9 Simple-Response. AnHTTP/1.1 client must never generate a Simple-Request.6.1 Request-LineThe Request-Line begins with a method token, followed by the Request-URI and the protocol version, andending with CRLF. The elements are separated by SP characters. No CR or LF are allowed except in thefinal CRLF sequence. Request-Line = Method SP Request-URI SP HTTP-Version CRLFNote that the difference between a Simple-Request and the Request-Line of a Full-Request is the presence ofthe HTTP-Version field and the availability of methods other than GET.6.1.1 MethodThe Method token indicates the method to be performed on the resource identified by the Request-URI. Themethod is case-sensitive. Method = "OPTIONS" ; Section 9.1 | "GET" ; Section 9.2

| "HEAD" ; Section 9.3 | "POST" ; Section 9.4 | "PUT" ; Section 9.5 | "PATCH" ; Section 9.6 | "COPY" ; Section 9.7 | "MOVE" ; Section 9.8 | "DELETE" ; Section 9.9 | "LINK" ; Section 9.10 | "UNLINK" ; Section 9.11 | "TRACE" ; Section 9.12 | "WRAPPED" ; Section 9.13 | extension-method extension-method = tokenThe list of methods acceptable by a specific resource can be specified in an Allow header. However, theclient is always notified through the return code of the response whether a method is currently allowed on aspecific resource, as this can change dynamically. Servers should return the status code 405 (method notallowed) if the method is known by the server but not allowed for the requested resource, and 501 (notimplemented) if the method is unrecognized or not implemented by the server. The list of methods knownby a server can be listed in a Public response header field.The methods GET and HEAD must be supported by all general-purpose servers. Servers which provideLast-Modified dates for resources must also support the conditional GET method. All other methods areoptional; however, if the above methods are implemented, they must be implemented with the samesemantics as those specified in Section 9.6.1.2 Request-URIThe Request-URI is a Uniform Resource Identifier (Section 3.2) and identifies the resource upon which toapply the request. Request-URI = "*" | absoluteURI | abs_pathThe three options for Request-URI are dependent on the nature of the request. The asterisk "*" means thatthe request does not apply to a particular resource, but to the server itself, and is only allowed when theMethod used does not necessarily apply to a resource. One example would be OPTIONS * HTTP/1.1The absoluteURI form is only allowed when the request is being made to a proxy. The proxy is requested toforward the request and return the response. If the request is GET or HEAD and a prior response is cached,the proxy may use the cached message if it passes any restrictions in the Cache-Control and Expires headerfields. Note that the proxy may forward the request on to another proxy or directly to the server specified bythe absoluteURI. In order to avoid request loops, a proxy must be able to recognize all of its server names,including any aliases, local variations, and the numeric IP address. An example Request-Line would be: GET http://www.w3.org/pub/WWW/TheProject.html HTTP/1.1The most common form of Request-URI is that used to identify a resource on an origin server or gateway.In this case, only the absolute path of the URI is transmitted. For example, a client wishing to retrieve theresource above directly from the origin server would create a TCP connection to port 80 of the host"www.w3.org" and send the line:

GET /pub/WWW/TheProject.html HTTP/1.1followed by the remainder of the Full-Request. Note that the absolute path cannot be empty; if none ispresent in the original URI, it must be given as "/" (the server root).If a proxy receives a request without any path in the Request-URI and the method used is capable ofsupporting the asterisk form of request, then the last proxy on the request chain must forward the requestwith "*" as the final Request-URI. For example, the request OPTIONS http://www.npac.syr.edu:8001 HTTP/1.1would be forwarded by the proxy as OPTIONS * HTTP/1.1after connecting to port 8001 of host "www.npac.syr.edu".The Request-URI is transmitted as an encoded string, where some characters may be escaped using the "%hex hex" encoding defined by RFC 1738 [4]. The origin server must decode the Request-URI in order toproperly interpret the request.6.2 Request Header FieldsThe request header fields allow the client to pass additional information about the request, and about theclient itself, to the server. These fields act as request modifiers, with semantics equivalent to the parameterson a programming language method (procedure) invocation. Request-Header = Accept ; Section 11.1 | Accept-Charset ; Section 11.2 | Accept-Encoding ; Section 11.3 | Accept-Language ; Section 11.4 | Authorization ; Section 11.6 | From ; Section 11.21 | Host ; Section 11.22 | If-Modified-Since ; Section 11.23 | Proxy-Authorization ; Section 11.31 | Range ; Section 11.33 | Referer ; Section 11.34 | Unless ; Section 11.40 | User-Agent ; Section 11.43Request-Header field names can be extended reliably only in combination with a change in the protocolversion. However, new or experimental header fields may be given the semantics of request header fields ifall parties in the communication recognize them to be request header fields. Unrecognized header fields aretreated as Entity-Header fields.7. ResponseAfter receiving and interpreting a request message, a server responds in the form of an HTTP responsemessage. Response = Simple-Response | Full-Response

Simple-Response = [ Entity-Body ] Full-Response = Status-Line ; Section 7.1 *( General-Header ; Section 5.3 | Response-Header ; Section 7.2 | Entity-Header ) ; Section 8.1 CRLF [ Entity-Body ] ; Section 8.2A Simple-Response should only be sent in response to an HTTP/0.9 Simple-Request or if the server onlysupports the more limited HTTP/0.9 protocol. If a client sends an HTTP/1.1 Full-Request and receives aresponse that does not begin with a Status-Line, it should assume that the response is a Simple-Responseand parse it accordingly. Note that the Simple-Response consists only of the entity body and is terminatedby the server closing the connection.7.1 Status-LineThe first line of a Full-Response message is the Status-Line, consisting of the protocol version followed bya numeric status code and its associated textual phrase, with each element separated by SP characters. NoCR or LF is allowed except in the final CRLF sequence. Status-Line = HTTP-Version SP Status-Code SP Reason-Phrase CRLFSince a status line always begins with the protocol version and status code "HTTP/" 1*DIGIT "." 1*DIGIT SP 3DIGIT SP (e.g., "HTTP/1.1 200 "), the presence of that expression is sufficient to differentiate a Full-Response froma Simple-Response. Although the Simple-Response format may allow such an expression to occur at thebeginning of an entity body, and thus cause a misinterpretation of the message if it was given in responseto a Full-Request, most HTTP/0.9 servers are limited to responses of type "text/html" and therefore wouldnever generate such a response.7.1.1 Status Code and Reason PhraseThe Status-Code element is a 3-digit integer result code of the attempt to understand and satisfy the request.The Reason-Phrase is intended to give a short textual description of the Status-Code. The Status-Code isintended for use by automata and the Reason-Phrase is intended for the human user. The client is notrequired to examine or display the Reason-Phrase.The first digit of the Status-Code defines the class of response. The last two digits do not have anycategorization role. There are 5 values for the first digit: o 1xx: Informational - Request received, continuing process o 2xx: Success - The action was successfully received, understood, and accepted o 3xx: Redirection - Further action must be taken in order to complete the request o 4xx: Client Error - The request contains bad syntax or cannot be fulfilled o 5xx: Server Error - The server failed to fulfill an apparently valid requestThe individual values of the numeric status codes defined for HTTP/1.1, and an example set ofcorresponding Reason-Phrase’s, are presented below. The reason phrases listed here are only recommended --they may be replaced by local equivalents without affecting the protocol. These codes are fully defined inSection 10. Status-Code = "100" ; Continue | "101" ; Switching Protocols | "200" ; OK | "201" ; Created | "202" ; Accepted | "203" ; Non-Authoritative Information | "204" ; No Content | "205" ; Reset Content | "206" ; Partial Content | "300" ; Multiple Choices | "301" ; Moved Permanently | "302" ; Moved Temporarily | "303" ; See Other | "304" ; Not Modified | "305" ; Use Proxy | "400" ; Bad Request | "401" ; Unauthorized | "402" ; Payment Required | "403" ; Forbidden | "404" ; Not Found | "405" ; Method Not Allowed | "406" ; None Acceptable | "407" ; Proxy Authentication Required | "408" ; Request Timeout | "409" ; Conflict | "410" ; Gone | "411" ; Length Required | "412" ; Unless True | "500" ; Internal Server Error | "501" ; Not Implemented | "502" ; Bad Gateway | "503" ; Service Unavailable | "504" ; Gateway Timeout | extension-code extension-code = 3DIGIT Reason-Phrase = *<TEXT, excluding CR, LF>HTTP status codes are extensible. HTTP applications are not required to understand the meaning of allregistered status codes, though such understanding is obviously desirable. However, applications mustunderstand the class of any status code, as indicated by the first digit, and treat any unrecognized response asbeing equivalent to the x00 status code of that class, with the exception that an unrecognized response mustnot be cached. For example, if an unrecognized status code of 431 is received by the client, it can safelyassume that there was something wrong with its request and treat the response as if it had received a 400 status code. In such cases, user agents should present to the user the entity returned with the response, sincethat entity is likely to include human-readable information which will explain the unusual status.7.2 Response Header FieldsThe response header fields allow the server to pass additional information about the response which cannotbe placed in the Status-Line. These header fields are not intended to give information about an Entity-Bodyreturned in the response, but about access to the resource or the server itself. Response-Header= Location ; Section 11.27 | Proxy-Authenticate ; Section 11.30 | Public ; Section 11.32 | Retry-After ; Section 11.36 | Server ; Section 11.37 | WWW-Authenticate ; Section 11.44Response-Header field names can be extended reliably only in combination with a change in the protocolversion. However, new or experimental header fields may be given the semantics of response header fields ifall parties in the communication recognize them to be response header fields. Unrecognized header fields aretreated as Entity-Header fields.8. EntityFull-Request and Full-Response messages may transfer an entity within some requests and responses. Anentity consists of Entity-Header fields and (usually) an Entity-Body. In this section, both sender andrecipient refer to either the client or the server, depending on who sends and who receives the entity.8.1 Entity Header FieldsEntity-Header fields define optional metainformation about the Entity-Body or, if no body is present, aboutthe resource identified by the request. Entity-Header = Allow ; Section 11.5 | Content-Encoding ; Section 11.10 | Content-Language ; Section 11.11 | Content-Length ; Section 11.12 | Content-MD5 ; Section 11.13 | Content-Range ; Section 11.14 | Content-Type ; Section 11.15 | Content-Version ; Section 11.16 | Derived-From ; Section 11.18 | Expires ; Section 11.19 | Last-Modified ; Section 11.25 | Link ; Section 11.26 | Title ; Section 11.38 | Transfer-Encoding ; Section 11.39 | URI-header ; Section 11.42 | extension-header extension-header=HTTP-header

The extension-header mechanism allows additional Entity-Header fields to be defined without changing theprotocol, but these fields cannot be assumed to be recognizable by the recipient. Unrecognized header fieldsshould be ignored by the recipient and forwarded by proxies.8.2 Entity BodyThe entity body (if any) sent with an HTTP request or response is in a format and encoding defined by theEntity-Header fields. Entity-Body = *OCTETAn entity body is included with a request message only when the request method calls for one. The presenceof an entity body in a request is signaled by the inclusion of a Content-Length and/or Content-Type headerfield in the request message headers.For response messages, whether or not an entity body is included with a message is dependent on both therequest method and the response code. All responses to the HEAD request method must not include a body,even though the presence of entity header fields may lead one to believe they do. All 1xx (informational),204 (no content), and 304 (not modified) responses must not include a body. All other responses mustinclude an entity body or a Content-Length header field defined with a value of zero (0).8.2.1 TypeWhen an entity body is included with a message, the data type of that body is determined via the headerfields Content-Type, Content-Encoding, and Transfer-Encoding. These define athree-layer, ordered encoding model: entity-body := Transfer-Encoding( Content-Encoding( Content-Type( data ) ) )The default for both encodings is none (i.e., the identity function). Content-Type specifies the media type ofthe underlying data. Content-Encoding may be used to indicate any additional content codings applied to thetype, usually for the purpose of data compression, that are a property of the resource requested. Transfer-Encoding may be used to indicate any additional transfer codings applied by an application to ensure safe andproper transfer of the message. Note that Transfer-Encoding is a property of the message, not of theresource.Any HTTP/1.1 message containing an entity body should include a Content-Type header field defining themedia type of that body. If and only if the media type is not given by a Content-Type header, as is the casefor Simple-Response messages, the recipient may attempt to guess the media type via inspection of itscontent and/or the name extension(s) of the URL used to identify the resource. If the media type remainsunknown, the recipient should treat it as type "application/octet-stream".8.2.2 LengthWhen an entity body is included with a message, the length of that body may be determined in one ofseveral ways. If a Content-Length header field is present, its value in bytes represents the length of theentity body. Otherwise, the body length is determined by the Transfer-Encoding (if the "chunked" transfercoding has been applied), by the Content-Type (for multipart types with an explicit end-of-body delimiter),or by the server closing the connection.Note: Any response message which must not include an entity body (such as the 1xx, 204, and 304responses and any response to a HEAD request) is always terminated by the first empty line after the headerfields, regardless of the entity header fields present in the message.

Closing the connection cannot be used to indicate the end of a request body, since it leaves no possibilityfor the server to send back a response. For compatibility with HTTP/1.0 applications, HTTP/1.1 requestscontaining an entity body must include a valid Content-Length header field unless the server is known to beHTTP/1.1 compliant. HTTP/1.1 servers must accept the "chunked" transfer coding and multipart mediatypes, thus allowing either mechanism to be used for a request when Content-Length is unknown.If a request contains an entity body and Content-Length is not specified, the server should respond with 400(bad request) if it cannot determine the length of the request message’s content, or with 411 (length required)if it wishes to insist on receiving a valid Content-Length.Messages must not include both a Content-Length header field and the "chunked" transfer coding. If both arereceived, the Content-Length must be ignored.When a Content-Length is given in a message where an entity body is allowed, its field value must exactlymatch the number of OCTETs in the entity body. HTTP/1.1 user agents must notify the user when aninvalid length is received and detected.9. Method DefinitionsThe set of common methods for HTTP/1.1 is defined below. Although this set can be expanded, additionalmethods cannot be assumed to share the same semantics for separately extended clients and servers.The semantics of all methods may be affected by the presence of an Unless request header field, as describedin Section 11.40.9.1 OPTIONSThe OPTIONS method represents a request for information about the communication options available onthe request/response chain identified by the Request-URI. This method allows the client to determine theoptions and/or requirements associated with a resource, or the capabilities of a server, without implying aresource action or initiating a resource retrieval.Unless the server’s response is an error, the response must not include entity information other than whatcan be considered as communication options (e.g., Allow is appropriate, but Content-Type is not) and mustinclude a Content-Length with a value of zero (0). Responses to this method are not cachable.If the Request-URI is an asterisk ("*"), the OPTIONS request is intended to apply to the server as a whole.A 200 response should include any header fields which indicate optional features implemented by the server(e.g., Public), including any extensions not defined by this specification, in addition to any applicablegeneral or response header fields. As described in Section 6.1.2, an "OPTIONS *" request can be appliedthrough a proxy by specifying the destination server in the Request-URI without any path information.If the Request-URI is not an asterisk, the OPTIONS request applies only to the options that are availablewhen communicating with that resource. A 200 response should include any header fields which indicateoptional features implemented by the server and applicable to that resource (e.g., Allow), including anyextensions not defined by this specification, in addition to any applicable general or response header fields.If the OPTIONS request passes through a proxy, the proxy must edit the response to exclude those optionsknown to be unavailable through that proxy.9.2 GET

The GET method means retrieve whatever information (in the form of an entity) is identified by theRequest-URI. If the Request-URI refers to a data-producing process, it is the produced data which shall bereturned as the entity in the response and not the source text of the process, unless that text happens to bethe output of the process.9.3 HEADThe HEAD method is identical to GET except that the server must not return any Entity-Body in theresponse. The metainformation contained in the HTTP headers in response to a HEAD request should beidentical to the information sent in response to a GET request. This method can be used for obtainingmetainformation about the resource identified by the Request-URI without transferring the Entity-Bodyitself. This method is often used for testing hypertext links for validity, accessibility, and recentmodification.9.4 POSTThe POST method is used to request that the destination server accept the entity enclosed in the request as anew subordinate of the resource identified by the Request-URI in the Request-Line. POST is designed toallow a uniform method to cover the following functions: o Annotation of existing resources; o Posting a message to a bulletin board, newsgroup, mailing list, or similar group of articles; o Providing a block of data, such as the result of submitting a form [5], to a data-handling process; o Extending a database through an append operation.The actual function performed by the POST method is determined by the server and is usually dependent onthe Request-URI. The posted entity is subordinate to that URI in the same way that a file is subordinate toa directory containing it, a news article is subordinate to a newsgroup to which it is posted, or a record issubordinate to a database.9.5 PUTThe PUT method requests that the enclosed entity be stored under the supplied Request-URI. If the Request-URI refers to an already existing resource, the enclosed entity should be considered as a modified version ofthe one residing on the origin server. If the Request-URI does not point to an existing resource, and thatURI is capable of being defined as a new resource by the requesting user agent, the origin server can createthe resource with that URI. If a new resource is created, the origin server must inform the user agent via the201 (created) response. If an existing resource is modified, either the 200 (ok) or 204 (no content) responsecodes should be sent to indicate successful completion of the request. If the resource could not be created ormodified with the Request-URI, an appropriate error response should be given that reflects the nature of theproblem.9.6 PATCHThe PATCH method is similar to PUT except that the entity contains a list of differences between theoriginal version of the resource identified by the Request-URI and the desired content of the resource after the PATCH action has been applied. The list of differences is in a format defined by the media type of theentity (e.g., "application/diff") and must include sufficient information to allow the server to recreate thechanges necessary to convert the original version of the resource to the desired version.9.7 COPYThe COPY method requests that the resource identified by the Request-URI be copied to the location(s)given in the URI header field of the request. Responses to this method are not cachable.9.8 MOVEThe MOVE method requests that the resource identified by the Request-URI be moved to the location(s)given in the URI header field of the request. This method is equivalent to a COPY immediately followed bya DELETE, but enables both to occur within a single transaction.9.9 DELETEThe DELETE method requests that the origin server delete the resource identified by the Request-URI. Thismethod may be overridden by human intervention (or other means) on the origin server. The client cannotbe guaranteed that the operation has been carried out, even if the status code returned from the origin serverindicates that the action has been completed successfully. However, the server should not indicate successunless, at the time the response is given, it intends to delete the resource or move it to an inaccessiblelocation.9.10 LINKThe LINK method establishes one or more Link relationships between the existing resource identified bythe Request-URI and other existing resources. The difference between LINK and other methods allowinglinks to be established between resources is that the LINK method does not allow any Entity-Body to besent in the request and does not directly result in the creation of new resources.9.11 UNLINKThe UNLINK method removes one or more Link relationships from the existing resource identified by theRequest-URI. These relationships may have been established using the LINK method or by any othermethod supporting the Link header. The removal of a link to a resource does not imply that the resourceceases to exist or becomes inaccessible for future references.9.12 TRACEThe TRACE method requests that the server identified by the Request-URI reflect whatever is received backto the client as the entity body of the response. In this way, the client can see what is being received at theother end of the request chain, and may use this data for testing or diagnostic information.9.13 WRAPPEDThe WRAPPED method allows a client to send one or more encapsulated requests to the server identified bythe Request-URI. This method is intended to allow the request(s) to be wrapped together, possibly encryptedin order to improve the security and/or privacy of the request, and delivered for unwrapping by thedestination server. Upon receipt of the WRAPPED request, the destination server must unwrap the messageand feed it to the appropriate protocol handler as if it were an incoming request stream.10. Status Code Definitions

Each Status-Code is described below, including a description of which method(s) it can follow and anymetainformation required in the response.10.1 Informational 1xxThis class of status code indicates a provisional response, consisting only of the Status-Line and optionalheaders, and is terminated by an empty line. Since HTTP/1.0 did not define any 1xx status codes, serversshould not send a 1xx response to an HTTP/1.0 client except under experimental conditions. 100 ContinueThe client may continue with its request. This interim response is used to inform the client that the initialpart of the request has been received and has not yet been rejected by the server. The client should continueby sending the remainder of the request or, if the request has already been completed, ignore this response.The server must send a final response after the request has been completed. 101 Switching ProtocolsThe server understands and is willing to comply with the client’s request, via the Upgrade message headerfield (Section 10.41), for a change in the application protocol being used on this connection. The serverwill switch protocols to those defined by the response’s Upgrade header field immediately after the emptyline which terminates the 101 response.The protocol should only be switched when it is advantageous to do so. For example, switching to a newerversion of HTTP is advantageous over older versions, and switching to a real-time, synchronous protocolmay be advantageous when delivering resources that use such features.10.2 Successful 2xxThis class of status code indicates that the client’s request was successfully received, understood, andaccepted. 200 OKThe request has succeeded. The information returned with the response is dependent on the method used inthe request, as follows: GET an entity corresponding to the requested resource is sent in the response; HEAD the response must only contain the header information and no Entity-Body; POST an entity describing or containing the result of the action; TRACE an entity containing the request message as received by the end server; otherwise, an entity describing the result of the action;If the entity corresponds to a resource, the response may include a Location header field giving the actuallocation of that specific resource for later reference.

201 CreatedThe request has been fulfilled and resulted in a new resource being created. The newly created resource can bereferenced by the URI(s) returned in the URI-header field and/or the entity of the response, with the mostspecific URL for the resource given by a Location header field. The origin server should create the resourcebefore using this Status-Code. If the action cannot be carried out immediately, the server must include inthe response body a description of when the resource will be available; otherwise, the server should respondwith 202 (accepted). 202 AcceptedThe request has been accepted for processing, but the processing has not been completed. The request mayor may not eventually be acted upon, as it may be disallowed when processing actually takes place. There isno facility for re-sending a status code from an asynchronous operation such as this.The 202 response is intentionally non-committal. Its purpose is to allow a server to accept a request forsome other process (perhaps a batch-oriented process that is only run once per day) without requiring thatthe user agent’s connection to the server persist until the process is completed. The entity returned with thisresponse should include an indication of the request’s current status and either a pointer to a status monitoror some estimate of when the user can expect the request to be fulfilled. 203 Non-Authoritative InformationThe returned metainformation in the Entity-Header is not the definitive set as available from the originserver, but is gathered from a local or a third-party copy. The set presented may be a subset or superset ofthe original version. For example, including local annotation information about the resource may result in asuperset of the metainformation known by the origin server. Use of this response code is not required and isonly appropriate when the response would otherwise be 200 (ok). 204 No ContentThe server has fulfilled the request but there is no new information to send back. If the client is a useragent, it should not change its document view from that which caused the request to be generated. Thisresponse is primarily intended to allow input for actions to take place without causing a change to the useragent’s active document view. The response may include new metainformation in the form of entity headers,which should apply to the document currently in the user agent’s active view.The 204 response must not include an entity body, and thus is always ternminated by the first empty lineafter the header fields. 205 Reset ContentThe server has fulfilled the request and the user agent should reset the document view which caused therequest to be generated. This response is primarily intended to allow input for actions to take place via userinput, followed by a clearing of the form in which the input is given so that the user can easily initiateanother input action. The response must include a Content-Length with a value of zero (0) and no entitybody. 206 Partial ContentThe server has fulfilled the partial GET request for the resource. The request must have included a Rangeheader field (Section 10.33) indicating the desired range. The response must include a Content-Range headerfield (Section 10.14) indicating the range included with this response. All entity header fields in theresponse must describe the actual entity transmitted rather than what would have been transmitted in a full response. In particular, the Content-Length header field in the response must match the actual number ofOCTETs transmitted in the entity body. It is assumed that the client already has the complete entity’s headerfield data.10.3 Redirection 3xxThis class of status code indicates that further action needs to be taken by the user agent in order to fulfillthe request. The action required may be carried out by the user agent without interaction with the user if andonly if the method used in the second request is GET or HEAD. A user agent should never automaticallyredirect a request more than 5 times, since such redirections usually indicate an infinite loop. 300 Multiple ChoicesThe requested resource is available at one or more locations and a preferred location could not be determinedvia preemptive content negotiation (Section 12). Unless it was a HEAD request, the response shouldinclude an entity containing a list of resource characteristics and locations from which the user or user agentcan choose the one most appropriate. The entity format is specified by the media type given in the Content-Type header field. Depending upon the format and the capabilities of the user agent, selection of the mostappropriate choice may be performed automatically. If the server has a preferred choice, it should include theURL in a Location field; user agents not capable of complex selection may use this field value forautomatic redirection. This response is cachable unless indicated otherwise. 301 Moved PermanentlyThe requested resource has been assigned a new permanent URI and any future references to this resourceshould be done using one of the returned URIs. Clients with link editing capabilities should automaticallyrelink references to the Request-URI to one or more of the new references returned by the server, wherepossible. This response is cachable unless indicated otherwise.If the new URI is a single location, its URL must be given by the Location field in the response. If morethan one URI exists for the resource, the primary URL should be given in the Location field and the otherURIs given in one or more URI-header fields. Unless it was a HEAD request, the Entity-Body of theresponse should contain a short hypertext note with a hyperlink to the new URI(s).If the 301 status code is received in response to a request other than GET or HEAD, the user agent must notautomatically redirect the request unless it can be confirmed by the user, since this might change theconditions under which the request was issued. 302 Moved TemporarilyThe requested resource resides temporarily under a different URI. Since the redirection may be altered onoccasion, the client should continue to use the Request-URI for future requests. This response is onlycachable if indicated by a Cache-Control or Expires header field.If the new URI is a single location, its URL must be given by the Location field in the response. If morethan one URI exists for the resource, the primary URL should be given in the Location field and the otherURIs given in one or more URI-header fields. Unless it was a HEAD request, the Entity-Body of theresponse should contain a short hypertext note with a hyperlink to the new URI(s).

If the 302 status code is received in response to a request other than GET or HEAD, the user agent must notautomatically redirect the request unless it can be confirmed by the user, since thismight change the conditions under which the request was issued. 303 See OtherThe response to the request can be found under a different URI and should be retrieved using a GET methodon that resource. This method exists primarily to allow the output of a POST-activated script to redirect theuser agent to a selected resource. The new resource is not a replacement reference for the original Request-URI. The 303 response is not cachable, but the response to the second request may be cachable.If the new URI is a single location, its URL must be given by the Location field in the response. If morethan one URI exists for the resource, the primary URL should be given in the Location field and the otherURIs given in one or more URI-header fields. Unless it was a HEAD request, the Entity-Body of theresponse should contain a short hypertext note with a hyperlink to the new URI(s). 304 Not ModifiedIf the client has performed a conditional GET request and access is allowed, but the document has not beenmodified since the date and time specified in the If-Modified-Since field, the server must respond with thisstatus code and not send an Entity-Body to the client. Header fields contained in the response should onlyinclude information which is relevant to cache managers or which may have changed independently of theentity’s Last-Modified date. Examples of relevant header fields include: Date, Server, Content-Length,Content-MD5, Content-Version, Cache-Control and Expires.A cache should update its cached entity to reflect any new field values given in the 304 response. If the newfield values indicate that the cached entity differs from the current resource (as would be indicated by achange in Content-Length, Content-MD5, or Content-Version), then the cache must disregard the 304response and repeat the request without an If-Modified-Since field. 305 Use ProxyThe requested resource must be accessed through the proxy given by the Location field in the response. Inother words, this is a proxy redirect.10.4 Client Error 4xxThe 4xx class of status code is intended for cases in which the client seems to have erred. If the client hasnot completed the request when a 4xx code is received, it should immediately cease sending data to theserver. Except when responding to a HEAD request, the server should include an entity containing anexplanation of the error situation, and whether it is a temporary or permanent condition. These status codesare applicable to any request method.Note: If the client is sending data, server implementations on TCP should be careful to ensure that theclient acknowledges receipt of the packet(s) containing the response prior to closing the input connection. Ifthe client continues sending data to the server after the close, the server’s controller will send a reset packetto the client, which may erase the client’s unacknowledged input buffers before they can be read andinterpreted by the HTTP application. 400 Bad RequestThe request could not be understood by the server due to malformed syntax. The client should not repeat therequest without modifications.

401 UnauthorizedThe request requires user authentication. The response must include a WWW-Authenticate header fieldcontaining a challenge applicable to the requested resource. The client may repeat the request with a suitableAuthorization header field. If the request already included Authorization credentials, then the 401 responseindicates that authorization has been refused for those credentials. If the 401 response contains the samechallenge as the prior response, and the user agent has already attempted authentication at least once, thenthe user should be presented the entity that was given in the response, since that entity may include relevantdiagnostic information. HTTP access authentication is explained in Section 11. 402 Payment RequiredThis code is reserved for future use. 403 ForbiddenThe server understood the request, but is refusing to fulfill it. Authorization will not help and the requestshould not be repeated. If the request method was not HEAD and the server wishes to make public why therequest has not been fulfilled, it should describe the reason for the refusal in the entity body. This statuscode is commonly used when the server does not wish to reveal exactly why the request has been refused, orwhen no other response is applicable. 404 Not FoundThe server has not found anything matching the Request-URI. No indication is given of whether thecondition is temporary or permanent. If the server does not wish to make this information available to theclient, the status code 403 (forbidden) can be used instead. The 410 (gone) status code should be used if theserver knows, through some internally configurable mechanism, that an old resource is permanentlyunavailable and has no forwarding address. 405 Method Not AllowedThe method specified in the Request-Line is not allowed for the resource identified by the Request-URI. Theresponse must include an Allow header containing a list of valid methods for the requested resource. 406 None AcceptableThe server has found a resource matching the Request-URI, but not one that satisfies the conditionsidentified by the Accept and Accept-Encoding request headers. Unless it was a HEAD request, the responseshould include an entity containing a list of resource characteristics and locations from which the user oruser agent can choose the one most appropriate. The entity format is specified by the media type given inthe Content-Type header field. Depending upon the format and the capabilities of the user agent, selection ofthe most appropriate choice may be performed automatically. 407 Proxy Authentication RequiredThis code is similar to 401 (unauthorized), but indicates that the client must first authenticate itself with theproxy. The proxy must return a Proxy-Authenticate header fieldcontaining a challenge applicable to theproxy for the requested resource. The client may repeat the request with a suitable Proxy-Authorizationheader field. HTTP access authentication is explained in Section 12. 408 Request Timeout

The client did not produce a request within the time that the server was prepared to wait. The client mayrepeat the request without modifications at any later time. 409 ConflictThe request could not be completed due to a conflict with the current state of the resource. This code is onlyallowed in situations where it is expected that the user may be able to resolve the conflict and resubmit therequest. The response body should include enough information for the user to recognize the source of theconflict. Ideally, the response entity would include enough information for the user or user-agent to fix theproblem; however, that may not be possible and is not required.Conflicts are most likely to occur in response to a PUT or PATCH request. If versioning is being used andthe entity being PUT or PATCHed includes changes to a resource which conflict with those made by anearlier (third-party) request, the server may use the 409 response to indicate that it can’t complete therequest. In this case, the response entity should contain a list of the differences between the two versions ina format defined by the response Content-Type. 410 GoneThe requested resource is no longer available at the server and no forwarding address is known. Thiscondition should be considered permanent. Clients with link editing capabilities should delete references tothe Request-URI after user approval. If the server does not know, or has no facility to determine, whether ornot the condition is permanent, the status code 404 (not found) should be used instead. This response iscachable unless indicated otherwise.The 410 response is primarily intended to assist the task of web maintenance by notifying the recipient thatthe resource is intentionally unavailable and that the server owners desire that remote links to that resourcebe removed. Such an event is common for limited-time, promotional services and for resources belongingto individuals no longer working at the server’s site. It is not necessary to mark all permanently unavailableresources as "gone" or to keep the mark for any length of time -- that is left to the discretion of the serverowner. 411 Length RequiredThe server refuses to accept the request without a defined Content-Length. The client may repeat the requestif it adds a valid Content-Length header field containing the length of the entity body in the requestmessage. 412 Unless TrueThe condition given in the Unless request-header field evaluated to true when it was tested on the server andthe request did not include a Range header field (which would indicate a partial GET) or an If-Modified-Sinceheader field (which would indicate a conditional GET). This response code allows the client to placearbitrary preconditions on the current resource metainformation (header field data) and thus prevent therequested method from being applied to a resource other than the one intended.10.5 Server Error 5xxResponse status codes beginning with the digit "5" indicate cases in which the server is aware that it haserred or is incapable of performing the request. If the client has not completed the request when a 5xx codeis received, it should immediately cease sending data to the server. Except when responding to a HEADrequest, the server should include an entity containing an explanation of the error situation, and whether it isa temporary or permanent condition. These response codes are applicable to any request method and there areno required header fields.

500 Internal Server ErrorThe server encountered an unexpected condition which prevented it from fulfilling the request. 501 Not ImplementedThe server does not support the functionality required to fulfill the request. This is the appropriate responsewhen the server does not recognize the request method and is not capable of supporting it for any resource. 502 Bad GatewayThe server, while acting as a gateway or proxy, received an invalid response from the upstream server itaccessed in attempting to fulfill the request. 503 Service UnavailableThe server is currently unable to handle the request due to a temporary overloading or maintenance of theserver. The implication is that this is a temporary condition which will be alleviated after some delay. Ifknown, the length of the delay may be indicated in a Retry-After header. If no Retry-After is given, theclient should handle the response as it would for a 500 response.Note: The existence of the 503 status code does not imply that a server must use it when becomingoverloaded. Some servers may wish to simply refuse the connection. 504 Gateway TimeoutThe server, while acting as a gateway or proxy, did not receive a timely response from the upstream serverit accessed in attempting to complete the request.11. Header Field DefinitionsThis section defines the syntax and semantics of all standard HTTP/1.1 header fields. For Entity-Headerfields, both sender and recipient refer to either the client or the server, depending on who sends and whoreceives the entity.11.1 AcceptThe Accept response-header field can be used to indicate a list of media ranges which are acceptable as aresponse to the request. The asterisk "*" character is used to group media types into ranges, with "*/*"indicating all media types and "type/*" indicating all subtypes of that type. The set of ranges given by theclient should represent what types are acceptable given the context of the request. The Accept field shouldonly be used when the request is specifically limited to a set of desired types, as in the case of a request foran in-line image, or to indicate qualitative preferences for specific media types.The field may be folded onto several lines and more than one occurrence of the field is allowed, with thesemantics being the same as if all the entries had been in one field value. Accept = "Accept" ":" #( media-range [ ";" "q" "=" qvalue ] [ ";" "mxb" "=" 1*DIGIT ] ) media-range = ( "*/*" | ( type "/" "*" ) | ( type "/" subtype ) ) *( ";" parameter )The parameter q is used to indicate the quality factor, which represents the user’s preference for that range ofmedia types. The parameter mxb gives the maximum acceptable size of the Entity-Body, in decimal numberof octets, for that range of media types. Section 13 describes the content negotiation algorithm whichmakes use of these values. The default values are: q=1 and mxb=undefined (i.e., infinity).The example Accept: audio/*; q=0.2, audio/basicshould be interpreted as "I prefer audio/basic, but send me any audio type if it is the best available after an80% mark-down in quality."If no Accept header is present, then it is assumed that the client accepts all media types with quality factor1. This is equivalent to the client sending the following accept header field: Accept: */*; q=1 or Accept: */*If a single Accept header is provided and it contains no field value, then the server must interpret it as arequest to not perform any preemptive content negotiation (Section 12) and instead return a 406 (noneacceptable) response if there are variants available for the Request-URI.A more elaborate example is Accept: text/plain; q=0.5, text/html, text/x-dvi; q=0.8; mxb=100000, text/x-cVerbally, this would be interpreted as "text/html and text/x-c are the preferred media types, but if they donot exist, then send the text/x-dvi entity if it is less than 100000 bytes, otherwise send the text/plainentity."Media ranges can be overridden by more specific media ranges or specific media types. If more than onemedia range applies to a given type, the most specific reference has precedence. For example, Accept: text/*, text/html, text/html;version=2.0, */*have the following precedence: 1) text/html;version=2.0 2) text/html 3) text/* 4) */*The quality value associated with a given type is determined by finding the media range with the highestprecedence which matches that type. For example,

Accept: text/*;q=0.3, text/html;q=0.7, text/html;version=2.0, */*;q=0.5would cause the following values to be associated: text/html;version=2.0 = 1 text/html = 0.7 text/plain = 0.3 image/jpeg = 0.5 text/html;level=3 = 0.7It must be emphasized that the Accept field should only be used when it is necessary to restrict the responsemedia types to a subset of those possible or when the user has been permitted to specify qualitative valuesfor ranges of media types. If no quality factors have been set by the user, and the context of the request issuch that the user agent is capable of saving the entity to a file if the received media type is unknown, thenthe only appropriate value for Accept is "*/*", or an empty value if the user desires reactive negotiation.Note: A user agent may be provided with a default set of quality values for certain media ranges. However,unless the user agent is a closed system which cannot interact with other rendering agents, this default setshould be configurable by the user.11.2 Accept-CharsetThe Accept-Charset request-header field can be used to indicate what character sets are acceptable for theresponse. This field allows clients capable of understanding more comprehensive or special-purposecharacter sets to signal that capability to a server which is capable of representing documents in thosecharacter sets. The US-ASCII character set can be assumed to be acceptable to all user agents. Accept-Charset = "Accept-Charset" ":" 1#charsetCharacter set values are described in Section 3.4. An example is Accept-Charset: iso-8859-1, unicode-1-1If no Accept-Charset field is given, the default is that any character set is acceptable. If the Accept-Charsetfield is given and the requested resource is not available in one of the listed character sets, then the servershould respond with the 406 (none acceptable) status code.11.3 Accept-EncodingThe Accept-Encoding request-header field is similar to Accept, but restricts the content-coding values(Section 4.5) which are acceptable in the response. Accept-Encoding = "Accept-Encoding" ":" #( content-coding )An example of its use is Accept-Encoding: compress, gzipIf no Accept-Encoding field is present in a request, the server may assume that the client will accept anycontent coding. If an Accept-Encoding field is present, but contains an empty field value, then the useragent is refusing to accept any content coding.

11.4 Accept-LanguageThe Accept-Language request-header field is similar to Accept, but restricts the set of natural languages thatare preferred as a response to the request. Accept-Language = "Accept-Language" ":" 1#( language-tag [ ";" "q" "=" qvalue ] )The language-tag is described in Section 4.10. Each language may be given an associated quality valuewhich represents an estimate of the user’s comprehension of that language. The quality value defaults to"q=1" (100% comprehension) for listed languages. This value may be used in the server’s contentnegotiation algorithm (Section 13). For example, Accept-Language: da, en-gb;q=0.8, de;q=0.55would mean: "I prefer Danish, but will accept British English (with 80% comprehension) or German (witha 55% comprehension)."If the server cannot fulfill the request with one or more of the languages given, or if the languages onlyrepresent a subset of a multi-linguistic Entity-Body, it is acceptable to serve the request in an unspecifiedlanguage. This is equivalent to assigning a quality value of "q=0.001" to any unlisted language.If no Accept-Language header is present in the request, the server should assume that all languages areequally acceptable.Note: As intelligibility is highly dependent on the individual user, it is recommended that clientapplications make the choice of linguistic preference available to the user. If the choice is not madeavailable, then the Accept-Language header field must not be given in the request.11.5 AllowThe Allow entity-header field lists the set of methods supported by the resource identified by the Request-URI. The purpose of this field is strictly to inform the recipient of valid methods associated with theresource. An Allow header field must be present in a 405 (method not allowed) response. The Allow headerfield is not permitted in a request using the POST method, and thus should be ignored if it is received aspart of a POST entity. Allow = "Allow" ":" 1#methodExample of use: Allow: GET, HEAD, PUTThis field cannot prevent a client from trying other methods. However, the indications given by the Allowheader field value should be followed. The actual set of allowed methods is defined by the origin server atthe time of each request.The Allow header field may be provided with a PUT request to recommend the methods to be supported bythe new or modified resource. The server is not required to support these methods and should include anAllow header in the response giving the actual supported methods.A proxy must not modify the Allow header field even if it does not understand all the methods specified,since the user agent may have other means of communicating with the origin server.

The Allow header field does not indicate what methods are implemented at the server level. Servers may usethe Public response header field to describe what methods are implemented on the server as a whole.11.6 AuthorizationA user agent that wishes to authenticate itself with a server--usually, but not necessarily, after receiving a401 response--may do so by including an Authorization request-header field with the request. TheAuthorization field value consists of credentials containing the authentication information of the user agentfor the realm of the resource being requested. Authorization = "Authorization" ":" credentialsHTTP access authentication is described in Section 12. If a request is authenticated and a realm specified, thesame credentials should be valid for all other requests within this realm.Responses to requests containing an Authorization field are not cachable.11.7 BaseThe Base entity-header field may be used to specify the base URI for resolving relative URLs, as describedin RFC 1808 [11].11.8 Cache-ControlThe Cache-Control general-header field is used to specify directives that must be obeyed by all cachingmechanisms along the request/response chain. The directives specify behavior intended to prevent cachesfrom adversely interfering with the request or response. Cache directives are unidirectional in that thepresence of a directive in a request does not imply that the same directive should be given in the response. Cache-Control = "Cache-Control" ":" 1#cache-directive cache-directive = "cachable" | "max-age" "=" delta-seconds | "private" [ "=" <"> 1#field-name <"> ] | "no-cache" [ "=" <"> 1#field-name <"> ]The Cache-Control header field may be used to modify the optional behavior of caching mechanisms, andthe default cachability of a response message; it cannot be used to modify the required behavior of cachingmechanisms. HTTP requirements for caching and cachable messages are described in Section 14.The "cachable" directive indicates that the entire response message is cachable unless required otherwise byHTTP restrictions on the request method and response code. In other words, this directive indicates that theserver believes the response to be cachable. This directive applies only to responses and must not be usedwith any other cache directive.When the "max-age" directive is present in a request message, an application must forward the requesttoward the origin server if it has no cached copy, or refresh its cached copy if it is older than the age valuegiven (in seconds) prior to returning a response. A cached copy’s age is determined by the cached message’sDate header field, or the equivalent as stored by the cache manager.In most cases, a cached copy can be refreshed by forwarding a conditional GET request toward the originserver with the stored message’s Last-Modified value in the If-Modified-Since field. The Unless header fieldmay be used to add further restrictions to the modification test on the server. If a 304 (not modified)response is received, the cache should replace the cached message’s Date with that of the 304 response and send this refreshed message as the response. Any other response should be forwarded directly to the requestorand, depending on the response code and the discretion of the cache manager, may replace the message in thecache.When the "max-age" directive is present in a cached response message, an application must refresh themessage if it is older than the age value given (in seconds) at the time of a new request for that resource.The behavior should be equivalent to what would occur if the request had included the max-age directive. Ifboth the new request and the cached message have max-age specified, then the lesser of the two values mustbe used. A max-age value of zero (0) forces a cache to perform a refresh (If-Modified-Since) on everyrequest. The max-age directive on a response implies that the server believes it to be cachable.The "private" directive indicates that parts of the response message are intended for a single user and mustnot be cached except within a private (non-shared) cache controlled by the user agent. If no list of fieldnames is given, then the entire message is private; otherwise, only the information within the header fieldsidentified by the list of names is private and the remainder of the message is believed to be cachable by anyapplication. This allows an origin server to state that the specified parts of the message are intended for onlyone user and are not a valid response for requests by other agents. The "private" directive is only applicableto responses and must not be generated by clients.Note: This usage of the word "private" implies only that the message must not be cached publically; it doesnot ensure the privacy of the message content.The "no-cache" directive on a request message requires any cache to forward the request toward the originserver even if it has a cached copy of what is being requested. This allows a client to insist upon receivingan authoritative response to its request. It also allows a client to refresh a cached copy which is known to becorrupted or stale. This is equivalent to the "no-cache" pragma-directive in Section 11.29. The list of fieldnames is not used with requests and must not be generated by clients. The no-cache directive overrides anymax-age directive.The "no-cache" directive on a response message indicates that parts of the message must never be cached. Ifno list of field names is given, then the entire message must not be cached; otherwise, only the informationwithin the header fields identified by the list of names must not be cached and the remainder of the messageis believed to be cachable. This allows an origin server to state that the specified parts of the message areintended for only one recipient and must not be stored unless the user explicitly requests it through aseparate action.The max-age, private, and no-cache directives may be used in combination to define the cachability of eachpart of the message. In all cases, no-cache takes precedence over private, which in turn takes precedence overmax-age.Caching directives must be passed through by a proxy or gateway application, regardless of theirsignificance to that application, since the directives may be applicable to all recipients along therequest/response chain. It is not possible to specify a cache-directive for a specific cache.11.9 ConnectionThe Connection general-header field is used to indicate a list of keywords and header field names containinginformation which is only applicable to the current connection between the sender and the nearest non-tunnel recipient on the request/response chain. This information must not be forwarded or cached. Unlikethe default behavior, the recipient cannot safely ignore the semantics of the listed field-names if they are notunderstood, since forwarding them may imply that understanding. Connection = "Connection" ":" 1#field-name

Proxies and gateways must discard the named header fields, and the Connection header itself, beforeforwarding the message. Proxies and gateways may add their own Connection information to forwardedmessages if such options are desired for the forwarding connection. These restrictions do not apply to atunnel, since the tunnel is acting as a relay between two connections and does not affect the connectionoptions.Whether or not the listed field-name(s) occur as header fields in the message is optional. If no correspondingheader field is present, then the field name is treated as a keyword. Keywords are useful for indicating adesired option without assigning parameters to that option. This allows for a minimal syntax to provideconnection-based options without pre-restricting the syntax or number of those options. HTTP/1.1 onlydefines the "keep-alive" keyword.The semantics of Connection are defined by HTTP/1.1 in order to provide a safe transition to connection-based features. Connection header fields received in an HTTP/1.0 message, as would be the case if an olderproxy mistakenly forwards the field, cannot be trusted and must be discarded except under experimentalconditions.11.9.1 Persistent ConnectionsThe "keep-alive" keyword in a Connection header field allows the sender to indicate its desire for a persistentconnection (i.e., a connection that lasts beyond the current request/response transaction). Persistentconnections allow the client to perform multiple requests without the overhead of connection tear-down andset-up between each request.As an example, a client would send Connection: Keep-Aliveto indicate that it desires to keep the connection open for multiple requests. The server may then respondwith a message containing Connection: Keep-Aliveto indicate that the connection will be kept open for the next request. The Connection header field with akeep-alive keyword must be sent on all requests and responses that wish to continue the persistence. Theclient sends requests as normal and the server responds as normal, except that all messages containing anentity body must have a length that can be determined without closing the connection (i.e., each messagecontaing an entity body must have a valid Content-Length, be a multipart media type, or be encoded usingthe "chunked" transfer coding, as described in Section 8.2.2).The Keep-Alive header field (Section 11.24) may be used to include diagnostic information and otheroptional parameters. For example, the server may responds with Connection: Keep-Alive Keep-Alive: timeout=10, max=5to indicate that the server has selected (perhaps dynamically) a maximum of 5 requests, but will timeout ifthe next request is not received within 10 seconds. Note, however, that this additional information isoptional and the Keep-Alive header field does not need to be present. If it is present, the semantics of theConnection header field prevents it from being accidentally forwarded to downstream connections.The persistent connection ends when either side closes the connection or after the receipt of a responsewhich lacks the "keep-alive" keyword. The server may close the connection immediately after responding to a request without a "keep-alive" keyword. A client can tell if the connection will be closed by looking for a"keep-alive" in the response.11.10 Content-EncodingThe Content-Encoding entity-header field is used as a modifier to the media-type. When present, its valueindicates what additional content codings have been applied to the resource, and thus what decodingmechanisms must be applied in order to obtain the media-type referenced by the Content-Type header field.Content-Encoding is primarily used to allow a document to be compressed without losing the identity of itsunderlying media type. Content-Encoding = "Content-Encoding" ":" 1#content-codingContent codings are defined in Section 3.5. An example of its use is Content-Encoding: gzipThe Content-Encoding is a characteristic of the resource identified by the Request-URI. Typically, theresource is stored with this encoding and is only decoded before rendering or analogous usage.If multiple encodings have been applied to a resource, the content codings must be listed in the order inwhich they were applied. Additional information about the encoding parameters may be provided by otherEntity-Header fields not defined by this specification.11.11 Content-LanguageThe Content-Language entity-header field describes the natural language(s) of the intended audience for theenclosed entity. Note that this may not be equivalent to all the languages used within the entity. Content-Language = "Content-Language" ":" 1#language-tagLanguage tags are defined in Section 4.10. The primary purpose of Content-Language is to allow a selectiveconsumer to identify and differentiate resources according to the consumer’s own preferred language. Thus, ifthe body content is intended only for a Danish-literate audience, the appropriate field is Content-Language: dkIf no Content-Language is specified, the default is that the content is intended for all language audiences.This may mean that the sender does not consider it to be specific to any natural language, or that the senderdoes not know for which language it is intended.Multiple languages may be listed for content that is intended for multiple audiences. For example, arendition of the "Treaty of Waitangi," presented simultaneously in the original Maori and English versions,would call for Content-Language: mi, enHowever, just because multiple languages are present within an entity does not mean that it is intended formultiple linguistic audiences. An example would be a beginner’s language primer, such as "A First Lessonin Latin," which is clearly intended to be used by an English-literate audience. In this case, the Content-Language should only include "en".Content-Language may be applied to any media type -- it should not be limited to textual documents.

11.12 Content-LengthThe Content-Length entity-header field indicates the size of the Entity-Body, in decimal number of octets,sent to the recipient or, in the case of the HEAD method, the size of the Entity-Body that would have beensent had the request been a GET. Content-Length = "Content-Length" ":" 1*DIGITAn example is Content-Length: 3495Applications should use this field to indicate the size of the Entity-Body to be transferred, regardless of themedia type of the entity. A valid Content-Length field value is required on all HTTP/1.1 request messagescontaining an entity body.Any Content-Length greater than or equal to zero is a valid value. Section 8.2.2 describes how to determinethe length of an Entity-Body if a Content-Length is not given.Note: The meaning of this field is significantly different from the corresponding definition in MIME, whereit is an optional field used within the "message/external-body" content-type. In HTTP, it should be usedwhenever the entity’s length can be determined prior to being transferred.11.13 Content-MD5Follows from the MD5 specification.11.14 Content-RangeTo be supplied.11.15 Content-TypeThe Content-Type entity-header field indicates the media type of the Entity-Body sent to the recipient or, inthe case of the HEAD method, the media type that would have been sent had the request been a GET. Content-Type = "Content-Type" ":" media-typeMedia types are defined in Section 4.7. An example of the field is Content-Type: text/html; charset=ISO-8859-4Further discussion of methods for identifying the media type of an entity is provided in Section 8.2.1.11.16 Content-VersionThe Content-Version entity-header field defines the version tag associated with a rendition of an evolvingentity. Together with the Derived-From field described in Section 10.18, it allows a group of people towork simultaneously on the creation of a work as an iterative process. The field should be used to allowevolution of a particular work along a single path. It should not be used to indicate derived works orrenditions in different representations. It may also me used as an opaque value for comparing a cachedentity’s version with that of the current resource. Content-Version= "Content-Version" ":" quoted-string

Examples of the Content-Version field include: Content-Version: "2.1.2" Content-Version: "Fred 19950116-12:26:48" Content-Version: "2.5a4-omega7"The value of the Content-Version field should be considered opaque to all parties but the origin server. Auser agent may suggest a value for the version of an entity transferred via a PUT request; however, only theorigin server can reliably assign that value.11.17 DateThe Date general-header field represents the date and time at which the message was originated, having thesame semantics as orig-date in RFC 822. The field value is an HTTP-date, as described in Section 4.3. Date = "Date" ":" HTTP-dateAn example is Date: Tue, 15 Nov 1994 08:12:31 GMTIf a message is received via direct connection with the user agent (in the case of requests) or the originserver (in the case of responses), then the date can be assumed to be the current date at the receiving end.However, since the date--as it is believed by the origin--is important for evaluating cached responses, originservers should always include a Date header. Clients should only send a Date header field in messages thatinclude an entity body, as in the case of the PUT and POST requests, and even then it is optional. Areceived message which does not have a Date header field should be assigned one by the recipient if themessage will be cached by that recipient or gatewayed via a protocol which requires a Date.In theory, the date should represent the moment just before the entity is generated. In practice, the date canbe generated at any time during the message origination without affecting its semantic value.Note: An earlier version of this document incorrectly specified that this field should contain the creation dateof the enclosed Entity-Body. This has been changed to reflect actual (and proper) usage.11.18 Derived-FromThe Derived-From entity-header field can be used to indicate the version tag of the resource from which theenclosed entity was derived before modifications were made by the sender. This field is used to help managethe process of merging successive changes to a resource, particularly when such changes are being made inparallel and from multiple sources. Derived-From = "Derived-From" ":" quoted-stringAn example use of the field is: Derived-From: "2.1.1"

The Derived-From field is required for PUT and PATCH requests if the entity being sent was previouslyretrieved from the same URI and a Content-Version header was included with the entity when it was lastretrieved.11.19 ExpiresThe Expires entity-header field gives the date/time after which the entity should be considered stale. Thisallows information providers to suggest the volatility of the resource, or a date after which the informationmay no longer be valid. Applications must not cache this entity beyond the date given. The presence of anExpires field does not imply that the original resource will change or cease to exist at, before, or after thattime. However, information providers that know or even suspect that a resource will change by a certaindate should include an Expires header with that date. The format is an absolute date and time as defined byHTTP-date in Section 4.3. Expires = "Expires" ":" HTTP-dateAn example of its use is Expires: Thu, 01 Dec 1994 16:00:00 GMTIf the date given is equal to or earlier than the value of the Date header, the recipient must not cache theenclosed entity. If a resource is dynamic by nature, as is the case with many data-producing processes,entities from that resource should be given an appropriate Expires value which reflects that dynamism.The Expires field cannot be used to force a user agent to refresh its display or reload a resource; itssemantics apply only to caching mechanisms, and such mechanisms need only check a resource’s expirationstatus when a new request for that resource is initiated.User agents often have history mechanisms, such as "Back" buttons and history lists, which can be used toredisplay an entity retrieved earlier in a session. By default, the Expires field does not apply to historymechanisms. If the entity is still in storage, a history mechanism should display it even if the entity hasexpired, unless the user has specifically configured the agent to refresh expired history documents.Note: Applications are encouraged to be tolerant of bad or misinformed implementations of the Expiresheader. A value of zero (0) or an invalid date format should be considered equivalent to an "expiresimmediately." Although these values are not legitimate for HTTP/1.1, a robust implementation is alwaysdesirable.11.20 ForwardedThe Forwarded general-header field is to be used by gateways and proxies to indicate the intermediate stepsbetween the user agent and the server on requests, and between the origin server and the client on responses.It is analogous to the "Received" field of RFC 822 [9] and is intended to be used for tracing transportproblems and avoiding request loops. Forwarded = "Forwarded" ":" #( "by" URI [ "(" product ")" ] [ "for" FQDN ] ) FQDN = <Fully-Qualified Domain Name>For example, a message could be sent from a client on ptsun00.cern.ch to a server at www.npac.syr.eduport 80, via an intermediate HTTP proxy at info.cern.ch port 8000. The request received by the server atwww.npac.syr.edu would then have the following Forwarded header field:

Forwarded: by http://info.cern.ch:8000/ for ptsun00.cern.chMultiple Forwarded header fields are allowed and should representeach proxy/gateway that has forwarded the message. It is strongly recommended that proxies/gateways usedas a portal through a network firewall do not, by default, send out information about the internal hostswithin the firewall region. This information should only be propagated if explicitly enabled. If not enabled,the for token and FQDN should not be included in the field value, and any Forwarded headers already presentin the message (those added behind the firewall) should be removed.11.21 FromThe From request-header field, if given, should contain an Internet e-mail address for the human user whocontrols the requesting user agent. The address should be machine-usable, as defined by mailbox in RFC822 [9] (as updated by RFC 1123 [8]): From = "From" ":" mailboxAn example is: From: webmaster@w3.orgThis header field may be used for logging purposes and as a means for identifying the source of invalid orunwanted requests. It should not be used as an insecure form of access protection. The interpretation of thisfield is that the request is being performed on behalf of the person given, who accepts responsibility for themethod performed. In particular, robot agents should include this header so that the person responsible forrunning the robot can be contacted if problems occur on the receiving end.The Internet e-mail address in this field may be separate from the Internet host which issued the request. Forexample, when a request is passed through a proxy the original issuer’s address should be used.Note: The client should not send the From header field without the user’s approval, as it may conflict withthe user’s privacy interests or their site’s security policy. It is strongly recommended that the user be able todisable, enable, and modify the value of this field at any time prior to a request.11.22 HostThe Host request-header field allows the client to specify, for the server’s benefit, the Internet host given bythe original Uniform Resource Identifier (Section 4.2) of the resource being requested, as it was obtainedfrom the user or the referring resource. This allows a server to differentiate between internally-ambiguousURLs (such as the root "/" URL of a server harboring multiple virtual hostnames). This field is required onall HTTP/1.1 requests which do not already include the host in the Request-URI. Host = "Host" ":" host ; Section 4.2.2Example: Host: www.w3.orgThe contents of the Host header field should exactly match the host information used to contact the originserver or gateway in question. It must not include the trailing ":port" information which may also be foundin the net_loc portion of a URL (Section 4.2).11.23 If-Modified-Since

The If-Modified-Since request-header field is used with the GET method to make it conditional: if therequested resource has not been modified since the time specified in this field, a copy of the resource willnot be returned from the server; instead, a 304 (not modified) response will be returned without any Entity-Body. If-Modified-Since = "If-Modified-Since" ":" HTTP-dateAn example of the field is: If-Modified-Since: Sat, 29 Oct 1994 19:43:31 GMTA conditional GET method requests that the identified resource be transferred only if it has been modifiedsince the date given by the If-Modified-Since header. The algorithm for determining this includes thefollowing cases: a) If the request would normally result in anything other than a 200 (ok) status, or if the passed If-Modified-Since date is invalid, the response is exactly the same as for a normal GET. A date which is later than the server’s current time is invalid. b) If the resource has been modified since the If-Modified-Since date, the response is exactly the same as for a normal GET. c) If the resource has not been modified since a valid If-Modified-Since date, the server must return a 304 (not modified) response.The purpose of this feature is to allow efficient updates of cached information with a minimum amount oftransaction overhead.11.24 Keep-AliveThe Keep-Alive general-header field may be used to include diagnostic information and other optionalparameters associated with the "keep-alive" keyword of the Connection header field (Section 11.9). ThisKeep-Alive field must only be used when the "keep-alive" keyword is present (Section 11.9.1). Keep-Alive = "Keep-Alive" ":" 1#kaparam kaparam = ( "timeout" "=" delta-seconds ) | ( "max" "=" 1*DIGIT ) | ( attribute [ "=" value ] )The Keep-Alive header field and the additional information it provides are optional and do not need to bepresent to indicate a persistent connection has been established. The semantics of the Connection headerfield prevent the Keep-Alive field from being accidentally forwarded to downstream connections.HTTP/1.1 defines semantics for the optional "timeout" and "max" parameters on responses; otherparameters may be addedand the field may also be used on request messages. The "timeout" parameterallows the server to indicate, for diagnostic purposes only, the amount of time in seconds it is currentlyallowing between when the response was generated and when the next request is received from the client(i.e., the request timeout limit). Similarly, the "max" parameter allows the server to indicate the maximumadditional requests that it will allow on the current persistent connection.

For example, the server may respond to a request for a persistent connection with Connection: Keep-Alive Keep-Alive: timeout=10, max=5to indicate that the server has selected (perhaps dynamically) a maximum of 5 requests, but will timeout theconnection if the next request is not received within 10 seconds. Although these parameters have no affecton the operational requirements of the connection, they are sometimes useful for testing functionality andmonitoring server behavior.11.25 Last-ModifiedThe Last-Modified entity-header field indicates the date and time at which the sender believes the resourcewas last modified. The exact semantics of this field are defined in terms of how the recipient should interpretit: if the recipient has a copy of this resource which is older than the date given by the Last-Modified field,that copy should be considered stale. Last-Modified = "Last-Modified" ":" HTTP-dateAn example of its use is Last-Modified: Tue, 15 Nov 1994 12:45:26 GMTThe exact meaning of this header field depends on the implementation of the sender and the nature of theoriginal resource. For files, it may be just the file system last-modified time. For entities with dynamicallyincluded parts, it may be the most recent of the set of last-modify times for its component parts. Fordatabase gateways, it may be the last-update timestamp of the record. For virtual objects, it may be the lasttime the internal state changed.An origin server must not send a Last-Modified date which is later than the server’s time of messageorigination. In such cases, where the resource’s last modification would indicate some time in the future, theserver must replace that date with the message origination date.11.26 LinkThe Link entity-header field provides a means for describing a relationship between the entity and someother resource. An entity may include multiple Link values. Links at the metainformation level typicallyindicate relationships like hierarchical structure and navigation paths. The Link field is semanticallyequivalent to the <LINK> element in HTML [5]. Link = "Link" ":" #("<" URI ">" [ ";" "rel" "=" relationship ] [ ";" "rev" "=" relationship ] [ ";" "title" "=" quoted-string ] ) relationship = sgml-name | ( <"> sgml-name *( SP sgml-name) <"> ) sgml-name = ALPHA *( ALPHA | DIGIT | "." | "-" )Relationship values are case-insensitive and may be extended within the constraints of the sgml-namesyntax. The title parameter may be used to label the destination of a link such that it can be used asidentification within a human-readable menu.

Examples of usage include: Link: <http://www.cern.ch/TheBook/chapter2>; rel="Previous" Link: <mailto:timbl@w3.org>; rev="Made"; title="Tim Berners-Lee"The first example indicates that chapter2 is previous to the entity in a logical navigation path. The secondindicates that the person responsible for making the resource available is identified by the given e-mailaddress.11.27 LocationThe Location response-header field defines the exact location of the resource that was identified by theRequest-URI. For 2xx responses, if the Request-URI corresponds to a negotiable set of variants and theresponse includes one of those variants, then the response must also include a Location header fieldcontaining the exact location of the chosen variant. For 3xx responses, the location should indicate theserver’s preferred URL for automatic redirection to the resource. The field value consists of a single absoluteURL. Location = "Location" ":" absoluteURIAn example is Location: http://www.w3.org/pub/WWW/People.htmlIf no base URL is provided by or within the entity, the value of the Location field should be used as thebase for resolving relative URLs [11].11.28 MIME-VersionHTTP is not a MIME-compliant protocol. However, HTTP/1.1 messages may include a single MIME-Version general-header field to indicate what version of the MIME protocol was used to construct themessage. Use of the MIME-Version header field indicates that the message is in full compliance with theMIME protocol (as defined in [7]). Proxies/gateways are responsible for ensuring full compliance (wherepossible) when exporting HTTP messages to strict MIME environments. MIME-Version = "MIME-Version" ":" 1*DIGIT "." 1*DIGITMIME version "1.0" is the default for use in HTTP/1.1. However, HTTP/1.1 message parsing andsemantics are defined by this document and not the MIME specification.11.29 PragmaThe Pragma general-header field is used to include implementation-specific directives that may apply to anyrecipient along the request/response chain. All pragma directives specify optional behavior from theviewpoint of the protocol; however, some systems may require that behavior be consistent with thedirectives. Pragma = "Pragma" ":" 1#pragma-directive pragma-directive = "no-cache" | extension-pragma extension-pragma = token [ "=" word ]

When the "no-cache" directive is present in a request message, an application should forward the requesttoward the origin server even if it has a cached copy of what is being requested. This pragma directive hasthe same semantics as the "no-cache" cache-directive (see Section 11.8) and is defined here for backwardscompatibility with HTTP/1.0. Clients should include both header fields when a "no-cache" request is sent toa server not known to be HTTP/1.1 compliant.Pragma directives must be passed through by a proxy or gateway application, regardless of their significanceto that application, since the directives may be applicable to all recipients along the request/response chain.It is not possible to specify a pragma for a specific recipient; however, any pragma directive not relevant toa recipient should be ignored by that recipient.11.30 Proxy-AuthenticateThe Proxy-Authenticate response-header field must be included as part of a 407 (proxy authenticationrequired) response. The field value consists of a challenge that indicates the authentication scheme andparameters applicable to the proxy for this Request-URI. Proxy-Authentication = "Proxy-Authentication" ":" challengeThe HTTP access authentication process is described in Section 11. Unlike WWW-Authenticate, the Proxy-Authenticate header field applies only to the current connection and must not be passed on to downstreamclients.11.31 Proxy-AuthorizationThe Proxy-Authorization request-header field allows the client to identify itself (or its user) to a proxywhich requires authentication. The Proxy-Authorization field value consists of credentials containing theauthentication information of the user agent for the proxy and/or realm of the resource being requested. Proxy-Authorization = "Proxy-Authorization" ":" credentialsThe HTTP access authentication process is described in Section 11. Unlike Authorization, the Proxy-Authorization applies only to the current connection and must not be passed on to upstream servers. If arequest is authenticated and a realm specified, the same credentials should be valid for all other requestswithin this realm.11.32 PublicThe Public response-header field lists the set of non-standard methods supported by the server. The purposeof this field is strictly to inform the recipient of the capabilities of the server regarding unusual methods.The methods listed may or may not be applicable to the Request-URI; the Allow header field (Section11.5) should be used to indicate methods allowed for a particular URI. This does not prevent a client fromtrying other methods. The field value should not include the methods predefined for HTTP/1.1 in Section6.1.1. Public = "Public" ":" 1#methodExample of use: Public: OPTIONS, MGET, MHEADThis header field applies only to the server directly connected to the client (i.e., the nearest neighbor in achain of connections). If the response passes through a proxy, the proxy must either remove the Publicheader field or replace it with one applicable to its own capabilities.

11.33 Range To be concluded.11.34 RefererThe Referer request-header field allows the client to specify, for the server’s benefit, the address (URI) of theresource from which the Request-URI was obtained. This allows a server to generate lists of back-links toresources for interest, logging, optimized caching, etc. It also allows obsolete or mistyped links to be tracedfor maintenance. The Referer field must not be sent if the Request-URI was obtained from a source that doesnot have its own URI, such as input from the user keyboard. Referer = "Referer" ":" ( absoluteURI | relativeURI )Example: Referer: http://www.w3.org/hypertext/DataSources/Overview.htmlIf a partial URI is given, it should be interpreted relative to the Request-URI. The URI must not include afragment.Note: Because the source of a link may be private information or may reveal an otherwise privateinformation source, it is strongly recommended that the user be able to select whether or not the Refererfield is sent. For example, a browser client could have a toggle switch for browsing openly/anonymously,which would respectively enable/disable the sending of Referer and From information.11.35 Refresh TBS11.36 Retry-AfterThe Retry-After response-header field can be used with a 503 (service unavailable) response to indicate howlong the service is expected to be unavailable to the requesting client. The value of this field can be eitheran HTTP-date or an integer number of seconds (in decimal) after the time of the response. Retry-After = "Retry-After" ":" ( HTTP-date | delta-seconds )Two examples of its use are Retry-After: Wed, 14 Dec 1994 18:22:54 GMT Retry-After: 120In the latter example, the delay is 2 minutes.11.37 ServerThe Server response-header field contains information about the software used by the origin server to handlethe request. The field can contain multiple product tokens (Section 3.8) and comments identifying the serverand any significant subproducts. By convention, the product tokens are listed in order of their significancefor identifying the application. Server = "Server" ":" 1*( product | comment )

Example: Server: CERN/3.0 libwww/2.17If the response is being forwarded through a proxy, the proxy application must not add its data to theproduct list. Instead, it should include a Forwarded field (as described in Section 11.20).Note: Revealing the specific software version of the server may allow the server machine to become morevulnerable to attacks against software that is known to contain security holes. Server implementors areencouraged to make this field a configurable option.11.38 TitleThe Title entity-header field indicates the title of the entity Title = "Title" ":" *TEXTAn example of the field is Title: Hypertext Transfer Protocol -- HTTP/1.1This field is isomorphic with the <TITLE> element in HTML [5].11.39 Transfer EncodingThe Transfer-Encoding general-header field indicates what (if any) type of transformation has been applied tothe message body in order to safely transfer it between the sender and the recipient. This differs from theContent-Encoding in that the transfer coding is a property of the message, not of the original resource. Transfer-Encoding = "Transfer-Encoding" ":" 1#transfer-codingTransfer codings are defined in Section 4.6. An example is: Transfer-Encoding: chunkedMany older HTTP/1.0 applications do not understand the Transfer-Encoding header.11.40 UnlessThe Unless request-header field performs a similar function as If-Modified-Since, but the comparison isbased on any Entity-Header field value of the resource and is not restricted to the GET method. Unless = "Unless" ":" 1#logic-bagFor example, Unless: {or {ne {Content-MD5 "Q2hlY2sgSW50ZWdyaXR5IQ=="}} {ne {Content-Length 10036}} {ne {Content-Version "12.4.8"}} {gt {Last-Modified "Mon, 04 Dec 1995 01:23:45 GMT"}}}

Multiple Unless headers, or multiple bags separated by commas, can be combined by OR’ing themtogether: Unless: {eq {A "a"}} Unless: {eq {B "b"}}is equivalent to Unless: {eq {A "a"}},{eq {B "b"}}which in turn is equivalent to Unless: {or {eq {A "a"}} {eq {B "b"}}}When a request containing an Unless header field is received, the server must evaluate the expression definedby the listed logic-bags (Section 4.11). If the expression evaluates to false, then no change is made to thesemantics of the request. If it evaluates true and the request is not a conditional GET (If-Modified-Since,Section 11.23) or a partial GET (Range, Section 11.33), then the server must abort the request and respondwith the 412 (unless true) status code. If the request is a conditional GET, then the server must disregard theIf-Modified-Since value and respond as it would for a normal GET. Similarly, if the request is a partialGET, then the server must disregard the Range value and respond as it would for a normal GET.11.41 UpgradeThe Upgrade general-header allows the client to specify what additional communication protocols itsupports and would like to use if the server finds it appropriate to switch protocols. The server must use theUpgrade header field within a 101 (switching protocols) response to indicate which protocol(s) are beingswitched. Upgrade = "Upgrade" ":" 1#productFor example, Upgrade: HTTP/2.0, SHTTP/1.3, IRC/6.9, RTA/x11The purpose of the Upgrade header is to allow easier migration across protocols in order to better match theapplication needs with protocol capabilities.11.42 URIThe URI entity-header field is used to inform the recipient of other Uniform Resource Identifiers (Section4.2) by which the resource can be identified, and of all negotiable variants corresponding to the Request-URI. URI-header = "URI" ":" 1#( uri-mirror | uri-name | uri-variant ) uri-mirror = "{" "mirror" <"> URI <"> "}" uri-name = "{" "name" <"> URI <"> "}" uri-variant = "{" "variant" <"> URI <"> qvalue [ "{" "type" <"> media-type <"> "}" ] [ "{" "language" <"> 1#language-tag <"> "}" ] [ "{" "encoding" <"> 1#content-coding <"> "}" ] [ "{" "length" 1*DIGIT "}" ] [ "{" "user-agent" "}" ]

"}"Any URI specified in this field can be absolute or relative to the Request-URI. The "mirror" form of URIrefers to a location which is a mirror copy of the Request-URI. The "name" form refers to a location-independent name corresponding to the Request-URI. The "variant" form refers to one of the set ofnegotiable variants that may be retrieved via a request on the Request-URI.If the Request-URI maps to a set of variants, then the dimensions of that variance must be given in anyresponse containing one of those variants. If the Location header field is present in a 2xx response, its valueidentifies which one of the variants is included with the response. An example is: Location: http://www.w3.org/pub/WWW/TheProject.en.html URI: {variant "TheProject.fr.html" 1.0 {type "text/html"} {language "fr"}}, {variant "TheProject.en.html" 1.0 {type "text/html"} {language "en"}}, {variant "TheProject.fr.txt" 0.7 {type "text/plain"} {language "fr"}}, {variant "TheProject.en.txt" 0.8 {type "text/plain"} {language "en"}}which indicates that the negotiable Request-URI covers a group of four individual resources that vary inmedia type and natural language. The type, language, encoding, and length attributes refer to their Content-*counterparts for each resource. The user-agent attribute indicates that the associated URI is negotiable basedon the User-Agent header field.User agents may use this information to notify the user of additional formats and to guide the process ofreactive content negotiation (Section 13).11.43 User-AgentThe User-Agent request-header field contains information about the user agent originating the request. Thisis for statistical purposes, the tracing of protocol violations, and automated recognition of user agents forthe sake of tailoring responses to avoid particular user agent limitations. Although it is not required, useragents should include this field with requests. The field can contain multiple product tokens (Section 3.8)and comments identifying the agent and any subproducts which form a significant part of the user agent. Byconvention, the product tokens are listed in order of their significance for identifying the application. User-Agent = "User-Agent" ":" 1*( product | comment )Example: User-Agent: CERN-LineMode/2.15 libwww/2.17b311.44 WWW-AuthenticateThe WWW-Authenticate response-header field must be included in 401 (unauthorized) response messages.The field value consists of at least one challenge that indicates the authentication scheme(s) and parametersapplicable to the Request-URI. WWW-Authenticate = "WWW-Authenticate" ":" 1#challenge

The HTTP access authentication process is described in Section 11. User agents must take special care inparsing the WWW-Authenticate field value if it contains more than one challenge, or if more than oneWWW-Authenticate header field is provided, since the contents of a challenge may itself contain a comma-separated list of authentication parameters.12. Access Authentication & SecurityHTTP provides a simple challenge-response authentication mechanism which may be used by a server tochallenge a client request and by a client to provide authentication information. It uses an extensible, case-insensitive token to identify the authentication scheme, followed by a comma-separated list of attribute-value pairs which carry the parameters necessary for achieving authentication via that scheme. auth-scheme = token auth-param = token "=" quoted-stringThe 401 (unauthorized) response message is used by an origin server to challenge the authorization of a useragent. This response must include a WWW-Authenticate header field containing at least one challengeapplicable to the requested resource. challenge = auth-scheme 1*SP realm *( "," auth-param ) realm = "realm" "=" realm-value realm-value = quoted-stringThe realm attribute (case-insensitive) is required for all authentication schemes which issue a challenge. Therealm value (case-sensitive), in combination with the canonical root URL of the server being accessed,defines the protection space. These realms allow the protected resources on a server to be partitioned into aset of protection spaces, each with its own authentication scheme and/or authorization database. The realmvalue is a string, generally assigned by the origin server, which may have additional semantics specific tothe authentication scheme.A user agent that wishes to authenticate itself with a server--usually, but not necessarily, after receiving a401 or 411 response--may do so by including an Authorization header field with the request. TheAuthorization field value consists of credentials containing the authentication information of the user agentfor the realm of the resource being requested. credentials = basic-credentials | auth-scheme *("," auth-param )The domain over which credentials can be automatically applied by a user agent is determined by theprotection space. If a prior request has been authorized, the same credentials may be reused for all otherrequests within that protection space for a period of time determined by the authentication scheme,parameters, and/or user preference. Unless otherwise defined by the authentication scheme, a singleprotection space cannot extend outside the scope of its server.If the server does not wish to accept the credentials sent with a request, it should return a 401 (unauthorized)response. The response must include a WWW-Authenticate header field containing the (possibly new)challenge applicable to the requested resource and an entity explaining the refusal.The HTTP protocol does not restrict applications to this simple challenge-response mechanism for accessauthentication. Additional mechanisms may be used, such as encryption at the transport level or via message encapsulation, and with additional header fields specifying authentication information. However,these additional mechanisms are not defined by this specification.Proxies must be completely transparent regarding user agent authentication. That is, they must forward theWWW-Authenticate and Authorization headers untouched, and must not cache the response to a requestcontaining Authorization.HTTP/1.1 allows a client pass authentication information to and from a proxy via the Proxy-Authenticateand Proxy-Authorization headers.12.1 Basic Authentication SchemeThe "basic" authentication scheme is based on the model that the user agent must authenticate itself with auser-ID and a password for each realm. The realm value should be considered an opaque string which canonly be compared for equality with other realms on that server. The server will service the request only if itcan validate the user-ID and password for the protection space of the Request-URI. There are no optionalauthentication parameters.Upon receipt of an unauthorized request for a URI within the protection space, the server should respondwith a challenge like the following: WWW-Authenticate: Basic realm="WallyWorld"where "WallyWorld" is the string assigned by the server to identify the protection space of the Request-URI.To receive authorization, the client sends the user-ID and password, separated by a single colon (":")character, within a base64 [7] encoded string in the credentials. basic-credentials = " Basic" SP basic-cookie basic-cookie = <base64 [7] encoding of userid-password, except not limited to 76 char/line> userid-password = [ token ] ":" *TEXTIf the user agent wishes to send the user-ID "Aladdin" and password "open sesame", it would use thefollowing header field: Authorization: Basic QWxhZGRpbjpvcGVuIHNlc2FtZQ==The basic authentication scheme is a non-secure method of filtering unauthorized access to resources on anHTTP server. It is based on the assumption that the connection between the client and the server can beregarded as a trusted carrier. As this is not generally true on an open network, the basic authenticationscheme should be used accordingly. In spite of this, clients should implement the scheme in order tocommunicate with servers that use it.12.2 Digest Authentication SchemeThe "digest" authentication scheme is [currently described in an expired Internet-Draft, and this descriptionwill have to be improved to reference a new draft or include the old one].12.3 Secure Hypertext Tranasfer Protocol (S-HTTP)

Several cryptographic message format standards may be incorporatedinto S-HTTP clients and servers,including, but not limited to,PKCS-7, PEM, and PGP. S-HTTP supports interoperation among a varietyofimplementations, and is compatible with HTTP. S-HTTP awareclients can talk to S-HTTP obliviousservers and vice-versa, althoughsuch transactions obviously would not use S-HTTP security features.S-HTTP does not require client-side public key certificates (or pub-lic keys), supporting symmetric sessionkey operation modes. This issignificant because it means that spontaneous private transactionscan occurwithout requiring individual users to have an establishedpublic key. While S-HTTP will be able to takeadvantage of ubiqui-tous certification infrastructures, its deployment does not requireit.S-HTTP supports end-to-end secure transactions, in contrast with theexisting de-facto HTTP authorizationmechanisms which require theclient to attempt access and be denied before the security mechanismisemployed. Clients may be "primed" to initiate a secure transac-tion (typically using information suppliedin an HTML anchor); thismay be used to support encryption of fill-out forms, for example.With S-HTTP,no sensitive data need ever be sent over the network inthe clear.S-HTTP provides full flexibility of cryptographic algorithms, modesand parameters. Option negotiation isused to allow clients andservers to agree on transaction modes (should the request be signed?encrypted?both? what about the reply?); cryptographic algorithms (RSA vs. DSA for signing, DES vs. RC2 forencrypting, etc.); and cer-tificate selection (please sign with your "Mastercard certificate").S-HTTP attempts to avoid presuming a particular trust model, althoughits designers admit to a consciouseffort to facilitate multiply-rooted hierarchical trust, and anticipate that principals may havemany public keycertificates.12.3.1. Modes of OperationMessage protection may be provided on three orthogonal axes: signature, authentication, and encryption.Any message may be signed,authenticated, encrypted, or any combination of these (including noprotection).Multiple key management mechanisms are provided, including password-style manually shared secrets,public-key key exchange and Kerberos [19] ticket distribution. In particular, provision has been made forprearranged (in an earlier transaction) symmetric session keys inorder to send confidential messages to thosewho have no key pair.Additionally, a challenge-response (‘‘nonce’’) mechanism is providedto allow parties to assure themselves oftransaction freshness.12.3.2. SignatureIf the digital signature enhancement is applied, an appropriate cer-tificate may either be attached to themessage (possibly along with acertificate chain) or the sender may expect the recipient to obtainthe requiredcertificate (chain) independently.12.3.3. EncryptionIn support of bulk encryption, S-HTTP defines two key transfermechanisms, one using public key in-bandkey exchange and anotherwith externally arranged keys.In the former case, the symmetric key cryptosystem parameter ispassed encrypted under the receiver’s publickey.In the latter mode, we encrypt the content using a prearranged session key, with key identificationinformation specified on one of theheader lines. Keys may also be extracted from Kerberos tickets.

12.3.4. (Message Integrity and Sender) AuthenticationSecure HTTP provides a means to verify message integrity and senderauthenticity for a HTTP message viathe computation of a MessageAuthentication Code (MAC), computed as a keyed hash over thedocumentusing a shared secret -- which could potentially have been arrangedin a number of ways, e.g.:manual arrangement or Kerberos. Thistechnique requires neither the use of public key cryptography norencryption.This mechanism is also useful for cases where it is appropriate toallow parties to identify each otherreliably in a transactionwithout providing (third-party) non-repudiability for the transac-tions themselves.The provision of this mechanism is motivated by ourbias that the action of "signing" a transaction shouldbe explicitand conscious for the user, whereas many authentication needs (i.e.,access control) can be metwith a lighter-weight mechanism thatretains the scalability advantages of public-key cryptography.12.3.5. FreshnessThe protocol provides a simple challenge-response mechanism, allowingboth parties to insure the freshnessof transmissions. Additionally,the integrity protection provided to HTTP headers permits implementa-tionsto consider the Date: header allowable in HTTP messages as afreshness indicator, where appropriate(although this requires imple-mentations to make allowances for maximum clock skew betweenparties,which we choose not to specify).12.3.6. Implementation OptionsIn order to encourage widespread adoption of cryptographic facilitiesfor the World-Wide Web, Secure HTTPdeliberately caters to a varietyof implementation options despite the fact that the resulting varia-bilitymakes interoperation potentially problematic.We anticipate that some implementors will choose to integrate an out-board PEM program with a WWWclient or server; such implementationswill not be able to use all operation modes or features of S-HTTP,but will be able to interoperate with most other implementations.Other implementors will choose to createa full-fledged PKCS-7 imple-mentation (allowing for all the features of S-HTTP); in which casePEMsupport will be only a modest additional effort. Without com-pletely prescribing a minimumimplementation profile then, we recommend that all S-HTTP implementations supportthe PEM messageformat.13. Content NegotiationContent negotiation is an optional feature of the HTTP protocol. It is designed to allow for selection of apreferred content representation based upon the attributes of the negotiable variants corresponding to therequested resource. HTTP/1.1 provides for two types of negotiation: preemptive and reactive.Servers that make use of content negotiated resources must include URI response headers which accuratelydescribe the available variants, and include the relevant parameters necessary for the client (user agent orproxy) to evaluate those variants.13.1 Preemptive NegotiationPreemptive negotiation attempts to "negotiate" the variant parameters by including the user agentpreferences within each request. In this way, the preferred representation of the resource may be negotiated and obtained within a single request-response round-trip, and without intervention from the user. However,this also means that the user agent preferences are all the time, even though relatively few resources are evernegotiable. Preemptive negotiation may not always be desirable for the user and is sometimes unnecessaryfor the content provider. Implementors should provide mechanisms whereby the amount of preemptivecontent negotiation, and the parameters of that negotiation, are configurable by the user and servermaintainer.The first step in the negotiation algorithm is for the server to determine whether or not there are any contentvariants for the requested resource. Content variants may be in the form of multiple preexisting entities or aset of dynamic conversion filters. These variants make up the set of entities which may be sent in responseto a request for the given Request-URI. In most cases, there will only be one available form of the resource,and thus a single "variant".For each variant form of the resource, the server identifies a set of quality values (Section 4.9) which act asweights for measuring the desirability of that resource as a response to the current request. The calculatedweights are all real numbers in the range 0 through 1, where 0 is the minimum and 1 the maximum value.The maximum acceptable bytes for each media range and the size of the resource variant are also factors inthe equation.The following parameters are included in the calculation:qs Source quality is measured by the content provider as representing the amount of degradation from the original source. For example, a picture originally in JPEG form would have a lower qs when translated to the XBM format, and much lower qs when translated to an ASCII-art representation. Note, however, that this is a function of the source -- an original piece of ASCII-art may degrade in quality if it is captured in JPEG form. The qs value should be assigned to each variant by the content provider; if no qs value has been assigned, the default is generally "qs=1". A server may define its own default qs value based on the resource characteristics, but only if individual resources can override those defaults. qe Encoding quality is measured by comparing the variant’s applied content-codings (Section 3.5) to those listed in the request message’s Accept-Encoding field. If the variant has no assigned Content-Encoding, or if no Accept-Encoding field is present, the value assigned is "qe=1". If all of the variant’s content encodings are listed in the Accept-Encoding field, then the value assigned is "qe=1". If any of the variant’s content encodings are not listed in the provided Accept-Encoding field, then the value assigned is "qe=0". qc Charset quality is measured by comparing the variant media-type’s charset parameter value (if any) to those character sets (Section 3.4) listed in the request message’s Accept-Charset field. If the variant’s media-type has no charset parameter, or the variant’s charset is

US-ASCII, or if no Accept-Charset field is present, then the value assigned is "qc=1". If the variant’s charset is listed in the Accept-Charset field, then the value assigned is "qc=1". Otherwise, if the variant’s charset is not listed in the provided Accept-Encoding field, then the value assigned is "qc=0". ql Language quality is measured by comparing the variant’s assigned language tag(s) (Section 3.10) to those listed in the request message’s Accept-Language field. If no variant has an assigned Content-Language, or if no Accept-Language field is present, the value assigned is "ql=1". If at least one variant has an assigned content language, but the one currently under consideration does not, then it should be assigned the value "ql=0.5". If any of the variant’s content languages are listed in the Accept-Language field, then the value assigned is the maximum of the "q" parameter values for those language tags (Section 10.4); if there was no exact match and at least one of the Accept-Language field values is a complete subtag prefix of the content language tag(s), then the "q" parameter value of the largest matching prefix is used. If none of the variant’s content language tags or tag prefixes are listed in the provided Accept-Language field, then the value assigned is "ql=0.001". q Media type quality is measured by comparing the variant’s assigned media type (Section 3.7) to those listed in the request message’s Accept field. If no Accept field is given, then the value assigned is "q=1". If at least one listed media range (Section 10.1) matches the variant’s media type, then the "q" parameter value assigned to the most specific of those matched is used (e.g., "text/html;version=3.0" is more specific than "text/html", which is more specific than "text/*", which in turn is more specific than "*/*"). If no media range in the provided Accept field matches the variant’s media type, then the value assigned is "q=0". mxb The maximum number of bytes in an Entity-Body that the client will accept is also obtained from the matching of the variant’s assigned media type to those listed in the request message’s Accept field. If no Accept field is given, or if no media range in the provided Accept field matches the variant’s media type, then the value assigned is "mxb=undefined" (i.e., infinity). Otherwise, the value used is that given to the "mxb" parameter in the media range chosen above for the q value. bs The actual number of bytes in the Entity-Body for the variant when it is included in a response message. This should equal the value of Content-Length.The mapping function is defined as:

Q(qs,qe,qc,ql, { if mxb=undefined, then (qs*qe*qc*ql*q) } q,mxb,bs) = { if mxb >= bs, then (qs*qe*qc*ql*q) } { if mxb < bs, then 0 }The variants with a maximal value for the Q function represent the preferred representation(s) of the entity;those with a Q values less than the maximal value are therefore excluded from further consideration. Ifmultiple representations exist that only vary by Content-Encoding, then the smallest representation (lowestbs) is preferred.If no variants remain with a value of Q greater than zero (0), the server should respond with a 406 (noneacceptable) response message. If multiple variants remain with an equally high Q value, the server mayeither choose one from those available and respond with 200 (ok) or respond with 300 (multiple choices)and include an entity describing the choices. In the latter case, the entity should either be of type"text/html’, such that the user can choose from among the choices by following an exact link, or of sometype that would allow the user agent to perform the selection automatically.The 300 (multiple choices) response can be given even if the server does not perform any winnowing of therepresentation choices via the content negotiation algorithm described above. Furthermore, it may includechoices that were not considered as part of the negotiation algorithm and resources that may be located atother servers.The algorithm presented above assumes that the user agent has correctly implemented the protocol and isaccurately communicating its intentions in the form of Accept-related header fields. The server may alter itsresponse if it knows that the particular version of user agent software making the request has incorrectly orinadequately implemented these fields.14. Caching [This will be a summary of what is already defined in the Methods, Status Codes, Cache-Control, Unless,and If-Modified-Since sections.]15. Security ConsiderationsThis section is meant to inform application developers, information providers, and users of the securitylimitations in HTTP/1.1 as described by this document. The discussion does not include definitive solutionsto the problems revealed, though it does make some suggestions for reducing security risks.15.1 Authentication of ClientsAs mentioned in Section 12.1, the Basic authentication scheme is not a secure method of userauthentication, nor does it prevent the Entity-Body from being transmitted in clear text across the physicalnetwork used as the carrier. HTTP does not prevent additional authentication schemes and encryptionmechanisms from being employed to increase security.15.2 Safe MethodsThe writers of client software should be aware that the software represents the user in their interactions overthe Internet, and should be careful to allow the user to be aware of any actions they may take which mayhave an unexpected significance to themselves or others.In particular, the convention has been established that the GET and HEAD methods should never have thesignificance of taking an action other than retrieval. These methods should be considered "safe." This allows user agents to represent other methods, such as POST, PUT and DELETE, in a special way, so that theuser is made aware of the fact that a possibly unsafe action is being requested.Naturally, it is not possible to ensure that the server does not generate side-effects as a result of performinga GET request; in fact, some dynamic resources consider that a feature. The important distinction here isthat the user did not request the side-effects, so therefore cannot be held accountable for them.15.3 Abuse of Server Log InformationA server is in the position to save personal data about a user’s requests which may identify their readingpatterns or subjects of interest. This information is clearly confidential in nature and its handling may beconstrained by law in certain countries. People using the HTTP protocol to provide data are responsible forensuring that such material is not distributed without the permission of any individuals that are identifiableby the published results.15.4 Transfer of Sensitive InformationLike any generic data transfer protocol, HTTP cannot regulate the content of the data that is transferred, noris there any a priori method of determining the sensitivity of any particular piece of information within thecontext of any given request. Therefore, applications should supply as much control over this informationas possible to the provider of that information. Four header fields are worth special mention in this context:Server, Forwarded, Referer and From.Revealing the specific software version of the server may allow the server machine to become morevulnerable to attacks against software that is known to contain security holes. Implementors should makethe Server header field a configurable option.Proxies which serve as a portal through a network firewall should take special precautions regarding thetransfer of header information that identifies the hosts behind the firewall. In particular, they should remove,or replace with sanitized versions, any Forwarded fields generated behind the firewall.The Referer field allows reading patterns to be studied and reverse links drawn. Although it can be veryuseful, its power can be abused if user details are not separated from the information contained in theReferer. Even when the personal information has been removed, the Referer field may indicate a privatedocument’s URI whose publication would be inappropriate.The information sent in the From field might conflict with the user’s privacy interests or their site’ssecurity policy, and hence it should not be transmitted without the user being able to disable, enable, andmodify the contents of the field. The user must be able to set the contents of this field within a userpreference or application defaults configuration.It is suggested that, though you do not require, that a convenient toggle interface be provided for the user toenable or disable the sending of From and Referer information.16. AcknowledgmentsThis study has been guided and directed by my advisor, Geoffrey C. Fox, Director of The Northeast ParallelArchitectures Center at the Syracuse University. I thank him for funding me to do this study, and also forhis valuable time and effort.This study makes heavy use of the augmented BNF and generic constructs defined by David H. Crocker forRFC 822 [9]. Similarly, it reuses many of the definitions provided by Nathaniel Borenstein and Ned Freed for MIME [7]. We hope that their inclusion in this specification will help reduce past confusion over therelationship between HTTP and Internet mail message formats.The HTTP protocol has evolved considerably over the past four years. It has benefited from a large andactive developer community--the many people who have participated on the www-talk mailing list--and it isthat community which has been most responsible for the success of HTTP and of the World-Wide Web ingeneral. Marc Andreessen, Robert Cailliau, Daniel W. Connolly, Bob Denny, John Franks, Jean-FrancoisGroff, Phillip M. Hallam-Baker, H&kon W. Lie, Ari Luotonen, Rob McCool, Lou Montulli, DaveRaggett, Tony Sanders, and Marc VanHeyningen deserve special recognition for their efforts in definingearly aspects of the protocol. All the work done in the HTTP-WG greatly affected by the co-operation anduderstanding of Roy T. Fielding, Henrik Frystyk Nielsen and Tim Berners-Lee to whom many many thanksare due.17. Bibliography[1] H. Alvestrand. "Tags for the identification of languages." RFC 1766, UNINETT, March 1995.[2] F. Anklesaria, M. McCahill, P. Lindner, D. Johnson, D. Torrey, B. Alberti. "The Internet GopherProtocol: A distributed document search and retrieval protocol." RFC 1436, University of Minnesota,March 1993.[3] T. Berners-Lee. "Universal Resource Identifiers in WWW: A Unifying Syntax for the Expression ofNames and Addresses of Objects on the Network as used in the World-Wide Web." RFC 1630, CERN, June1994.[4] T. Berners-Lee, L. Masinter, M. McCahill. "Uniform Resource Locators (URL)." RFC 1738, CERN,Xerox PARC, University of Minnesota, December 1994.[5] T. Berners-Lee, D. Connolly. "HyperText Markup Language Specification - 2.0." RFC 1866,MIT/LCS, November 1995.[6] T. Berners-Lee, R. Fielding, H. Frystyk. "Hypertext Transfer Protocol - HTTP/1.0." Work in Progress(draft-ietf-http-v10-spec-04.txt), MIT/LCS, UC Irvine, September 1995.[7] N. Borenstein, N. Freed. "MIME (Multipurpose Internet Mail Extensions) Part One: Mechanisms forSpecifying and Describing the Format of Internet Message Bodies." RFC 1521, Bellcore, Innosoft,September 1993.[8] R. Braden. "Requirements for Internet hosts - application and support." STD 3, RFC 1123, IETF,October 1989.[9] D. H. Crocker. "Standard for the Format of ARPA Internet Text Messages." STD 11, RFC 822,UDEL, August 1982.[10] F. Davis, B. Kahle, H. Morris, J. Salem, T. Shen, R. Wang, J. Sui, M. Grinbaum. "WAIS InterfaceProtocol Prototype Functional Specification." (v1.5), Thinking Machines Corporation, April 1990.[11] R. Fielding. "Relative Uniform Resource Locators." RFC 1808, UC Irvine, June 1995.[12] M. Horton, R. Adams. "Standard for interchange of USENET messages." RFC 1036 (Obsoletes RFC850), AT&T Bell Laboratories, Center for Seismic Studies, December 1987.

[13] B. Kantor, P. Lapsley. "Network News Transfer Protocol: A Proposed Standard for the Stream-BasedTransmission of News." RFC 977, UC San Diego, UC Berkeley, February 1986.[14] K. Moore. "MIME (Multipurpose Internet Mail Extensions) Part Two: Message Header Extensions forNon-ASCII Text." RFC 1522, University of Tennessee, September 1993.[15] E. Nebel, L. Masinter. "Form-based File Upload in HTML." RFC 1867, Xerox Corporation,November 1995.[16] J. Postel. "Simple Mail Transfer Protocol." STD 10, RFC 821, USC/ISI, August 1982.[17] J. Postel. "Media Type Registration Procedure." RFC 1590, USC/ISI, March 1994.[18] J. Postel, J. K. Reynolds. "File Transfer Protocol (FTP)." STD 9, RFC 959, USC/ISI, October 1985.[19] J. Reynolds, J. Postel. "Assigned Numbers." STD 2, RFC 1700, USC/ISI, October 1994.[20] K. Sollins, L. Masinter. "Functional Requirements for Uniform Resource Names." RFC 1737,MIT/LCS, Xerox Corporation, December 1994.[21] US-ASCII. Coded Character Set - 7-Bit American Standard Code for Information Interchange. StandardANSI X3.4-1986, ANSI, 1986.[22] ISO-8859. International Standard -- Information Processing -- 8-bit Single-Byte Coded Graphic Character Sets -- Part 1: Latin alphabet No. 1, ISO 8859-1:1987. Part 2: Latin alphabet No. 2, ISO 8859-2, 1987. Part 3: Latin alphabet No. 3, ISO 8859-3, 1988. Part 4: Latin alphabet No. 4, ISO 8859-4, 1988. Part 5: Latin/Cyrillic alphabet, ISO 8859-5, 1988. Part 6: Latin/Arabic alphabet, ISO 8859-6, 1987. Part 7: Latin/Greek alphabet, ISO 8859-7, 1987. Part 8: Latin/Hebrew alphabet, ISO 8859-8, 1988. Part 9: Latin alphabet No. 5, ISO 8859-9, 1990.[23] R. Feilding, H.Frystyk, T.Berners-Lee ÒHypertext Transfer Protocol -- HTTP/1.1Ó, HTTP WorkingGroup Internet-Draft.[24] E.Rescorla, A.Schiffman, ÒThe Secure Hypertext Transfer ProtocolÓ, Enterprise IntegrationTechnologies, December 1994.