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SIP is a new signaling protocol, which is used to initiate, modify and terminate real-time multimedia sessions between two or more clients. Each session may include data, audio and video communication. It is a text based Internet protocol similar to HTTP and SMTP. It comes from IETF, rfc2543.

SIP uses Universal Resource Locators (URL) for addressing similar to World Wide Web. The form of the URL resembles an email address. For example: sip:auyar@fsu.edu or sip:6447018@yahoo.com. Each SIP user agent has a unique SIP address.

A SIP user agent can set up a session directly with another SIP agent if he knows the IP address of the other agent. They do not need a central server. Otherwise, he needs to learn the address of the other one from the SIP servers. One agent sends an invitation message to another one, and after negotiating on the nature of session; they can interact with each other directly. If a conference session will be set up, then they can either use multicast or an MCU. In the case of MCU, either user agents dial in to the MCU or MCU can dial out them inviting to the meeting.

SIP supports user mobility by proxying and redirecting requests to the current location of the user. Users can set their state as available, busy, moved etc.

SIP Protocols: SIP uses Session Description Protocol (SDP) to describe the sessions that will be set up. A SIP INVITE message include a SDP message as a payload describing the capabilities of calling agent and then both parties negotiate on the capabilities of the session will be sut up. SDP is also a text based protocol from IETF.
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Figure 1: SIP protocol stack

SIP uses Real Time Transport protocol (RTP) for audio and video transfers. Once the session is set up among clients then the audio and video transmissions are done using RTP. If  the session needs to be modofied or ended, it is done through SIP messages. Real-Time Transport Control Protocol (RTCP) is used to provide feedback to all participants in a session about the quality of the data transmission. 

Security: SIP supports encryption and authentication for all SIP messages among clients and servers. All implementations of SIP must support PGP-based encryption and may implement other schemes. The authentication mechanism of SIP is paralel to HTTP’s authentication mechanism. SIP authentication adds some minor changes to the HTTP authentication.

Firewalls: When a session includes audio or video transfer, then the recommended protocol RTP uses UDP.  But usually firewalls blocks UDP traffic coming from the outside. In this case, TCP can be used to transfer audio and video streams. In addition, there are also some application level gateways which let SIP traffic go through the firewalls. In this case firewalls become SIP enabled.

SIP and H.323: H.323 is an umbrella standard for multimedia conferences over packet based networks from ITU and it uses Q.931 and H.225 for signalling. So SIP is more or less equivalent to Q.931 and H.225. But there are some fundemantal differences between these two standards. Please refer to the evaluation of H.323 for comparision of these two standards.

Conclusion: SIP is a new and promising standard for setting up multimedia sessions or phone calls over the Internet. It is simple, text-based, and requires less time to implement. It comes from Internet community.
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