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1. Busi ness Probl en(s)

Note: This version (0.003) is a very prelimnary version. It is nore an
aggregation of the ideas and has an engineering bias. It needs a | ot of
rewite to nake it into a specification. Let us start fromthe ideas and ...

| am expecting comments fromall with inprovenents and ideas

How can we nmake this sinpler yet extensible and secure ?

1.1. Authentication

The ebXM. Registry is being used by businesses for various activities

i ncl udi ng publishing information, discovery, ad-hoc query, drill down etc.

Aut hentication is required to identify the ownership of content as well as
for identifying what “privileges” an entity can be assigned to with respect
to the objects in the registry.

In addition, organizations night want to create private spaces for their
partners and the access to these private spaces needs the authentication of
users as well.

1.2. Integrity

The ebXM. Registry is global and distributed, which contains information
about capabilities, business process definitions and other XM. docunents.
The integrity of the registry content is of great inportance to those who
refer to and use these docunments for mssion-critical business
applications.

It is expected that npbst business registries do not have the resources to
validate the voracity of the content submitted to them The nininma
integrity that the registry nust provide is to ensure that content
subnitted by a Subnitting Organization (SO is naintained in the registry
wi t hout any tanpering en-route or within the registry. Furthernore, the
registry should make it possible to identify the SO for any registry
content unambi guously.

1.3. Confidentiality

The registry should provide capabilities for organizations to publish
i nformati on, which are seen only by their partners. W cannot assune that
all published information is public.

There should be capabilities to publish information to be viewed by a
subset of users — for exanple the organization’s partners.

There are two types of confidentiality needs.

Copyright © UN/ CEFACT and OASIS, 2001. All Rights Reserved.
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1. “On the wire” confidentiality that ensures that content cannot be
read on its way to the registry

2. “Inregistry” confidentiality that ensures that content is only
visible to authorized parties (e.g. the partners of the SO

1.4. Authorization

An issue related to the confidentiality and integrity is the appropriate
access to the data, or authorization. The information publishers should be
able to define who can access and do what with their data. The registry should
provi de authorization mechani snms to achi eve this.

Gener al

There need to be security around the registry as well as individua
security around the docunents.

Copyri ght © UN/ CEFACT and OASIS, 2001. All Rights Reserved
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144 2. Requi renent s

145

146 The ebXM. Regi stry security requirenents are derived fromthe business
147 problenms in the previous section

148

149 1. The registry security system should have user |evel security

150 2. The registry also should have docunent |evel authorization security
151 3. The registry nust support a set of default docunent |evel authorization
152 security policies

153 4. The registry should allow the default docunment |evel authorization

154 security policies to be custom zed by publisher of that docunent

155 5. The authorization policies (for exanple role based access control)

156 shoul d be granular to specify and limt access at the content (or

157 object) level as well as at the operation (or nethod) |eve

158 6. The Registry Service should enforce access control policies when

159 servicing client requests

160 7. Al users who access the registry should be authenticated using standard
161 schenes

162 a. This does not preclude a guest |evel access which could be used by
163 users who are not authenticated

164 b. The guest |evel access, if present, should be the | east secure
165 node

166 c. The guest level access, if present, should not get any privileges
167 by default, which neans the default privilege should be no access
168 to the guest |evel.

169 8. The main function of the authenticator is to ensure that only known
170 entities can access the registry

171 9. The registry authentication service should be able to be boot-strapped
172 (including adding credentials, profiles et al) in a secure way

173 10. The Registry authorization schene should be able to provide, at a

174 mnimm the following roles (REF : ISOIEC 11179):

175 a. RegistrationAuthority(RA) — Organization authorized to register
176 data; usually the owner of the registry

177 b. Responsi bl eOrgani zati on(RO) — Organi zati on Responsi ble for the
178 contents ; usually the one which signd the content

179 c. Submitting Organization (SO - One which subnits content inc

180 update, delete etc — ie one that has content subnission and

181 content life cycle managenent authorization ; this could be many
182 entities including individuals and departnments inside an

183 or gani zati on

184 d. Guest — a user who has sone set of mininmumcapabilities
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11.

12.

13.

14.

15.

16.
17.

18.

19.

The aut hori zation scheme should be flexible enough to have public and
private areas within the registry

The security system should not prevent the registry frombeing a
conpletely private registry

In order to avoid authentication for every nessage/interaction, a
sessi on based security schenme could be used

a. If a session-based scheme is used, the session should not be
per manent .

b. It is RECOWENDEED that the session tinme-out be configurable by
the Regi stry Adm nistrator

The security system should be able to prevent registry spoofing i.e.
prevent an entity from posing as the intended registry when its not the
i ntended registry

The security mechani sm should be able to prevent the so-called “nman-in-
the-m ddl e” attack, the “replay” attack and denial of service attack.

Messages between Registry clients and service need to be confidential

Regi stry content nmay be confidential and disclosed only to authorized
parties
Contents nay not be visible to registry if registry is not trusted or
there is no need for the registry to see the contents.
For exanple, if the content contains sensitive information |ike user
nanmes and passwords, the SO can encrypt the contents. They can stil
be kept in the registry but the registry would not be able to "see
t hem

Meta data is always visible to the registry.
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ebXM. Techni cal Architecture Security Team May 10, 2001

211

212 3. ebXM. Regi stry Security

213 3.1. Security rules

214 Rel ease 1 will enploy credential -based authentication (digital certificates
215 and signatures), sinple default role based access control and nessage | eve
216 confidentiality and encryption.
217 These are the security rules, which will be inplenmented in Rel ease 1.
218 - Authentication is required on a per request basis
219 Whi ch neans froma security point of view, all nessages are independent;
220 there is no concept of a session or a |long-standing conversation ; there
221 is the concept of a nmulti-nmessage conversation
222 - Default Access Control Policies
223 o For Release 1, the philosophy is "Any known entity can publish and
224 anyone can view'
225 o So, the following roles will be built-in the registry:
226

Rol e Def ault Perm ssi ons I SO 11179 Cross Reference

Cont ent Omner * inmplying all Submitting Organi zation
met hods on ONE (SO

ManagedObj ect (ful
perm ssions to ONE
obj ect — the one
the entity created)

Regi stryAdm nistrator | * inplying all Regi st rati onAut hority(RA)
met hods on ALL
ManagedObj ect s
(full perm ssions
to ALL objects in
the Registry)

Regi st ryGuest Al'l get XXX net hods Guest
on ALL
ManagedObj ect s
(read-only access
to all content)

Responsi bl eOr gani zat i on( RO)

This is derived fromthe
signature of the content.
There are no specific
registry perm ssions for

t he Responsi bl eOrgani zation
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2.

At the tinme of content submission, the registry will assign the default
ContentOmer role to the Subnmitting Organization (SO as authenticated
by the credentials in the subni ssion nessage

0 In Release 1 it will be the DN as identified by the certificate
All requests perform ng sensitive operations are signed

o Wich neans all non-get XXXX nmessages wi Il need signature
Al'l content nust be signed

For Release 1, clients need not use certificates and will have the
default Regi stryGuest privileges

Furthernore, in Release 1, the role based access control and access
control policies are not visible outside the registry

0o Which neans the clients will not be able to submt custom access
control policies

0 In short, for Release 1

= The Registry Service by default establishes the access
policies

= Only the SO and the Registry adm nistrator have access to
all methods and the clients can access the get XXX met hods

= Anyone can publish content, but needs authentication

= Anyone can access the content and no authentication is
required

Release 1 will rely on TRP for nessage |evel authentication,
confidentiality & integrity

Registry is trusted to see all content

There are no negative access control attributes

Interaction with ebXM. TRP

The ebXM. Registry security involves interactions with the nessage
| ayer.

In case of ebXM. TRP, the followi ng interactions are involved:
a) Aut henti cation

The TRP has the semantics and syntax for signing the nmessage header
The registry will use the certificate DN fromthe signature to
aut henticate the user.

b) Integrity

Copyri ght © UN/ CEFACT and OASIS, 2001. All Rights Reserved
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265 The TRP has the senmantics and syntax for signing the nessage

266 payl oad. All submitted contents should be signed (as defined in TRP)
267 and the Registry will store the signhature as a part of the content.
268 When a client requests a content, the registry will also send the
269 signature. This way, the client can verify the integrity of the

270 content.

271 3.3. Security Info Model

272

273 The security nodel is based on two goals — sinplicity froma client’s
274 poi nt of view and extensibility for future enhancenents.

275 The following figure shows the info nodel, which contains the security
276 rel ated objects. The figure is for reference only. For nore detail, please
277 refer to the Registry Informati on Mbdel docunent.

278

279

<<Interface>>
AccessControlPolicy

Permission e—//’o P

L
0..n n
1.n
Privilege 0..n
1
<<Interface>>
RegistryObject
i"{ﬁge'(GUID() : String
o.p P<.<.'|”terf°e.; > [¥setGUID(guid : String) : void
rivilegeAttribute 'f'ﬂ‘getURL() - URL
'ff-‘:setURL(urI : URL) : void
fﬂigetName() : String
f“?setName(name : String) : void
'f"f.‘.depricate() : void
[ Mdelete() : void
<<Interface>> <<Interface>> <<Interface>> <<Interface>>
SecurityClearence Group Role Identity
0..n

\ -
\ -
\ -

For now, this would be the
credentials - either a certificate or
a UserName/Password
combination.

We could keep names of CA as a
SecurityClearence object

\\
CN from a
certificate
~

N
.

Principal i

ESidentity : Identity ContentOwner
j@groups - collection Reg!stryAdmlmstrator
?%roles : collection REgSUyCUest
@securityclearences : collection

280
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The AccessControl Policy is the the top-level security object. It ties together
the permi ssion object with an instance of a Registry object. The permni ssion
obj ect also contains the nmethods (of the RegistryObject), which the privilege
obj ect can access.

Not es:
The actual nmethod nanes are static and well known.

One pernission Object is associated with one infoObject. However, an
InforCbject will be associated with many perm ssion objects.

For exanple, each infoobject will be associated with three perm ssion objects
whi ch have the attributes

{Rol e = Regi stryAdmi ni strator, nethods = *},
(ldentity = <the DN of the SC>, nethods = *},

{Rol e = Regi stryGuest, nethods = “getGUJ D", "get Nane”, get URL" }

A privilege object contains nmany Privilege Attributes. A Privilege Attribute
can be a Security Clearence, a group, a role, or an identity. This association
enabl es one, the flexibility to have object access control policies based on a
role, an identity or a group or a securityclearence or even better all of the
above !

VWi le privileges deal with groups, roles et al, the pernmissions deal with the
met hods of an object and tie themto privileges. The permi ssion is an “and
operation (or a cunulative) . i.e. an entity can access the nmethod of a
Regi stryQbject only if it has all the privileges as detailed by the privil age
obj ect .

”

“ ”

On the other hand, the AccessPolicy is an “or” operation. If an entity has
“any” of the pernmissions, it can performthe nethod as detailed by the
perm ssi on obj ect.

An ldentity usually is the DNin a certificate. It could be usernane/password
as wel | .

The SecurityCl earence object could keep the CA names, root certificates, et
al. A SecurityClearence could be the traditional operations |ike Read, Create,
Updat e, and Del ete

The group object is not used for now

The rol e names are Content Owmer, Regi stryAdm nistrator, RegistryGuest.

The Principal object is an entity, which has an identity, and optionally a set

of role nmenberships, group nmenberships or security clearances. The
aut henticator will work against a principal

Copyri ght © UN/ CEFACT and OASIS, 2001. All Rights Reserved
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3.4. Security Processing

This section provides a blueprint for how security processing nmay be

i mpl emented in the registry. It is meant to be illustrative not prescriptive.
Regi stries may choose to have different inplenmentations as |ong as they
support the default security roles and authorization rules described in this
docunent .

3.4.1. Authentication

1. As soon as a nessage is received, the first work is the authentication
A principal object is created.

2. If the nmessage is signed, it is verified (including the validity of the
certificate) and the DN of the certificate becones the identity of the
principal. Then the Registry is searched for the principal and if found,
the roles, groups and the securityclearences are filled in.

3. If the message is not signed, an enpty principal is created with the
role RegistryGuest. This step is for symmetry and to decouple the rest
of the processing.

4. Then the nessage is processed for the conmand and the objects it wll
act on

3.4.2. Exami ne Transaction Rights on Object Request (Authorization)

For every object, the access controller will iterate thru all the
AccessControl Policy objects with the object and see if there is a chain
thru the pernossion objects to verify that requested nethod is permtted
for the Principal. If any of the perm ssion objects which the object is
associ ated with has a common role, or identity, or group with the
principal, the action is permtted.

3.4.3. Registry Bootstrap

When a registry is newy created, a default Principal object should be
created with the identity of the Registry Admin’s certificate DN with a
role RegistryAdnin. This way, any nessage signhed by the Registry Admin will
get all the privileges.

3.4.4. Content Subm ssion — processing done by the Registry Cient

The Registry client has to sign the contents before subm ssion — otherw se
the content will be rejected.
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4.

4.

4.

5.

1.

6.

Cont ent Submi ssion — processing done Registry Service

Li ke any other request, the client will be first authenticated. In this
case, the Principal object will get the DN fromthe certificate.
As per the request in the nessage, the info Object will be created.

The next step is to create the default pernission objects

a. If required, a perm ssion object is created associating the
Regi stryCbj ect nethods with the Privil ege object pointing to the
Regi stryAdm ni strator role with * as the method nane

b. An AccessControl Policy object is created with the perm ssion and
the GQUID of the new content.

c. If aprincipal with the identity of the SOis not available, an
identity object with the SOs DN is created

d. Aprincipal with this identity is created

e. A second perm ssion object is created associating this identity
with the with * as the nethod nane

f. Athird permnission object is created associating the RegistryCGuest
role with the with the getNane, getURL and getU D as the method
nanes

g. Then two nore AccessControl Objects are created tying in all the
perm ssion objects with the GU D of the newWy created object

Content Del ete/ Deprecate — processing done by the Registry Cient

The Registry client has to sign the payload (not entire nessage) before

subni ssion, for authentication purposes; otherw se, the request wll be

rej ected

7. Content Del ete/ Deprecate — processing done Registry Service

1. Like any other request, the client will be first authenticated. In this
case, the Principal object will get the DN fromthe certificate. As
there will be a principal with this identity in the Registry, the
principal obj will get all the roles fromthat object

2. As per the request in the nmessage (delete or deprecate), the appropriate
method in the info Object will be accessed.

3. The access controller perfornms the authorization by iterating thru the
perm ssion objects associated with this object

4. As the Registry had created an AccesssControl Policy object which has the

perm ssion object associating this identity and with the method nanmes *,
the action will be permtted.
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5. I ssues & | deas

5. 1.

| ssues

Trust relationship between distributed registries — Not on Rel ease 1
Session and auth tokens exchange — Not in Rel ease 1

0 Session based interaction

0 Sessions as short-lived certificates (?)

Do we need a userid/ password based authentication or can a certificate
based aut hentication suffice - No

Should we allow Object retrieval via HITP GET?

How to deal with expiration of a certificate associated with submtted
cont ent

VWhat objects are persistent and which are transient. It is hard to grasp
when the security objects, |ike perm ssions or principals are created
and when they go away (which can be a security issue in itself).

Devel op a CPP for this. The CPP could define the different roles and

al so denonstrate the security needed at each level....for exanple the
"reader” role would not need any security on its request nessage, as
opposed to the "docunent owner" role needing authentication. Then we
will abstract the security interactions to different roles and provide a
CPP for it.

Phase 2

Define interface to submt custom Access Control Policies

Identity and Rol e based authorization

Regi stry may not be trusted to view all content
Trust relationship between distributed registries
Sessi on and auth tokens exchange

0 Session based interaction

0 Sessions as short-lived certificates

Do we need a userid/ password based authentication or can a certificate
based aut hentication suffice?
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Copyri ght Statenent
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Thi s docunent and translations of it MAY be copied and furnished to others,
and derivative works that conment on or otherwise explain it or assist inits
i mpl enentati on MAY be prepared, copied, published and distributed, in whole or
in part, without restriction of any kind, provided that the above copyri ght
notice and this paragraph are included on all such copies and derivative

wor ks. However, this docunent itself MAY not be nodified in any way, such as
by renoving the copyright notice or references to ebXM.,, UN CEFACT, or OASIS,
except as required to translate it into | anguages ot her than Engli sh.

The limted perm ssions granted above are perpetual and will not be revoked by
ebXM. or its successors or assigns.

Thi s docunent and the information contained herein is provided on an "AS | $"
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