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Problem description: By the end of the first year, the OKC will be deployed with key base material including CTA material, PET I material and some support for training, report/proposal submission and news groups. The material is stored on an internal server and has a potentially secure architecture as system is built in terms of JSP (Java Server Pages) which acts as a Java “filter/barrier” between the user and the OKC. Currently the system offers modest security through a conventional username/password. The OKC should be able to store information with a variety of security levels including “public access” and the HPCMP standard “Kerberos/SecureID” mode used to access HPCC systems. This security requirement affects all aspects of the OKC but directly impacts information access, management of the information (content) and other administrative functions. The latter include all processing of material submitted through the OKC. This includes requests to add capabilities (such as viewing a news group) or requests to modify information (web pages) on the system. In a nutshell, DoD requires high security in some uses of the OKC and the OKC architecture supports this. The current implementation of the OKC only offers modest security
Technical/Management approach: We have already a JSP based access system that has passed major HPCMP security review for its support of Kerberos and SecureID. This Gateway security architecture seems to be useable directly in OKC as it applies in any case where a Java module controls the function you need. We assume that one will replicate backend resources (database, file systems, Java Message Service) needed for the different security levels. Then we can adapt the Gateway security approach to support the HPCMP level backend. For access, this should a straightforward port as both are built around similar Apache Java technology. For the content management and administrative control we will need to extend the Gateway approach to give a secure wrapper around JMS, Oracle and the file system. We must ensure that only these secure wrappers can access these key resources. The current content management system for the OKC is still under design but we expect it to be built around the Apache Slide project which implements the IETF WebDAV standard in this area of distributed authoring and versioning. Integrating the Kerberos support will be an interesting important project of general importance for the DoD.
DoD users requiring this work:  All DoD users are expected to use the OKC although as this project only started recently, the detailed user requirements are not easy to get. We can obtain insight as to directions for OKC by analyzing existing portals and information systems and looking at capabilities of existing PET systems. Secure access and update at OKC are core capabilities.
Deliverable(s):  
Relevant Capabilities Available from First Years Work

Operational OKC with modestly secure Access


Sept 30 2002

Operational but simple Workflow administrative support on OKC
Sept 30 2002
Simple prototype of OKC Content management using Slide

Sept 30 2002

Precise requirements Analysis for year 2 activities 

based on OKC experience and Advisory Council
  

Sept 30 2002


Year 2 Deliverables

Design of Secure Gateway style Access



Nov 1 2002

Prototype Secure Gateway style Access



Jan 31 2003

Production Secure Gateway style Access



April 30 2003

Deployable OKC Content Management with 


Dec 31 2002


Built-in security Model

Prototype Secure OKC Content Management


May 31 2003

Production Secure OKC Content Management


August 31 2003

Enhanced Workflow administrative support on OKC

Dec 31 2003

Prototype Secure Workflow administrative support on OKC

March 31 2003

Production Secure Workflow administrative support on OKC
June 30 2003

Final Report







Sept 30 2003

ROM cost estimate: This white paper could lead to three projects addressing secure capabilities in areas of Access, Content Management and administrative support with a common security model. The total cost is about $150K to $200K.
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