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TheJava Security M odel

Three mechanismsin Java help ensure safety:

* Language design features (bound checking on arrays, legal
type conversionsonly, no pointer arithmetic, etc.)

e Java“sandbox” mechanism that controls what the code can
do (like local file accesses) Common to both Java 1.0 and Java
1.1.

e Codesigning: Programmers can use standard cryptographic
algorithmsto embed a “ certificate into a Java class. Then, the
users can precisely understand who implemented the code
and signed. If one altersthe code, he would not be ableto sign
It with the original signature. Users may decideto use or not
to usethe code depending on thetrust of the signer.
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Sandbox mechanism

 Thisaddresses security of the client machine once an applet has
been downloaded and includes processing of security mechanisms
such as authentication certificates

« Therearethreepartsof the Java Security model:

— Byte Code Verifier: checksthat the downloaded .classfiles
obey therulesof the Java Virtual Machine

— Class L oader: makes certain that Java classes have a security
structurethat prevents outside applets contaminating built in
runtime.

— Security Manager: implements overall policy which depends
on particular browser and includes privileges open to applets
and processing of authentication mechanisms

— Notefirst two partscan have bugs; last part can have both
bugs and ill advised policies!
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What can appletsdo - |?

Currently therulesarestrict and in fact unreasonably so because
theserules stop applets from doing things that we want general
client programsto do. They are necessary aswe must assumethe
wor st about applet!

— We need security so that we can identify those appletsthat can
be given more privileges!

Applets cannot read write delete renamefiles

Applets cannot create aclient directory or list adirectory

Applets cannot find out any infor mation about a client file
Including whether or not it exists

Applets can only create a connection to computer from which it
was downloaded

Applets cannot accept or listen to network connections on any
client port
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What can appletsdo - 117

 Appletscan only createtop level windowswhich carry
message “ untrusted window” . This helps protect one making
operating system look alike windows which innocently request
you type password or similar infor mation

— e.g. suppose | wrote an applet that generated window
saying “ network connection broken” and put up identical
window to internet login process. Most people would type
In passwor d without thinking!

* Appletscannot obtain user’s username or home directory
name.

* Appletscannot define system properties

* Appletscannot run any program on the client system using
Runtime.exec().
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What can appletsdo - I11?

« Appletscannot maketheinterpreter exit through either
System.exit() or Runtime.exit() methods.

« Appletscannot load dynamic libraries on the client using
load() or loadlibrary() methods of the Runtimeor System
classes

 Appletscannot create or manipulate any thread that is not
part of same ThreadGroup asthe applet.

* Applet cannot create a ClassL oader or SecurityM anager

o Applet cannot specify network control functionsincluding
ContentHandler Factory, Socketl mplFactory or
URL StreamHandler Factory

« Applet cannot define classesthat are part of built in client side
packages
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TheByteCode Ve ifier

Thischeck ensuresthat codeto be executed does not violate
various semantic rules of the Language and itsruntime

In particular check that pointersarelegal, accessrestrictions
obeyed and types correct

a .classfile consists of some overall information including a magic
number, versioning information, a constant pool, infor mation
about the class itself (name, superclass etc.), infor mation about
fields and methodswith the byte codes themselves, debugging
Infor mation.

The byte codes ar e essentially machine language for an idealized
stack based machinewhich aretrandated into true machine code

— Note such stack based machines are not necessarily best for
optimized performance. Compilersuserather different
Intermediate r epr esentation
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Byte Code Verification

First one checksthat .classfile has correct for mat
Checksall that can be done without looking at byte codes

— thisincludes super class checking, verification of constant pooal,
and legal names and types for field and method refer ences,
final classes cannot be subclassed or overwritten

Then onelooks at the byte code and checksthat as executed it will
givefinite size stacks, correct typing for registers, fieldsand
methods

One does not download the byte codes of required classes.
However one does check that the classisused consistently with its
definition

Some steps are for run time efficiency such as checking for some

run time exceptions can be done at verification stage and removed
INn running code.
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Why Istype checking important!
|f one has either deliberately or accidentally a “wild object pointer”
that should beto a user defined on/off object but has somehow been

applied to a sensitive object.

Then turning user object.onoff to trueisuncontroversial but this
applied to appletprivilege could turn on the ability to writefiles!

— Note setting userobject.onoff =trueisreally “goto location of this
object and set its start address plus so many bytesto valuetrue’!

Thus normal computer programsoften overwritethemselves when
you screw-up with a softwareerror.

Java applets can obviously have softwar e bugsbut such errorsdo
not let them ever overwritethemselvesor anybody else.

— Otherwise the overwriting can radically change security

Thus Java must guarantee types of objects precisely so operations
can be stupid but never violate security.
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Applet Class L oader

e Thissecond part of Java security implementsa policy asto
which classes can access which others!

o Javaclassesaredivided into groupswhich have strict access
control. There are different (class) name spaces defined by
different Class Loader instances and in particular different
run in different name spaces and can NOT interferewith each
other.

o Classesfrom same source (defined by directory and host
machine) are stored in same name space. An Applet can
access those classesin its name space as well the built in local
classes. It can access classes from other sitesif it explicitly
specifiesa URL and the methods are public.

» Noteone searchesthelocal classesfirst or else one could

overridethe built-in classes and so do thingslikefile /0.
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Going beyond the Sandbox: History
of Java Security Models

« TheOriginal Security Model known as sandbox model used as
JDK 1.0.2 Security Model
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Going beyond the Sandbox-2

JDK 1.1.x presented the signed applet concept additional
to sandbox mechanism.
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Going beyond the Sandbox-3

Finally, JDK 1.2 ,
introduced fine- JDK1 .2 Security Model
grained access -

: local or remote code (signed or not)
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JDK 1.2 Security M od€

Among some featuresthe followings areincluded

« Theleast-privilege principle by automatically inter secting the sets of
permissions granted to protection domains.

« Underlying platform independent security features.

« Doesnot overridethe protection mechanisms of the underlying operating
system

TheJava Cryptography Extension (JCE) extendsthe JDK to include APIs
for encryption, key exchange, and message authentication code (MAC).
Together the JCE and the cryptography aspects of the JDK provide a
complete, platfor m-independent cryptography API.

 JDK 1.2 Softwareincludes
— Certificate support (X.509 v1,2,3)
— Support for Secure Socket Layer (SSL) v3.0

— Code-signing support (keytool, jarsigner) and Policy Tool to define
Security policy.
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JAVA Fine-grained Access Control-1

e Essential mechanismsincludethefollowing:

* ldentity:Every piece of code needs a specific identity for
security decisions. Origin (URL) and signature, represented in
the class java.security.CodeSource, define identity.

 Permissions. System regueststo perform a particular
operation on particular target are allowed based on
permissions. A policy sayswhich permissionsare granted to

which principals. Permissionsinclude:

— java.io.FilePermission for file system access, e.g.,
f = new filePermission (" /tmp/applets.db”, " read");

— Java.net.SocketPermission for network access, e.g.,
sp=new SocketPermission(” npac.syr.edu:3768", " connect")

— Java.lang.PropertyPer mission for Java properties

— Java.lang.RuntimePermission for accessto runtime system resour ces

— Java.security.NetPermission for authentication

— java.awt. AWTPermission for accessto graphical resources such aswindows
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JAVA Fine-grained Access Control-2

e Implies. All permissions must implement the implies method
"aimpliesb" meansthat if oneisgranted permission " a",
then oneisalso granted permission " b”

Permission p1 = new FilePermission(" /tmp/*", " read");
Permission p2 = new FilePermission(" /tmp/readme’,
"read");
pl.implies(p2) ==true p2.implies(pl) == false
Policy: iIsa mapping from identity to a set of access
per missions granted to the code. An example policy object ;
grant CodeBase "http://www.npac.com/users/gcf"”, SignedBy "*"
{
permission java.io.FilePermission "read,write", "/tmp/applets/*";
permission java.net.SocketPermission "connect”, "* .npac.com”;
¥

4/8/99 cpsbl6securityjava 17



JAVA Fine-grained Access Control-3

e Policiescan bedefined by a user or a system administrators. It
Isalways possible to use a particular policy for selected
applications, e.g.,
appletviewer -Djava.policy=~/gcf/policiessmypolicyl applet.html
java -usepolicy[:policyfile] some.local . App

e Protection Domains. A domain consists of a set of objects
belonging to a principal. A protection domain isbased on an
Identity made up on demand. Permissionsare granted to
protection domains and not directly to classes or objects.

Classes loaded '._
by a ClassLoader Security Policy =
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JAVA Fine-grained Access Control-4

e AccessControl: Thejava.security.AccessController class
Implements a dynamic stack inspection algorithm. The method
checkPermission() provides per mission grant check. Example:
FilePermission p = new FilePermission(" /tmp/junk” , " read");

. AccessController.checkPer mission(p);

* Privilege: Privilegesare used to grant temporary permission to
less-trusted code. Whenever aresour ce accessis attempted, all
code traversed by the execution thread up to that point must
have permission for that resour ce access, unless some code on
thethread has been marked as" privileged" . That Is, suppose
access control checking occursin athread of execution that has
a chain of multiple callers. When the AccessController
checkPermission method isinvoked by the most recent caller, it
decideswhether to allow or deny the requested access.
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JAVA Fine-grained Access Control-5

 The AccessController checkPermission algorithm isas
follows:

— If the codefor any caller in the call chain does not have
therequested per mission, AccessControlException is
thrown, unlessthe following istrue - a caller whose code
Isgranted the said permission has been marked as
"privileged" and all parties subsequently called by this
caller (directly or indirectly) all have the said permission.

Class ProtectionDomain Checkin?h
e

=ity Manzge: System firet privileged
FilelnputStream system domaig

java.awt.Cursor system (privileged) ¢t

| Bar Permissions

Execution Stack
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JAVA Fine-grained Access Control-6

« Marking codeas" privileged" enables a piece of trusted code
to temporarily enable accessto moreresourcesthan are
available directly to the codethat called it. Thisisnecessary
INn some situations. For example, an application may not be
allowed direct accessto filesthat contain fonts, but the
system utility to display a document must obtain those fonts,
on behalf of theuser. In order to dothis, the system utility
becomes privileged while obtaining the fonts.

 The Secure Class L oader, java.security.SecureClassl oader,
tracksthe code sour ce and signatures of each class, and
hence assigns classesto protection domains.
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JAVA Fine-grained Access Control-7

 Hereiswhat the usage of privileged code lookslike. Note the
use of Java'sinner classes capability:(If you are using an
anonymous inner class, any local variables you access must be
final to make JAV A language looks like having closures.)

somemethod() {
<normal code>
AccessController.doPrivileged (new PrivilegedAction()

. {

. public Object run()

. { <insert dangerouscode here>  returnnull;  }
y 1);

. <more normal code>

. }
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Java Security-Related Tools

 Thekeytool isused to create pairs of public and private keys,
toimport and display certificate chains, to export certificates,
and to generate X.509 v1 self-signed certificatesand certificate
requeststhat can be sent to a certification authority.

 Thejarsigner tool signsJAR (Java ARchive format) files and
verifiesthe authenticity of the signature(s) of signed JAR files.

 ThePolicy Tool creates and modifiesthe policy configuration
filesthat defineyour installation's security policy. The Policy
Tool hasa graphical user interfaceto define policies.
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How to sign Java Code

Currently, separate vendor s have the following major code-
signing tools;
— Netscape's Object Signing
— Microsoft's Authenticode
— Sun'sJDK 1.1 Code Signing
— Sun'sJava 2 Code Signing

Though Java isdesigned to be portable, therearevarious
vendor specific code signing toolsthat make signed Java
code incompatiblein othersenvironment. Having various
complexity levels, vendor dependenciesfor leaving
sandboxes, giving different control mechanismsto user
makes them independent from each other.
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Signing Classes with the Netscape
Object Signing Tool

o Get asgningcertificatefrom a CA, Certificate Authority, listed
at https://certs.netscape.com.

 Import the certificateto your Netscape Communicator browser.

o Use The Netscape Object Signing Tool, which isa command line
program, signtool, to sign JAR files. (Note that digital signature
Information istransmitted in JAR files);

 Refer tothesigned code as
<APPLET CODE="sdigned.class' ARCHIVE="myjarfilejar" >

o Usesigntool tosign the classesand create a JAR file:
signtool -d" path to certificate" -k" my CA" -e" .class’
-Z myjar .jar
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Netscape Object Signing Tool -2

« Some useful options of signtool isillustrated as following;
— signtool -d" path to certificates" -
list available certificatesin your database
— signtool -d" <path to certificate>" -v myjar.jar
Check validity of signature on jar filewhether it is
tampered or not.

— signtool -d" <path to certificate>" -w myjar.jar
Check who signed myjar.jar

e Adding Capabilitiesto Signed Classes: The Netscape
Capabilitieslibrary providesa class called the Privilege

Manager which turns on-off privilegesfor incoming program
reguests.
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Netscape Object Signing Tool -3

 For thefirst request, the Privilege Manager asksthe Netscape
user whether the privilege should be granted, showing the
certificate used to sign the code requesting the privilege. Grants
arevalid for lifetime of the applets.

« Example privileges are Univer salFileAccess, Univer salSendMail,
Univer salExitAccess, Univer salExecAccess,
PrivateRegistryAccess.

— Import netscape.security.PrivilegeM anager;

— import netscape.security.ForbiddenT ar getException;

— try { PrivilegeManager .enablePrivilege(" UniversalFileRead" );
— ta.appendText(" Read enabled!\n");

— } catch (ForbiddenTargetException fte) {

— ta.appendText(" Read not enabled.\n");

— ta.appendText(fte.toString());

}
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Signing Java Applets with
M icrosoft's Authenticode

 Get an Authenticode Certificate, e.g., from
digitalid.verisign.com/developer/ms_pick.htm.

e Get Microsoft Java SDK, from
www.microsoft.com/msdownload/java/sdk/31f/SDK -JAV A.asp

 Preparearchivefile, in Microsoft's CAB format,
cabarc N test.cab *.class

 Use Microsoft Security Zones concept. By default, a security
zone, assigned a security level, isagroup of Web sites. The
available levelsare Low, Medium, High, Custom.
e signcode -] JavaSign.dll -jp High -spc c:\myCert.spc
-v a\myKey.pvk -n" My Applet Softwar e"
-1 http://lwww.mywebpage.com/ myapp.cab

where -] isto sign java code, -jp to pass parameter to JavaSign.dll, zone
level, -1 information page for the softwarethat user can check.
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M icrosoft's Authenticode 2

« Totest signature
chkjavatest.cab

e Toaccessappletsfrom browser html tagislike
<APPLET CODE="MyApplet.class'>
<PARAM name="cabbase" VALUE="myapp.cab" >
</APPLET>

e makecert -sk myKey.pvk -n" CN=Your Name" myCert.cer
provides unauthorized certificate with key.

o cert2spc myCert.cer myCert.spc provides signing certificate.
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Signing Code with Sun'sJDK 1.1.x

e 3Sun hasitsown set of signing tools, which have evolved
along with the JDK.

 TheJDK shipswith acommand-linetool called javakey.
“Javakey” provides management of a database of entities
(people, companies, etc.) and their public/private keys and
certificates.

 HotJava and the appletviewer program that comeswith the
JDK can validate JARs signed by javakey. Sincethe VMsin
Communicator and Internet Explorer do not support javakey
signing, in order to run javakey-signed applets with those
browsers, users must download and install Sun's Java Plug-
In.
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Signing Code with Sun's JDK 1.1.x-2

« Some examples of using javakey
e Jjavakey -csyour name:makesanew signer

« Javakey -ld : list the database (stored in identitydb.obj file
by default)

e javakey -gk your name DSA 512 : generates new key pair
with modulus 512

 Javakey -gc cert_directives.dir : generate a certificate
using thedirectivefile" cert_directives.dir”

e javakey -dc outfile.509 : display the certificate contents
from the certificatefile
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Signing Code with Sun'sJDK 1.1.x-3

« javakey -gssignMyApplet.dir Animator.jar: sign the applet,
I.e. Animator.jar from thedirectivesfile signMyApplet.dir

— (Makingjar filesisdone asfollowing:
— Jar cvf Animator.jar Animator Applet.class)

— Asan exampletry to browse a signed applet which isat
URL

 http://java.sun.com/security/signExample/
« Seefollowing foil for details
o javakey -h: bringsthe help menu for all the available options

 Notethat certificates and the keys produced by javakey are
all in DER format.
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Browsing Signed Applets

o http://java.sun.com/security/signExample/ contains an
applet signed by Duke

« Toruntheapplet with appletviewer,

— First get a copy of Duke's certificateand storeitina
file named Duke.x509

— Make an identity Dukein your JDK identity database
In your local machine;

* % javakey -c Duketrue

— Import Duke's certificate into your identity database,
* % javakey -ic Duke Duke.x509

— Run the applet signed by Duke

4/8/99 cpsbl6securityjava 33



The Java Authentication Framewor k

Thebasic conceptsare

Principal Interface; thisdescribesreal-world entitieslike
persons, companies etc.

| dentity class; an identity isderived from Principal I nterface
and has property corresponding to a public key

Certificate class; a certificate hastwo properties of class
|dentity: oneisthe ldentity that isbeing certified, and the other
| dentity isa guarantor, with which the principal isassociated
for thiscertificate.

To keep identities safe from conflicts, e.g., “ G. Fox” at NPAC
and “G. Fox” at Sun Inc. , Java defines | dentityScopes.

An ldentityScope may have other IdentityScopesin it. For
example, Syracuse University isan IdentityScope, and it
containsthe NPAC I dentityScope.
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The Java Authentication
Framewor k-2

« Each JavaVirtual Machine hasa system | dentityScope,
which keegps unique identitiesin its scope, and isavailable to
all Java programsin thisVM.

— It isbest to use your own identity scope and add it to the
scopes contained in the system | dentityScope.

o Java l.lrequiresappletsto besigned to beabletotake
advantage of thisframework
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Signing Code with Sun's Java 2

 Thejavakey tool from JDK 1.1 has been replaced by two tools
In Java 2.

e keytool manageskeysand certificatesin a database.
jarsigner isresponsiblefor signing and verifying JAR files.
Thekeystore, that contains certificate and key infor mation,
replacesthe identitydb.obj from JDK 1.1.

o Java2doesallow Certificate Authoritiesto sign generated
certificates

o Useful command line examplesare

o keytool -alias keyname-genkey : Generating a public and
private key pair and self-signed certificate.

» keytool -storepasswd to change password. Note that keystore

stores keys, and identity infor mation necessary for certificates

protected under a password.
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Signing Code with Sun's Java 2-11

o keytool -list view the fingerprints of certificatesin the
keystore.

e keytool -list -v view the personal infor mation about the issuer
and owner of the certificate.

e keytool -identitydb - Import information from a JDK 1.1.x-
style identity database.

* keytool -keypasswd - Assign a password to aprivatekey in a
key/certificate entry.

e keytool -printcert - Print out the information in a specified file
containing a certificate.

e keytool -certreq -alias keyname -filerequestfile :Generate a
certificate reguest.
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Signing Code with Sun'sJava 2-111

keytool -import -alias newalias -trustcacerts -file response
:import certificates from authorities.

keytool -export -alias keyname -file mycert . Export
e jarsigner SignMejar keynamesign ajar file

o jarsigner -verbose SignMejar keyname monitor signing
Pr ocess

e jarsigner -verify Unknown.jar verify signing of afile

e jarsigner -verify -verbose -certs Unknown.jar Moredetailed
check.

 Runninga Signed Applet
* keytool -import -aliasanalias-fileacert : Import torun others
signed programs
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Signing Code with Sun'sJava 2-1V

« Makea Smple Policy for Signed Applets

Example .java.policy is

keystore" .keystore",

grant signedBy " friend”;

codeBase " http://www.friendly.com/~mybuddy/applets/"
* |

permission java.io.FilePermission " c:\\tmp\\**" , " write";

* }
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Some Comparisons of Sign Tools

Differ ences Between Netscape Object Signing and JDK
javakey

Netscape Object Signing only wor ks within Communicator .
JDK 1.1 signed applets can work in any browser, but with
Java Plug-In for the applet to leave the sandbox.<APPLET>
tag must be changed by HTML Converter for plugin use.

— JDK 1.2 appletsall require JRE plug-in

JDK 1.1 javakey-signed appletsthat aretrusted get complete
access to the host while Netscape Object Signing prompts for
specific actions.

JDK 1.1 userscan generatethear own certificates without
needing a certificate authority.

IN general, 1.1 javakey islessuseful than the others.
JDK 1.2 usershave very fine-grained control over privile%es.
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Some Comparisons of Sign Tools - 2

 Comparing Authenticode to Netscape Object Signing

* Netscape hasfiner-grained accessto resources. Micr 0osoft
simply gives an access level instead of dealing with privileges,
which is easy for developers.

 Microsoft's Authenticodeis more simple for end-user.
Netscape promptsto user to grant permission for each

privilege request. User has more control but may get
exhausted with unrelated security questions.
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JavaScript Security M odel

o JavaScript Security depends on the implementation of the
browsers.

« Therearetwo security policiesin JavaScript:

— Same Origin Policy: Navigator version 2.0 and later
automatically prevents scriptson one server from
accessing properties of documentson a different server,
Including user session histories, directory structuresetc..

— Signed Script Policy: The JavaScript security model for
signed scriptsis based upon the Java security model for
signed objects. The scriptsyou can sign areinline scripts
(those that occur within the SCRIPT tag), event handlers,
JavaScript entities, and separate JavaScript files.
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JavaScript Security I'ssues

e Signed Script Policy comes with Netscape version 4.

* In Navigator 3.0, one could usedata tainting to get
access to additional information.

— Thiswasvery clumsy and almost impossibleto
use and in particular to make precise

« However, Navigator 4.0 replaces data tainting with
the signed script policy. Because signed scripts
provide greater security and greater precision than
tainting, tainting has been disabled in
Communicator 4.x.
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Same Origin Policy

 When loading a document from
oneorigin, ascript loaded from a
different origin cannot get or set
certain predefined properties of
certain browser and HTML
objectsin awindow or frame.

e Originisdefined as
protocol://host, where host may
Include optional partsof URL
Including :port, part of an URL.

 Any appletsinthedocument are
also subject to origin checks
when calling JavaScript.

« Thesameorigin policyisthe
default policy since Netscape 2.

4/8/99

Properties subject to origin check

. I :
Ohject  Properties

| image \lowsre, sre
layer larc

\location |All except x and v

!minduw find

:dcncument For both read and write: anchors,
applets, cookie, domain, elewments,
ernbeds, forms, lastModified, length,
links, referrer, title, URL,
FormName (for each named form),
reflectedJavaClassifﬁreachIava
class reflected into JTavaScript using
LiveConnect)
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Signed Script Policy-1

 TheJavaScript security model for signed scriptsis based
upon the Java security model for signed objects. The scripts
you can sign areinline scripts (those that occur within the
SCRIPT tag), event handlers, JavaScript entities, and
separ ate Javascript files.

e A signed script requests expanded privileges, gaining access to
restricted information. It requeststhese privileges by using
LiveConnect and the Java classesreferred to asthe Java
Capabilities API. These classes add facilitiesto and refine the
control provided by the standard Java SecurityM anager class.

* Accesscontrol decisions are given based on who, called
principal, isallowed to do what, called target, and the
privileges associated with the principal.

4/8/99 cpsbl6securityjava 45



Signed Script Policy-2

» Netscape's Page Signer tool provides signing of scripts. Page
Signer associates a digital signature with the scriptson an
HTML page.

« A singleHTML page can have scriptssigned by different
principals

 Thedigital signatureisplaced in a Java Archive (JAR) file.

 JAR filesmay includethe JavaScript sourceif one sign a
JavaScript file with Page Signer.

— ( If you sign an inline script, event handler, or JavaScript
entity, Page Signer stores only the signature and the
Identifier for the script inthe JAR file. If you sign a
JavaScript filewith Page Signer, it storesthe sourcein the
JAR fileaswell.)
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Signed Script Policy-3

 Theassociated principal allowsthe user to confirm the
validity of the certificate used to sign the script. The user can
ensurethat the script hasn't been tampered with sinceit was
signed. Theuser may grant privileges based on the validated
Identity of the certificate owner and validated integrity of the
script.

 Ansimpler alternativeto using the Page Signer tool to sign
scriptsisto servethem from a secure server. On the browser,
scripts act asthough they wer e signed with the public key of
that server. Thereisno need to sign the individual scripts.

« SSL serversareparticularly helpful if scriptsaredynamically
generated on the server side.
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Codebase Principals-1

 AsdoesJava, JavaScript supportscodebase principals. A
codebaseprincipal isa principal derived from theorigin of the
script rather than from verifying a digital signature of a
certificate. Since codebase principals offer weaker security,
they aredisabled by default in Communicator.

 Toenablecodebase principals, end users must add the
appropriate preferenceto their Communicator preferencefile:

« user_pref(" signed.applets.codebase principal_support”, true);

* |f enabled, when the user accessesthe script, a dialog displays
similar to the one displayed with signed scripts. The difference
Isthat thisdialog asksthe user to grant privileges based on the
URL and doesn't provide author verification. It saysthat the

script has not been digitally signed and may have been

tampered with.
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Codebase Principals-2

e |f apageincludessigned scriptsand codebase scripts,
and signed.applets.codebase principal support is
enabled, all of the scriptson that page aretreated as
though they are unsigned and codebase principals
apply.

* Netscape 4 always keepstrack of codebase principals
to usein enforcement of the same origin security
policy whether codebase principalsaredisabled or
enabled.
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Scripts Signed by Different
Principals

Since JavaScript does not have internal protection mechanisms
like Java, e.g., protected and private, and object properties
Including methods can be changed at runtime, smple signing of
Scriptsis sometimes not secur e enough.

Different scriptsfrom different principals on the same page can
change each other'sbehaviour.

Security of the JavaScript isensured by the following assumption:

Mixed scriptson an HTML page operate asif they wereall signed
by the intersection of the principalsthat signed each script.

For example, assume principals A and B have signed one script,
but only principal A signed another script. In thiscase, a page
with both scriptsactsasif it were signed by only A.
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Principals of Windows and Layers

In order to protect signed
scripts from tampering,
Navigator 4.0 adds a new set of
checksat the container levd,
where a container isawindow
or layer.

A script, which wantsto access
the properties of a signed
container, should be signed by
a superset of principalsthat
signed the container.

If somescriptsin alayer are
signed by different principals,
the special container checks
apply tothelayer.
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Figure 1 Assigning principals to layers.
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Determining Container Principals

* Following structureisused (by Communicator) :

« 1. Ifthisisthefirst script that has been seen on the page, assign
this script'sprincipalsto bethe principalsfor the window.

o 2.1f theinnermost container (the container directly including
the script) hasdefined principals, intersect the current script's
principals with the container's principals and assign theresult
to bethe principalsfor the container. If the two sets of
principalsarenot equal, intersecting the setsreducesthe
number of principals associated with the container. Done.

o 3. Else find theinnermost container that has defined
principals. If the principals of the script arethe same asthe
principals of that container, leavethe principalsasis. Else
assign the current script's principalsto bethe principals of the

container.
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| dentifying Signed Scripts

All signed scripts (inline script, event handler, JavaScript file, or
JavaScript entity) requirea SCRIPT tag'sARCHIVE attribute
whose value isthe name of the JAR file containing the digital
signature ; <SCRIPT ARCHIVE="myArchivejar” ID="a"> ... </SCRIPT>

Tosign an inline script, you add both an ARCHIVE attribute and
an | D attributeto the SCRIPT tag for the script you want to sign

Tosign an event handler, you add an(only one) ID attribute for
the event handler without specifying the ARCHIVE tothetag
containing the event handler; <INPUT TYPE="button" VALUE="0K"
onClick="alert('...") onClick="alert('A signed script')" ID="Db" >

To sign a JavaScript entity, you do not do anything special to the
entity. Instead, the HTML page must also contain a signed inline
script preceding the JavaScript entity.
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Using Expanded Privileges

o Signed scriptsuse callsto Netscape's Java security classesto
reguest expanded privileges.( like Java signed objects) For
example,
netscape.security.PrivilegeM anager.enablePrivilege(" Univer salSendMail™)

 When thescript callsthisfunction, the signatureisverified,
and if thesignatureisvalid, expanded privileges can be
granted. | f necessary, a dialog displays infor mation about the
application's author, and givesthe user the option to grant or
deny expanded privileges.

* Privilegesaregranted only in the scope of the requesting
function and only after the request has been granted in that
function. This scope includes any functions called by the
requesting function. When the script leaves the requesting
function, privileges no longer apply.
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