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Abstract of Internet Security
Presentation

 General Issues
* Review of Java Security Mechanisms

e “Gossip”: Examplesof Security problemsof various
sorts from maliciousto annoying

e Cryptography: including RSA Public Keys
« Authentication and Digital Certificates
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Some Reference M aterial

Web Security and Commer ce, Simon Garfinkel and Gene Spafford,
Prentice Hall June 1997

— Lengthy and rather qualitative discussion that covers most
Important issues

Network Security: Private Communication in a Public World,
Kaufman, Perlman and Speciner, Prentice Hall 1995

— fine discussion of underlying technologies but as* old” misses some
key web concepts

Java Security: Hostile Applets, Holes and Antidotes, M cGraw and
Felten, Wiley 1997

— focuses on Java with arather secretive qualitative discussion

Seereferences at http://www.sis.port.ac.uk/~mab/Computing-
FrameWork/list.html including:

— Globus, SET, SSL , Java, SESAME

— http:/lwww.cs.nps.navy.mil/curricula/tracks/security/notes/cs4601.notes.contents.htmi
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Some General Issues|

Security Privacy Confidentiality and even I nconvenience
are similar effects addressed by technologies we will
discuss

Why isthere so much excitement about the (lack of
necessary) security in Java?

In fact Java is one of the few languages where both the
language design (e.g. no pointers) and runtime (e.g. byte
code verifier) explicitly address security asa major
concern.

Java’'s great contribution was adding programmability
to clientsbut thisallowsthe *“ bad guys’ to program
various bad things such as viruses!
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Some General |ssues ||

o Javadoeshave avery reasonable security model but it does not
(did not) come with a complete implementation and so success of
Its secur ity depends on additional capabilities.

— Such as Server-Browser implementation of connections

— The necessary extra stuff was (and is now to some extent)
iIncomplete and had flaws (bugs in the software)

— Authentication of creator of Java Applet

 Thelnternet isparticularly fragile as one mistake/successful
“terrorist attack” can impact computers over the whole world

— The previous highways (inter state roadways) could only be
attacked at isolated points (unless one used nuclear weapons)
and so required less stringent security concerns
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Need for Security in Commerce- |

e Supposewe are buying
something from information
from an Internet Web Site

 Many of the hazards (security
risks) aresimilar tothosein
mail or postal shopping with
sometimes enhancement dueto
wor|ld wide natur e of “attacks’
and the ease with which digital
(as opposed to analogue

v Ordered Item

Credit Card
number

phones) infor mation can be
eavesdropped reliably.
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Need for Security in Commerce- ||

Thereistheusual fraud opportunities at both client and
server side (fake customer or fake store) and these are already
present in non Internet version

— Security can reduce level of fraud and makethisa viable
business model

Thereisthepossibility that merchant is attracting customers
to siteso that it can download applets and other Internet
chicanery which can do bad things -- at least invade privacy

Thereisthe possibility that credit card number is snooped
and thisisdirectly countered using encrypted transmission

Note we do not need a perfect system and commer ce today
buildsin a certain fraction of loss dueto fraud, bankruptcy
elC.
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Structure of Internet and Security-|

e |Information travels from server to client and back and one needs
to discuss server ,client and their connection.

— Securethe server: hereone needsto beworried about
preserving confidentiality of data (different for different parts
of information) and privileges/capabilities of CGI scripts

— Scripting capability of Perl can be exploited in unwise CGl
programs

— User could input string “1 am Geoffrey” or more deviously
something like“l am”;rm -r *;print ” Pretty Evil” and the
hidden program can deletefilesif the Perl CGI script unwisely
applied eval(input string)!

— A dightly more complex input can be danger ous with other
Perl commands -- this can be circumvented by testing input for
special characters
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Structureof Internet and Security-11

 Weneed to secureinformation whileit istravelling back and
forth from server to client

— |f both server and client arein an institution, we can hope
that network linking them is“secure” i.e. that data
travelling back and forth cannot be diverted or
eavesdropped by the bad guys.

— Generally thisisnot a safe assumption and one needsto
encrypt the data and provide authentication so that data
cannot beread and you know where it comesfrom

— Even in a corporation, one often hasislands of relatively
secur e networkslinked by insecurelinkssuch asthe
| nter net

— Technologies such as SSL (Secur e socket Layer) implement

encryption of messages between server and client
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Structure of Internet and Security-I ||

Finally we need to securetheclient. Here Javais particularly
Important asit (and JavaScript) are the dominant downloaded
programs

Note clientsaretypically single user PC’swith NO security and so
particularly vulnerableto attack.

Key difficulty isa bad guy developing a program that when
downloaded does something you don’t want

In real world, wedon’t invitearbitrary peopleinto our house --

rather we ask for credentials or believe by context (they are an
adult accompanying your child’sfriend) that they are safe

So we need both security in Javato check that codeiswhat it
purportsto be and stepsto establish confidence that what oneis
downloading islikely to be safe
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A PKZIP Anecdote

In 1995 and 1996, a program called PKZIP30.EXE was placed on
many Internet softwarelibraries. Thispurported to be 3.0 beta
release of the well known file compression program PKZIP

Unfortunately, downloading this program, caused ones disk to be
erased ......

Thisisequivalent to a crook turning up at your door in afake
Niagara M ohawk (or what have you) van. Inreal world, if weare
careful, we ask to see credentials of purported service person.

In Web security, one needs digital signatures to establish the credentials
of a particular program -- in particular one would expect that

PKZIP30.EXE bedigitally signed by PKWar e the company that created
PKZip

Certification Authorities supply “ Softwar e Publisher’s
Certificates’ from “certification authorities’ who presumably
verify credentials of the organizationsthat they are certifying
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Downloading Softwar e is Danger ous?

So Java applets are actually safer than

downloading C C++ or Java Applications as Rogu_e Site _
applets cannot accessthe local disk (unlessthereis substitutes Evil
an implementation bug!) Program

However Applets are so much easier to download
asthey happen automatically when theHTML
page containing them is accessed. Thusthey need
much stronger security

Note that onetypically assumesthat downloading
from a site such as Netscape MIT or Microsoft is
safe but this can be spoofed dueto internet
routing!

Notethat plug-ins are such C/C++/Java code and
subject to security difficulties

— A Macromedia Shockwave
plug-in had a bug that allowed
oneto useit toread
infor mation on client computer &
and so violate (at least) confidentiality
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The Moldavia Pornographic Phone Scam

 Thestesexygirls.com promised subscribersfree
pornography and all you had to do was to download the
customized viewer.

« The"viewer” on being downloaded, turned off the
modem’s speaker, disconnected you from the I nter net
and redialed to Moldavia. Then you did get the promised
por nography but also a huge phone bill for international
calls (presumably many dollars per minute)

« Moldavian phone company, the sexyqgirls website and the
American phone split the proceeds of these bills!

 Thisisa“security hole” that existstoday in phone system
outside the inter net
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An Early Netscape DNS Bug

Many of the famous Java security problems arein some sense “just bugs’ and
everything in society has bugs from car safety through conventional policing

— Again Java bugs are mor e worrisome because they are potentially so
widespread
Currently Javaisrestricted to establishing a networ k connection to site you

downloaded it from. Thisassumesyou trust site and wouldn’t connect to
iwanttodestroy.your system.org.

So in a Netscape2.0 bug, it was possible to set up applet so that it could connect
to an arbitary site

— Bug involved a malicious DNS server returning a set of |P addresses
Including allowed and disallowed ones. Netscape?2.0 allowed oneto connect
to disallowed address

— Now we have established a connection which could break through a firewall
and in principledo arbitary damage/breach of confidentiality

Netscape?.01 corrected bug by only allowing connection to original | P address
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Tempest and Control Zones

Thisrefersto electronic eavesdropping and most infor mation
about thisisclassified

L arge classified computer centersare surrounded by a
(earthed) conducting box so it all electronic signalsare
trapped inside

Of course NSA (National Security Agency) triesto protect
nation’s security by exploiting inter alia ability to inter cept
and under stand communication between unfriendly folks

One classifies systems by their control zone which measures
distance from device up to which one can detect signals

— Onewants asmall control zone

Internet and phone system rely on principle of mass
confusion. There are so many messagesthat it isimpossibleto
detect the sensitive ones!
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Military Security Levels

 DoD classifiesinformation into 4 levels
unclassified < confidential < secret < top secret

e Theseclassificationsare applied to information in particular
areassuch asGUNSMIDDLEEAST etc.

 Documentsarelabeled by secrecy level and area

e Individualsand programs are given clearances such as
(SECRET {WEBTECH,HPCC})

A human can only run a processwith a security rating equal
or below that of human

e A process can only read information marked with a security
level equal to or below that of process

* A processcan only writeinformation information with a
security level equal to or above that of process.
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Firewalls and Gateways- |

Global
| nter Net

Corporate Firewall
| ntraNet Computer

« A firewall isacomputer that sits between an institutional
network and the potentially danger ousinsecure
| nter net/Outside network.

* Firewallscan betaught to filter information by addressor by
content

— e.g. it could only allow inside-->outside messaging or messagesto or
from certain sites (this can be fooled by forging network addr esses)

— e.g. it can prevent filetransfer but accept email

— However email isactually a common file transfer mechanism and
postscript (for instance) can easily hide rogue programs

— Often firewalls are highly inconvenient and in mysterious ways

handicap Iegltlmatetr%géglvghen Ln fact nobody realizes firewall _%IS’[S.
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Firewalls and Gateways| |

 Now we place a special computer (the gateway) which acts as
a functional intermediary between secure I ntraNet and
Insecure I nter Net

 Filesaretransferred back and forth by being deposited on
Gateway. Gateway has security difficulties but it only has
ephemeral infor mation and can be compromised without

seriousimplications

Global

| nter Net
Corporate
|ntraNet Firewall Firewall | _—

Computer Computer
I |
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Encrypted Tunnels

These are used to communicate between two or more secure
| ntraNets

as opposed to previous discussions which was for Secure <-->
| nsecur e communication

Thisisa standard security problem addressed by using
certificatesto identify secure sites, no special action internal to
IntraNet and use encryption over theinsecuretunnel between two

secur e havens
Global
| nter Net

Corporate
IntraNet |

Corporate
IntraNet ||
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The Great Clipper Controversy

« Unfortunately once we have set up digital security, the
government will be severely handicapped in monitoring
communication between sundry bad guys!

 They proposed that this be addressed by

— a)Using a particular (and quite reasonable) encryption technology built into
gpecial hardwar e -- the clipper chip

— b)The decryption keysused in each chip would be deposited with the
gover nment so that they and only they could break any encoding

— c¢)Thedecryption key would actually be shared by two agencies
“preventing” abuse by any one high-handed part of gover nment

— Note mainly aimed at phones and faxes but must address computer
networking given growth in inter net

e Highly controversial asclearly attacks various deeply held principles of free
speech

« | am moreor lesscertain that it isdoomed anyway astoo hard in today’sworld
to enfor ce such a standard

4/8/99 Cps6l6securityintro 20



Export Restrictions on Cryptography

« TheUSgovernment hasestablished restrictionson the
“quality” of encryption software that can be exported

 Thisactually trandatesinto general restrictions on security
guality as vendorsdo not want two types of software -- one
domestic and oneforeign!

 Noteonecan break “low quality” encryption e.g. RSA155
(best technology using 512 binary bits) would take 10,000
PC’safew monthsto break

— However the bad guys might to do thisto break into Fort
Knox but wouldn’t bother for your credit card number!

e Suningeniously released latest software using cryptography
produced entirely outside the USA and so again the
gover nment is attempting something that isbound to fail!
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Denial of Serviceversus“Attacks’

« Therearetwo broad classes of “security” problems

— 1) Deliberate attacks - NPAC suffered this 2 years ago
when a hacker used atrapdoor to login into a Sun machine
and remove all thefileson three computers. For Java,
thesearecalled “ attack applets’ by Felten.

— 2)Denial of Service: theseinclude internet activitiesthat
stop desired use of your computers by hogging resour ces,
Invading your privacy or just annoying you! Theseare
called malicious applets by Felten

 NPAC suffered denial of service when a flood of unwanted “junk”
email from forged addresses caused some of our serversto go down

| get annoyed when | or my children get unwanted email
advertising pornographic sites
* Thisisthebasisof therecent “Médlissa”’ virus

4/8/99 Cps6l6securityintro 22



Combining Denial of Servicewith
more Malicious Attack

e SO0 acommon strategy isto create a“ denial of service”
diversion
— AsNPAC hasnoted, you set up an agent which floods
main enterprise Web Server with reguests

— Web Server grindsto a halt and all system people go
tolook at it and bring it up

* |Intheconfusion, you mount amalicious attack --
perhaps on a different machine -- using well known bugs
iIn UNIX ........
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Commentson Denial of Service

 Examplesof accidental denial of serviceinclude:

— Mistakesin included JavaScript which cause infinite loops
which can only be addressed by rebooting computer

— Oneof my friends had a bug in hisemail script which sent 50
copies of his message

— Use of too many graphicsin your web pages uses all available
networ k resour ces!

— In November of 1996, an HTML page containing 100 tables
within atable caused client computersto crash!

e Clearly such inconveniences are inevitable and can consequences
can only be addressed by careful programming and robust
oper ating systems which will reduce impact.

— make certain all your key open filesare“ saved” before accessing unknown
pages so that crashs do not destroy infor mation!
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Some Attacking Concepts

Virus: A set of instructionsthat when executed inset themselves
Into other programsand presumably intend bad consequences.

Bacterium: A free standing program that replicatesitself and
causes harm by consuming resour ces

Worm: Similar to a bacterium that propagates over a network

Trapdoor: an undocumented entry point which iswritten into a
program often for debugging pur poses

— A viruscan install trapdoorsas it propagates

Trojan horse: Instructions hidden in a seemingly useful program
which can or do perform bad things. Virusesadd Trojan horsesto
originally good programs

L ogic bomb: maliciousinstructionsthat trigger on some
particular event or timein thefuture
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Naive way Viruses Spread themselves

Take any good program (for which virus haswrite privileges) and take
Instruction at location L 1.

Replacethisby ajumptoL2

Insert the dreadful code at location L2 followed by original code at
location L1. Worry about saving and restoring registerswhile doing
this.

Insert ajump to location L 1+1 at end of bad code.

Net result isa program that does all the old program did plus whatever
else bad isinserted

This naive approach can be detected by presence of distinctive byte
codesformed by code at L2 or more precisely by checking that a
particular program has unexpected length or modify time.

The hacker who entered NPAC installed a trapdoor into UNIX
command psin away that left length of ps unchanged!

First entered NPAC by “sniffing” somebody’s password and using
UNI X bugsto get root permissions.
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|ntroduction to Cryptography

 Thisisold technology first attributed to Julius Caesar who used
the nifty cipher which replaced every letter with that threeletters
further in the alphabet

— S0 A becomes D and Z becomes C (using cyclic wrapar ound)

« Most ciphersinvolve an algorithm and a parameter (thisis3in
the above) where usually algorithm can be public but parameter
ISkept secret and iscalled a key

— key needsto be quite big to be safe (say at least 40 bitslong)

— It isusually not possibleto keep algorithm secret and in fact
making it public can encourage expertsto examine and
comment on itsreliability (i.e. ease of breaking)

Encryption Decryption
> Ciphertext - Plaintext
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Breaking an Encryption Scheme

It would be easy to break Caesar’scipher but in general it ishard
and in fact exponentially hard as breaking cipher involves some
sort of combinatorial (exhaustive) search combined with clever
Ideas

— such aslooking for common English words such asthe

Note that encoding/decoding can be computationally expensive
but much less so than code breaking

— S0 ascomputers get faster, the code breaker’sjob getseasier for FIXED coding

strategy but much harder for a coding strategy that takes a fixed time

Methods exist for three scenarios

— You only have ciphertext gotten by eavesdr opping insecure link

— You have some matched (ciphertext,plaintext) combinations and wish to
find plaintext corresponding to some new ciphertext

— You have ability to get ciphertext for any plaintext of your (the code
breaker’s) choice

4/8/99 Cps6l6securityintro 28



Types of Cryptographic Function

Therearethree major types of cryptographic function which
differ in functionality and perfor mance

Secret Key Cryptography iswhat we are most familiar with and
has medium performance and functionality. It has one secret key

Public Key Cryptography isaremarkable idea with some very
Important and non-intuitive capabilities. It iscomputationally
Intense and requires some infrastructure to implement. It involves
one secret (called private) and one public key known to everybody.

— Based on computational infeasibility of factoring large numberswhich can
be found by multiplying two primes

Hash functions (or one way transformations) involve zero keys
and encrypt in away that cannot be decrypted. It isvery fast

M ethods are combined to produce hybrid approachesthat
combine necessary speed and functionality
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Security Uses of Cryptography

e 1)Transmitting over insecure channels

e 2)Storage on insecure media (essentially the same
Ideas as 1) but applied to a different need)

o 3)Authentication of computersor peopleat end of a
message transmission. Thisincludes digital
signatures and passwor d hashing

e 4)Integrity check that message delivered wasthe one
sent (thisisdifferent from ensuring that nobody read
Information which is 1)). Thisis called message

Integrity
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Secret Key Cryptography

 Thisinvolvesa single secret key and standardsare DES (Digital

Encryption Standard) and IDEA (International Data Encryption
Algorithm)

e Commercial systems(used in SSL) are RC2 RC4 RC5
— Note 40 bit RC2 takesa 64 M| P computer one year to break

- Encry;‘tion -

Same Secret Key

V

Decryption

4/8/99 Cps6l6securityintro 31



Uses of Secret Key Cryptography

Thereisthe natural usefor either transmission over an insecure
network or for storage on an insecure media.

Strong Authentication impliesthat one can prove knowledge of a
secret (key) without revealing the key and in particular without
sending key between two individuals

Thisis effective authentication but reguiresas many secrets as
pairs of people who need to communicate.

Public key version will only require one key for each individual
wishing to be authenticated with anybody else and so ismore

practical for widespread deployment. N keysand not N2 asfor
secr et key authentication.

Secret key authentication ishowever faster and much easier to
Implement for any sets of sitesthat wish to establish authenticated
communication with a shared secret.
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Secret Key Authentication

Each individual A and B picks arandom number r , and r g which
areonly known to themselves and a fresh for session to be
authenticated. Thereisshared key K .z which isnot to be
transmitted but A needsto know that B knowsK ,g and B needs
to know that A knowsK ,5. The random number s are known as
challenges

Encryptr, to

>

give X,
Decrypt annd
see it glvesrA
Encrypt rgto <
give Xg
Decrypt x; and
Xg " seeit givesry
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Message I ntegrity with Secret Key Cryptography
Checksums are well known and can be gotten by dividing message
Into 32 bit groups and anding these groupstogether.

— Thisisdesigned for fault tolerance and ensuresthat data was
not garbled in transmission

— hashes (designed properly) cannot beinverted and represent a
unique finger print of original message.
* A secret checksum combinesthis processwith a secret key and

producesa MIC (message integrity code) which can be decoded
and checked

 Thiscan beused with either a ciphertext or plaintext message and
guaranteesthat information isstored or transmitted faithfully

e Noteencrypting a message does not guaranteethat it isnot
changed!

« MIC with plaintext isused by bank electronic fund transfer
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Public Key Cryptography

Thisis much younger than other approaches and wasfir st
published in 1975. Aswe have discussed this has key featur e of
only needing one key per individual/organization requiring
encrypted authenticated messaging

It hasnontrivial infrastructureto distributethe N public keysfor
N organizations but thisis better than N2 keysfor secret key
cryptography

Roughly the public key isa very large number that isthe product
of two primes. The private key is (related to) one of these primes.

It Isused differently in two cases

— Transmission over insecure networ k wher e one encodes with public key of
recelver (and receiver decodeswith their private key)

— Authentication where you encode signature with private key and check the
signaturewith public key
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Insecure Link Transmission with Public Key Cryptography

Suppose A has (public key,private key) <e,,d,>and B keys <e;,d;>
A transmits a message m, to B encrypting it with B’s public key e,
B decryptsthismessage and readsit using private key dg

Similarly B sends a message mg to A encrypting with e, which A decryptswith
privatekey d,

Plaintet ——— ", Ciphertext

A

Public Key
Private Key

v
Ciphertext - Plaintext

Decryption
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Authentication with public key Cryptography

 Here A chooses a challenge -- arandom number r and can verify
that B isat other end using solely public infor mation!

Encrypt r using Decrypt x with

e; togivex
dg and send
Send X back challenge
Only B could Send 1
have sent
back r

Aliceis A Bob isB
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Digital Signaturesand Public Key
Cryptography

 Digital Signaturesreversethe use of public and private keys
e You encrypt with the private and decrypt with the public key

Signing
Plaintext| » | Signed M essagel
A

Private Key

Public Key

Signed Message —_— ——* Plaintext
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Use of Digital Signatureswith public
key Cryptography

Here B startswith a document that it isrequired to prove only
could comefrom B

Thiscould be a piece of softwar e that we wish to know comes
from areputable source

We combine softwarewith a “certificate” (a statement that B is Bob)
and either encrypt thiswith d; or more normally encrypt a message
digest (that depends on both message and signature) with d;

Thisuse of a message digest isdone for performanceasit istime
consuming to use public key encryption on full message

Note thissignature cannot beforged either by A or any other
person pretending to be B.

— In secret key version A shares B’s secret key and can forge
messages that purport to befrom B
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Hash and M essage Digests

Given a message m, the hash h(m) must satisfy
— |t can be calculated relatively quickly
— Given h(m), it cannot be beinverted (to find m) by any practical method

— Even though many m’swill be transformed to the same h(m), thiswill in
practice never happen and it isimpossiblein practice to find two m’sthat
givethe same h(m)

As hash function isknown, the security of a hash comes from the unknown
message.
— Messages can be made unknown by concatenating plaintext with a secr et
key before applying h(m)
These ar e called one-way transfor mations as hashes cannot beinverted

— Practical methods involve a strange combination of anding and
per mutations which ensuresthe cryptography safety of method

M essage Digests(such asM D2 MD4 MD5 -- MD is Message Digest with 128 bit
output -- or SHS-- Secure Hash Standard with 160 bit output output) are used
In Public key Systemsto reduce computational complexity of encryption (see
previousfoil)
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Some M ath Behind Secret Key Cryptography

o Secret Key algorithms are based on elaborating a ssmpleidea

o (Caesar rotated alphabet in hiscipher. An obvious extension of
thisisuse a 1<->1 permutation of a group of N bits

« for DES N=64 and permutation is calculated from a 48 bit key

 Tomakedecoding harder, thisisdone 16 times with different
keys extracted from an original 56 bit secr et

— Note secretsin real world are usually generated randomly

 Thisstrategy iscombined with (ad-hoc) transfor mationsto
further obfuscate the process

* Thefull message must be divided into blocksbeforethisand the
method of running secret key cryptography on long messagesis
non trivial (but not very fundamental) as doing in 64 bit separate
unitswould allow information to be freely snuffled!
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Some Math behind RSA Algorithm -

RSA standsfor inventors. Rivest Shamir and Adleman
e Takeanumber n=p* gwherep and q areprimes
e Choosea“sauitable’ number e

 Publickeyis<en> and basic encryption algorithm takes
message m to be encrypted and forms

— c=mémod(n)

e Decryption involvesprivate key d which isfound so that
—d* e=1mod((p-1)(q-1))

¢ Thenm =c mod(n)

e Asfactorization iscomputationally infeasible (for n of 512
bitsin length or more), this encryption cannot be broken.
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Some Math behind RSA Algorithm -1

n,c,d are 512 bits; p,q are 256 bits,; e could be small (3 or 65537);
m must be lessthan or equal to bit length of n

lengths are doubled in recent implementations

Asencoding istime consuming, we only use RSA for small
messages anyway. However asin secret key methods, one must in
general break longer messagesinto smaller sizes

— Deployed schemes use secret key methods (with key exchanged
using public key method) for large amounts of data

PKCS(Public Key Encryption Standard) isa standard from RSA
for encoding the information to be signed or encrypted through
RSA. It incor porates “ know-how” to make RSA work reliably.

DiffieeHellman, El Gamal and DSS (Digital Signature Standar d)
are RSA like approaches aimed at digital signatures
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Certificate Authorities

Certificates are essential for using asymmetric public-private
keys

RSA set up VeriSign company which offers web certificates
for individuals, serversand softwar e publishers

Thereare many other authorities

See http://digitalid.verisign.com/info_ctr.htm for a good
description of certificates both in general and for Verisign
services (http://www.verisign.com)

|ndividual certificatesarefor usein Web browsersand for
secureweb mail(SYMIME) such asthat offered by Netscape

Thereisno agreed format for certificates but X.509 v3
certificateiscommon (PEM extendsthis)
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Review of Certificate Process

Signing

[ A

Sigralure

|'.=|;|.a -
Digest  Privete
Kay
Allce faseEsg har documeanrnt
through a hashing algorithm 1o
produce the message dgast,
then encrypis the digest with
ner private key

Sending

Alice sends the
signed massage
1o Bob

Receiving

B @ i

Public
Kay

& ' LT

Bob uses the same hashing
algorithim 1o create a message
digest, decrypts Alice's
shgnalure using Allce's public
key, and then comparas the wo
message digesis
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?-tz Metzcape - [Netscape Test Certification Authority]

Eile Edt “iew Go Bookmarks DOptionz Directory  wWindow  Help

@ NEtSitE:Ihttl:li.-".-"I"II:II'I'IE.r'IEtSCEIIZIE.CDI‘I‘I.-"FIE!WSrE!f.-"[E!f.-"hE!tSCEDE-tESt-Ca.htl‘l‘l| j N.. S I
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Data:
Version: 0O [(0=x0)
Serial Mumber: 1 (0=x1)
Signature Algorithm: MDS digest with R34 Encryption fr Om N etma e
Issuer: C=U3, OU=Test Ch, O=Netscape Communications Corp.
Validity:
Mot Before: Wed Mow 23 14:30:35 1994
Mot After: Fri Now ZZ 14:30:35 1996
Subject: C=U3, OU=Test CA, O=Netscape Comrunications Corp.
Subject Public KEey Info:
Public EKey Llgorithm: BESA Encryption
Public EKey:

o http://home.netscape.co

O0:bhd:6c:8atec:ba:l8: b 72:al:3c:ch:e9:81:15:

2d:df:9bh:b2:52:5b:13:50:08:2a:fe:Vo:51:07:26: m/nalvsr ef/r ef/netscape_

14:23:60:ad:15:56:de:£f0:a7:32:c1:a0:34:95:a3:
Earde:bf:21:48:4a:4a:21:7d:6b:37:12:59:8a:kb5: teSt'0a html
c8:65:ff:a7:45:a0:16:b7:el1:b8:ch:52:0e:16:bbd: .
ef:16:dd:dd:a7:36:67:32e:09:b9:db:33:bd:74: fe:
de:58:94:cf:28:03:96:d5:8e:33:61:1f:ch:40:3£:
2a:29:2d:0b:68:87:15:68:£d4:09:00:e0:77:4de:d2:
40:1=m:3e:5f:9c:d3:co16:63
Exponent: 3 [0x3)
Signature Algorithm: MDS digest with R34 Encryption
Signature:
55:79:c0:97:8358:44:77:483:8a:483:Ve:l6:6a:dV:e5:13eel 1 £7:
17:d0:d4:80:d8:92:95:e8:Vo:12:9f:he:V8:4dbtat:chie5:25:
cO:idb:dd:el:d3ieV::c2:Vb:56:03:£9:2a:Va:d5:09:53:45:586:
37:bl:he:0b:21:1a:f5:0c:6c:96:2Zb:hf:V0:8a:6e:cd:fdea:
Of:90:35:7f:66:05:eb:f2:05:c2:20:3d:V2:fa:52:ab:85:41:
Th:3e:d8:10:23:59:25:82:£f9:71:86:66:12tca:ch5:£7:46:47:
SBd:ad:56:66:ad:50:1lc:ff:ac:12:a5d:69:65:34a:dd:11:h7:a4:

bil:4
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VeriSign Digital ID’sor Certificates - |

« VeriSign providesissuing, revocation, and status services for
four typesof Digital IDs--

— Secure Server Digital 1Ds,

— Digital IDsfor software publishers,

— Personal Digital IDsfor use with Web Browsers, and

— Personal Digital IDsfor usewith SSMIME applications.

 VeriSign Digital IDsfor servers enableweb serversto operate
IN a secure mode.

— A VeriSign Digital 1D unambiguoudly identifies and
authenticates your server and encryptsany information
passed between the server and a web browser.
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VeriSign Digital ID’sor Certificates- ||

 VeiSign software Digital IDs are used in conjunction with
Microsoft Authenticode Technology (software validation) provide
customerswith the infor mation and assurance they need when
downloading softwar e from the I nter net.

« Personal Digital IDs used by individuals when they exchange
messages with other usersor online services.

 VeriSign offersfour classes of personal Digital I Ds. The classes
aredifferentiated by their assurance level--the level of confidence
that can be placed in the Digital 1D based on knowledge of the
process used to verify the owner's identity. The identification
requirementsaregreater for higher numbered classes-
— Class1 Digital ID offers minimal assurance of the owner'sidentity,

— whileaClass 4 Digital 1D offersassurance of not only theindividual's
Identity, but also of that person'srelationship to the specified company or
or ganization.
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VeriSign's Description of Digital ID’s

A Digital 1D typically containsthe: oS e monTele
— Owner'spublic key
— Owner'sname
— Expiration date of the public key
— Name of the issuer Digital 1D Certificate Nurmber

(the CA that issued the Digital 1D) 450 Corp.'s Digfa

— Serial number of the Digital 1D "Oormaton
— Digital signature of the issuer

« Themost widely accepted format for Digital | Dsis defined by
the CCITT X.509 international standard; thus certificates can
beread or written by any application complying with X.5009.

— Further refinementsare found in the PK CS standards and

the PEM standard.
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VeriSign’s Description of Certificate
Revocation |

A Certificate Revocation List (CRL) isalist of Digital IDsthat
have been revoked beforetheir scheduled expiration date.

« Thereareseveral reasonswhy a key might need to berevoked
and placed on a CRL.

— A key might have been compromised.

— A key might be used professionally by an individual for a
company; for example, the official name associated with a key
might be" Alice Avery, Vice President, NPAC."

— If Alicewerefired, her company would not want her to be able

to sign messages with that key and ther efor e the company
would placethe key on the CRL.
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VeriSign’s Description of Certificate

Revocation ||
 When verifying a signature, you can check therelevant CRL to
make surethe signer'skey has not been revoked if the signed
document isimportant enough to justify thetime it takesto
perform this check.

o Certification Authorities (CAs) maintained CRLs and provide
Information about revoked keysoriginally certified by the CA.

— CRLsonly list current keys, since expired keys should not be accepted in
any case; when arevoked key ispast itsoriginal expiration dateit is
removed from the CRL.

— Although CRLsare maintained in a distributed manner, there may be
central repositoriesfor CRLS, that is, Sites on networ ks containing the latest
CRLsfrom many organizations.

— Aningtitution like a bank might want an in-house CRL repository to make
CRL searchesfeasible on every transaction.

4/8/99 Cps6l6securityintro 51



