                                    How To Sign an applet?

  Tools required 

1.  Netscape Signing tool   --  Signtool 1.0

   Can be downloaded from developer.netscape.com 

  How To Sign it.

  Take the. java file of the applet. Import the netscape.security.PrivilegeManager class into the .java file. The java40.jar file of the Netscape Communicator in the class path for this. In the applet code we have to ask the Privilege Manager class to enable for File Access (usually we ask for Universal File Access). This can be made in the .init() or in the .paint() method. This brings the window in the Netscape Communicator asking for the permission. We are allowed either to grant the access or deny it. The client can also view the certificate and make sure who has signed it.

  Compiling

 Put the .class in a separate Directory. Now sign the .class using signtool. 

The command is   signtool -d "<Directory of Cert7.db> -k "Certificate name"  -Z ".jar name" newdir name. 

    (The certificates are all stored in the cert7.db directory.)

    Now put the .jar and the. class in the server workspace. In the .html, put the .jar as an Archive. 

Example WriteFile.java

/**

  * By default, this applet raises a security exception.

  *

  *  If you sign this applet, it can run and write a file

  *  named "tmpfoo" in your working directory. 

  * 

  * 

  */

import java.applet.Applet;

import java.awt.*;

import java.io.*;

// To compile, add java40.jar to the class path. 

import netscape.security.PrivilegeManager;

public class WriteFile extends Applet {

public void init(){

 // Asking the Netscape for enabling the Priveleges    

             PrivilegeManager.enablePrivilege("UniversalFileAccess");

}

    public void paint(Graphics g) {

    // To get into the Enable mode        PrivilegeManager.enablePrivilege("UniversalFileAccess");

        String slash = System.getProperty("file.separator");

        try {

            String userdir = System.getProperty("user.dir");

            g.drawString("Successfully read user.dir ..." + userdir, 10, 10);

            String fileName = userdir + slash + "tmpfoo";

            DataOutputStream dos;

            dos = new DataOutputStream(new FileOutputStream(fileName));

            dos.writeChars("This was written by a trusted applet.\n");

            dos.close();

            g.drawString("Successfully wrote to file " + fileName, 10, 30);

        }

        catch (Exception e) {

            g.drawString("WriteFile: caught " + e, 10, 10);

        }

    }

}

The .html file  

<!doctype html public "-//w3c//dtd html 4.0 transitional//en">

<html>

<head>

   <meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">

   <meta name="GENERATOR" content="Mozilla/4.5 [en] (WinNT; I) [Netscape]">

   <title> Java Security Example: Writing Files</title>

</head>

<body>

<h1>

Signed applet</h1>

<hr>Here's an applet that tries to write to the a temprrory file:

<p><applet code=WriteFile.class archive="WriteFile.jar" width=500 height=50></applet>

<br>

<hr>Back to the <a href="../index.html">Java Security Page/a></a>

</body>

</html>

