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This Appendix defines policies for the inventory and reporting of devices controlled by information technology (IT), and used in the infrastructure of Department of Defense (DoD ) Installations (Posts, Camps, Bases, and Stations).

C.1
INTRODUCTION

The Y2K problem presents a significant challenge to DoD  infrastructure.  Devices controlled by information technology are embedded in facilities-level electronic infrastructures across the Department and are subject to Y2K vulnerabilities.  As an example, traffic control systems, water and sewage treatment systems, security systems, and telephone switches may all be controlled by IT. 

C.1.1
Background 

Over the last two decades, there has been a trend toward converting facilities infrastructure and base operations from manually operated to automated devices by utilizing embedded microchips.  Microchips have been incorporated into thousands of devices to increase reliability, reduce manual intervention, and improve performance.  These devices may affect the ability of an installation to carry out its mission and the quality of life of the installation’s workers and inhabitants, or could endanger lives if a Y2K problem is not detected and remediated.

C.1.2
Mandate  

All DOD  installation electronic infrastructure assets (subsequently referred to as infrastructure) that may be IT controlled must be identified, assessed for Y2K impact, and fixed or replaced as required.  Infrastructure Y2K compliance is a Component responsibility. 

C.1.3
Functional Responsibilities

OUSD (A&T) will administer the infrastructure functions of the DoD  Year 2000 Management Plan in conjunction with:  

· OASD (C3I)/Communications – PCs and Servers, Telecommunications Items and Devices;

· DUSD (IA&I) - Facility Items and Devices, and

· OASD(HA) – Bio-Medical Devices;

· OASD(HA); DeCA; DUSD(L); OUSD(Comptroller) - Other Devices.

Functional proponents are responsible for overseeing their infrastructure items and for briefing their status to the DoD  Deputy CIO during Interface Assessment Workshops.

C.2
SCOPE

This plan applies to the Office of the Secretary of Defense (OSD), the Military Departments (Active and Reserve Components), the Joint Chiefs of Staff, the Combatant Commands, the Inspector General of the Department of Defense, the Defense Agencies, and the DoD  Field Activities (hereafter referred to collectively as “DoD  Components”). 

C.3
PURPOSE

The purpose of this plan is to assure uninterrupted operational capability.  The plan provides a standardized approach and reporting format that will enable the Department to analyze status and progress of infrastructure items from a common perspective.   

C.4
CATEGORIES OF INFRASTRUCTURE ITEMS

In accordance with Assistant Secretary of Defense, Command, Control, Communications, and Intelligence (ASD(C3I)) guidance memorandum of March 12, 1997, infrastructure items will be reported as part of the quarterly data call.  The following five categories will be used for reporting:

· PCs and Servers (Reporting Required).

· Network Telecommunications Items and Devices (Reporting Required).

· Facility Items and Devices (Reporting Required).

· Bio-Medical Devices (Reporting Required).

· Other Devices (Reporting Not Required).

Tables C-1 through C-5 describe these categories.

Personal Computers
Network Operating Systems
Network File Servers

Network Back-up data systems
COTS Procured Office Automation Software
Network Data Storage Systems

PC Operating Systems
Shared CD-ROM Towers
Work Stations

Mini-Computer Networks
PC Based Networks
Printers


LAN Servers


Table C-1.  PC and Servers

Telephone Switches
Modems

Bridges
Interactive Voice Response Units

Routers
Automatic Call Distribution

Network Peripherals
Network Operating Systems

Video Conference Equipment
Pagers

Mobile Phones
Radio Systems

Table C-2.  Network Telecommunications Items and Devices

HVACs and Chillers
Emergency Lighting
Thermostats

Dehumidifiers
Water Detection Systems
Badge Readers

UPSs
Water Heaters
Traffic Lights 

Banking Facilities
Cash Registers
Bar Code Readers

Fuel Truck Counters
Fuel Pumps
Vehicles

Sewage Treatment Systems
Halon Release Systems
Generators

Power Distribution Units
Automated Fire Suppression Systems
Safety Shutoffs

Power Management Systems
Fire Alarms
Metal Scanners

Elevators
Sprinkler Systems
Close Circuit Television

Uninterruptible Power Supplies
Electrical Plants
Lighting

Building Access Systems
Test Equipment


Table C-3.  Facility Items and Devices
Laboratory Equipment
Computer interfaces 
Monitors

Table C-4.  Bio-Medical Devices
.Scanners
Mail Sorters
Fax Machines
Mail Inserters

Credit Card Scanners
Answering machines
Video Recorders
Video Cameras

Copiers
Printing Plant Equipment
Cash Registers
Postal Meters

ATM Machines




It is not necessary to report the items listed above, but they should be considered when assessing each installation’s infrastructure Y2K vulnerability 

Table C-5.  Other Devices
In addition, the Department of Defense recommends each Installation develop and implement a method for contacting local utilities and supply chains to determine how they are addressing Y2K issues that could affect the installation. 

C.5
Infrastructure Management Plan phases and MILESTONES 
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Mission critical infrastructure remediation is to be completed by December 31, 1998.  OSD recommends managing these assets at the Installation level, using the three-phase process shown in Figure C-1: 

Figure C-1.  DoD  Infrastructure Phases & Milestones
DoD  Components are responsible for mission readiness and must balance the costs and benefits of remediation against the risks of accepting some level of degraded performance afforded by an appropriate Y2K contingency plan.  At a minimum, this analysis should be applied to each installation’s mission critical infrastructure items.  All mission critical items must be uniquely identified, assessed, and fixed as required.  Recommended activities for each phase are presented below.

Inventory Phase

· Determine scope of problem,

· Develop inventory of affected items,

· Identify mission risks, and

· Exit criteria: Identify items which may have a Y2K vulnerability.

Assessment Phase

· Determine item compliance,

· Assess mission risk,

· Determine course of action, and

· Exit criteria:

-
Prioritize resources, and

-
Plan actions.

Implementation Phase

· Implement corrective actions -- Fix, replace or ignore vulnerability of items (based on mission risk),

· Document contingency actions, and

· Exit criteria:

-
Document item failure in an appropriate plan (ops plans, checklists, disaster plans, Y2K action plan, etc.), and

-
Fix, replace or disregard Y2K vulnerability in item (accept risk).

C.5.1
Y2K Product Compliance

Definitions of Y2K compliance vary widely.  DoD  components will use the Federal Acquisition Regulation (FAR) definition of compliance.  This definition is found in the FAR Part 39, dated 22 Aug 1997 (http://farsite.hill.af.mil/reghtml/far/39.htm) and states:  

 “Year 2000 compliant, as used in this part, means, with respect to information technology, that the information technology accurately processes date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries, and the years 1999 and 2000 and leap year calculations, to the extent that other information technology, used in combination with the information technology being acquired, properly exchanges date/time data with it.” 

C.5.2
Determining Compliance

There are two ways DoD  components may determine a product’s Year 2000 compliance.

· Vendor provided compliance information.

· Actual hands-on product testing by a Federal Agency.

It is not possible to determine if a microchip will function properly through visual inspection.  Often assessing and fixing these devices will Deputyend on assistance from the manufacturer, and many times the fix will be to replace the device rather than to repair it.

C.5.3
Sharing Compliance Information.

Sharing compliance information will speed up the resolution process and produce significant savings due to the large number of infrastructure items.  Federal and DoD  level compliance information for various kinds of computer related products may be found at the following sites:  

· GSA web page (http://www.itpolicy.gsa.gov/mks/yr2000/cioy2k.htm)

· MITRE web page
(www.mitre.org:80/research/cots/COMPLIANT_BIOS.html)

· Army web pages: 
(http://scp.hqisec.army.mil/y2kresults.html)

(http://www.army.mil/acsimweb/ops/y2k.htm)

· Navy web page (http://www.doncio.navy.mil/y2k/year2000.htm)

· Air Force Year 2000 web page:
(http//infosphere.safb.af.mil/~xpsm/frames1.htm) 

· Joint Interoperability Testing Center web page
(http://www.disa.mil/line/jitc.html)Error! Bookmark not defined.
C.6
INFRASTRUCTURE REPORTING REQUIREMENTS

The status of mission critical items, whether Y2K compliant or not, must be captured and available for reporting purposes.  Table C-6 is a template for reporting by category for mission critical infrastructure items.  Non-mission critical items should be tracked but will not be reported unless a specific data call is issued.  In reporting embedded chips devices, there is a potential for reporting PCs and servers twice; both as devices and as components of a major system.

Reporting Category
Compliant
Unknown
Non-Compliant




Action

Required
No Mission

Impact







PCs and Servers





Communications Items and Devices





Facilities





Bio-Medical Devices





Table C-6.  Reporting Metrics

Explanation of Terms:

· Unknown: Compliance has not been determined.

· Non-compliant: In assessment, item is determined to have a Y2K vulnerability.

· Compliant: In assessment, item is determined not to have a Y2K vulnerability or the Y2K vulnerability was repaired.

· Estimated Cost  Following Assessment phase, the estimated cost of implementation.

· Actual Cost Following Implementation phase, the actual cost of implementation.
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