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APPENDIX I

STRATEGY TO ASSESS DoD YEAR 2000 OPERATIONAL READINESS

Appendix I
strategy to assess DoD  year 2000 Operational Readiness

I.1
Introduction

The three general activities of planning, execution, and evaluation are used to assess progress toward demonstrating Y2K Operational Readiness throughout the DoD .  Although planning, execution, and evaluation are normally performed sequentially and implemented differently throughout the DoD, during the Y2K effort all three activities will be underway at the same time as the various levels of the DoD demonstrate that functional and mission capabilities are not adversely impacted by Y2K problems.  

I.2
DoD  Y2K Operational Readiness Planning 

The Joint Staff and CINCs are responsible for identifying the systems, interfaces, Components (Defense Services and Agencies), participants, missions, and functions to be assessed for operational readiness.  The Principal Staff Assistants (PSAs) are responsible for ensuring the end-to-end functional process flows that support their functional area are assessed either in a JS/CINC exercise, a Component-Sponsored Interoperability Event, or through a Functional Readiness Assessment (FRA).

The missions and functions that are required to be evaluated for unimpaired operational performance in the year 2000 are currently being identified. From these missions, events with viable opportunities to evaluate Y2K impacts shall be constructed. Component-sponsored events (see Section I.2.1.1) and Joint Staff exercises (Section I.2.1.2) shall be accomplished using this and other pertinent information. Since there will still be support functions that may not be covered by these two methods, Functional Readiness Assessments shall be constructed to address these gaps.  These three approaches should collectively cover all the Y2K events that are necessary to demonstrate the Y2K readiness of DoD missions and functions.

Y2K events will consist of three phases; overview, Planning, and Review.  Overview will serve to initiate, or kick-off the event.  It will lower administrative matters such as a review of DoD Operational Readiness Assessment Strategy, deliverables, and their submission deadlines.  The core functions to be evaluated will be discussed.  

During planning activities, missions and capabilities shall be tied to specific systems and interfaces that perform these missions and functions.  As exercise events are completed, missions, functional area capabilities, systems, and interfaces shall be assessed.  Consequently, continuous improvement and an increasing level of confidence that the DoD  will be able to perform its missions undeterred by adverse Y2K effects are achieved.

Existing staff and system support personnel generally handle Y2K-specific exercise planning activities.  A need may arise for additional specialized Y2K technical support personnel to augment existing staff.  One alternative to support such a need, when normal channels are exhausted, is to contact the DoD  Y2K Office Coordination Center to request personnel or resource assistance.

I.2.1
Component and JS/CINC Events

I.2.1.1
Component-Sponsored Interoperability Events

During the planning phase, exercise objectives, scorecards and data from all levels shall be compared against prepared these interoperability events to determine if any of the higher-level capabilities are demonstrated.  This process allows the DoD  Y2K Office to correctly assess the current status of the DoD  Y2K operational capabilities, to avoid unnecessary duplication of Y2K testing, to efficiently allocate scarce resources, and to identify gaps.  Upon request, the DoD  Y2K Office shall observe or participate in Component-Sponsored Interoperability Events and gather coverage information.  This information will be consolidated with information from FRA events and JS/CINC exercises and provided back to stakeholders to facilitate the flow of information across all DoD  Components. 

The Components shall conduct as many Y2K interoperability events as deemed necessary and feasible within current Operational Evaluation (OPEVAL) requirements and processes. The Components are responsible for testing all the interfaces to each of their systems to ensure Y2K compliance. In some circumstances, interoperability or operational evaluations will  involve a large number of systems, demonstrate a high level function or mission capability, and span across multiple Components or non-DoD  partners.  Such events that are conducted in a Y2K operational environment can serve to assess portions of JS/CINC and Functional Area readiness.  Therefore, it is anticipated that some mission or functional area capabilities will be concurrently evaluated during Component-sponsored events.

I.2.1.2
Joint Staff and CINC Exercises

The Joint Staff and/or CINC will nominate exercises for Y2K assessment based on CJCS guidelines.  Selection of these exercises is based on which exercises cover the most critical missions and functions of DoD  warfighting missions and the greatest number of critical systems and interfaces.  The selected exercises shall be assessed by the Functional Areas to identify gaps in coverage, and FRA events shall be structured to address these gaps.  Exercise information such as the number of overall capabilities covered, the number of critical systems involved in supporting the informational flow of the tasks, and the number of Components involved, is used as a measure of an increasing level of confidence in DoD  Y2K operational readiness.

I.2.2
Functional Area Events 

Each Functional Area is responsible for conducting a Functional Readiness Assessment (FRA) to determine the Y2K operational readiness of their primary, core, and mission critical functions.  The FRA process shall require activities such as: the identification of core functions, supporting systems, and the systems/interfaces they require; a Y2K status assessment of those systems/interfaces, and the evaluation of Component and JS/CINC-level coverage and results.  Using this information the Functional Areas shall determine the need for additional FRA exercises or test events to fully demonstrate operational readiness of their primary functions. 

I.3 DoD y2k event planning

I.3.1
Event Planning Requirements

For each Y2K event (Component-sponsored interoperability event, Joint Staff/CINC exercise, FRA) the event sponsor shall identify a Y2K Event Director no later than 60 days before the event.  This Coordinator is primarily responsible for development of a Y2K Event Master Plan, including identification of all the appropriate participants in the event process. The Y2K event director will also prepare a scorecard for this event as in the DoD Y2K Management plan.  The DoD Y2K Office shall work with the Y2K Event Directors (also referred to as Chairs or Coordinators) to:
· Evaluate the Y2K event planning progress,

· Track and report Functional Area coverage information,

· Develop agendas for additional meetings, if needed, and 

· Provide coverage information from JS/CINC exercise plans.
Deliverables to DoD Y2K office have been defined in Table I-1 to provide accountability during the readiness assessment process. Section 0 defines the artifacts that shall be required from each Y2K Event Director to ensure that the Y2K event process has been initiated and to monitor progress on a monthly basis.  

Note: All functional areas shall perform all activities of the planning process and produce all planning artifacts noted.  Waivers for all core functions, critical systems, and participants that cannot be included shall be requested from the OASD (C3I)/Y2K Office. 

Component Systems Y2K Test Certification:
45 days prior to event

Y2K Event Organization:  
45 days prior to event

Y2K Event Master Plan:  
30 days prior to event

Y2K Event Master Schedule:  
30 days prior to event

Progress Measurements:   
45 days prior to event 
(and monthly thereafter)

Y2K Events Scorecard
45 days prior to event

Table I-1.  Y2K Event Director Deliverables to the DoD Y2K Office

To provide the DoD Y2K (C3I) with a level of confidence that all functions and missions will demonstrate operational readiness in the year 2000, each Y2K Event Director shall provide the deliverables on or before the dates indicated. 

I.3.2
Y2K Event Artifacts

I.3.2.1
Y2K Event Organization 

A Y2K Event Organization, like the one in Figure I-1 shall be developed to ensure that the Y2K Event team members clearly understand their roles and responsibilites.  In cross-functional Y2K events, all participants not only need to have a clear understanding of their responsibilties, but also need to come to an agreement on which resource from which organization will act as the overall Y2K Event Director for the purpose of these activities.  This structure shall be included as part of the Y2K Master Plan.   
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Figure I-1.  Y2K Event Organization

To help identify all of the participants necessary to conduct an exercise, a process flow shall be developed that depicts the end-to-end flow of the Mission or Functional Area; this information will serve as the basis for completing the scorecard.  All of the external interfaces to the agency or organization leading the event or exercise shall be identified and a representative 

from that organization shall be included in the Y2K Event Organization.  Possible roles and responsibilities for the organization in Figure I-1 are outlined below.

1.
Y2K Event Director (or Coordinator)

· Maintain master schedule,

· Maintain scorecard(s),

· Act as central Point of Contact,

· Coordinate Exercise,

· Report results,

· Provide conflict resolution, and

· Retain repository of all meeting notes, plans, schedules, and results.

2.
OASD Y2K Observer/Support:

· Provide Y2K guidance,

· Attend planning meetings,

· Observe exercises, and

· Report exercise success.

3.
All Y2K Service and Agency Managers (or Leads):

· Provide plan for activities,

· Provide resources to conduct exercise,

· Coordinate with other exercise participants,

· Review scorecard(s) for their area(s) of responsibility,

· Analyze activity results,

· Provide schedule,

· Provide cost impacts,

· Be able to provide funding,

· Create additional supporting agreements, as necessary,

· Identify required participants from their organization, and

· Retain repository of all meeting notes, plans, schedules, and results.

In addition to these roles and responsibilities, authority roles shall be identified that include the responsibilities of the OASD (C3I), OSD/A&T, Components (services and agencies), Combat Commands, and Joint Staff.  Additional roles and responsibilities shall be identified for each planned exercise, depending on the particular needs of that Exercise Sponsor/Functional Area. 

I.3.2.2  Y2K Event Master Plan

Each Y2K Event Director shall develop a Y2K Event Master Plan that provides overall guidance.  Each Y2K Event Master Plan should address those issues most pertinent to that mission/function.  For more information on writing a master plan, see the “Guide for Management of Test and Evaluation for Acquisition Programs: Program Manager Desk Reference, version 4.0, 29 May 1996.”  Each Mission/Functional Area shall identify and rank order their core functions.  For each core function, the string of systems and interfaces required to perform the functions shall be identified. 

Based on the identified core functions, the Y2K Event Director shall develop a Y2K Event Master Plan and scorecard(s) that details how the exercise/FRA will demonstrate Y2K readiness for each function.  This strategy, in conjunction with a Y2K Event Master Schedule, shall be submitted to the DoD  Y2K Office no later than 30 days prior to the event.  

· If a Y2K Event Master Plan does not currently exist, a plan of action with roles and responsibilities shall be defined to ensure development of a strategy for that mission/functional area to perform Operational Readiness Assessments.  The DoD Y2K Office shall provide guideline plans, procedures, and checklists, as appropriate.  

· If a Y2K Event Master Plan already exists with sufficient plans, procedures, and resources to accomplish the Y2K Event, a PSA, Y2K Director, or Y2K participant lead shall be responsible for collecting and storing all relevant documentation.  A POC for the Functional Area shall be established so that the DoD Y2K Office can collect data on the Functional Area progress for reporting and oversight.

In developing the Y2K Event Master Plan, the identified systems/interfaces shall be cross-checked against the systems/interfaces being exercised in the Joint Staff, CINC, and Component-sponsored Y2K test events to identify gaps and duplications.  Scorecards will serve as a graphic representation of this coverage.  The Exercise Sponsor/Functional Area shall develop Y2K events to address coverage deficiencies.

At a minimum each Y2K Event Master Plan shall address the following:

· List with approving signatures of PSA and heads of participating organizations and explanation of meaning of signatures.

· The primary missions or capabilities, in rank order, that the year 2000 event(s) shall be designed to assess with scorecards.

· Threats to the mission/functional area in Y2K operational readiness.

· Measures of effectiveness (if additional measures above and beyond those requested by the DoD are needed for effective management).

· Descriptions of the type of systems this functional area addresses.  The descriptions should in include:

· Definition of Mission critical systems,

· Types of systems covered in functional area,

· Y2K tests that the functional area mandates,

· Operational equipment required,

· Security considerations, and

· Safeguard measures.

· To ensure conformance across individual functional areas, guidance addressing the content of Y2K Event Plans that address individual end-to-end process assessments shall be provided to include:

· Event Director/Coordinator,

· Assumptions,

· Definitions,

· Boundaries of Y2K Event,

· Expectations,

· Configurations,

· Risks,

· Costs,

· Timeliness,

· Reporting Planning,

· Analysis,

· Critical Issues, and

· Roles and responsibilities, including signature authority and responsibilities of the OASD (C3I)/Y2K, OSD/A&T, Components (services and agencies), Combat Commands, and the Joint Staff.

I.3.2.3 Y2K Event Master Schedule

A Y2K Event Master Schedule shall be developed depicting a timeline through the end of the Y2K Event process, including final assessment activities.  All functional area Y2K events shall be included.  The Y2K Event Master Schedule shall address progress for both systems and infrastructure; Operational Readiness Assessments, including end-to-end and final assessments; Contingency Plans; and Continuity of Operations Plans.  The Master Schedule may be included as part of the Master Plan. 

I.3.2.4
Progress Measurements

The Y2K Event Director shall document Y2K Event planning progress.  An example of these measurements is shown in Table I-2  
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Table I-2

:  Mission/Functional Readiness Assessment Measures


The collection of information is a natural outcome of the Y2K Event meetings , where feasible, so that no separate reporting structure is necessary. Information is tracked regarding the readiness of the participating systems, their interfaces, and risks and action items.  These measurements shall be delivered monthly to the DoD Y2K Office until each item is complete.  Additional detail on these measurements shall be provided in the next version of this strategy.  A scorecard will also be prepared to graphically depict this plan. The scorecard shown in table 2.0 relates functions to missions and those missions to automated systems.
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Table 2.0  DoD Y2K Systems Scorecard (Conceptual Illustration)

At a glance, the leadership can see how a particular mission area, functional area, or information system is faring in the Y2K readiness area.  Those seeking information on a specific system follow the rows.  Particular mission and functional areas are arranged by columns.  The bottom portion of the scorecard (“Workarounds/Contingencies”) shows the ability of the Component to perform its mission in spite of Y2K issues.  In the example shown above, a senior manager might question continued funding of System 3.  Although System 3 is not Y2K compliant, missions one, two, and seven that rely on this system can function in a Y2K environment with little or no operational impact.  

The composite scorecard also identifies the existence of work-arounds and innovative solutions.  A solution in one CINC might very well work in another.  The scorecard provides a forum for enterprise-wide synergy and collaboration.  Utilizing the family of scorecards to capture current status and issues, the DoD Deputy CIO will be able to track changes in Y2K status, and examine the effectiveness of specific remedies that have been implemented.

I.2.2.2

Y2K Event Workshops

For those Mission/Functional Areas that are currently without a process to guide them through conducting or planning Y2K events that may involve more than one external agency, Y2K Event workshops shall be held.  These workshops shall address the three Y2K Event phases: Overview, Planning, and Review.  Each phase has required inputs, outputs, and activities to ensure that a defined, repeatable process is used among all Y2K Event Reviews.  
I.3.2.5   Y2K Event Overview Session

A Y2K Event overview session shall be scheduled as a one-on-one meeting with Mission/Functional Area representatives appointed by each PSA.  The inputs, activities and outputs of a Y2K Event Overview Session are shown in Table I-3.

Inputs
Activities
Outputs

· DoD  Y2K Management Plan

· OASD Representative

· Invitation to key participants, including those outside Y2K Event

· Component-Sponsored Y2K Event Plans/Schedule

· JS/CINC Y2K Plans/Schedules
· DoD  strategy briefed by OASD 

· Appoint Y2K Event Director/Coordinator

· Draft the Y2K Event Organization 
· Action items

· Y2K Event Director/Coordinator identified

· Y2K Event team 

Table I-3. Y2K Event Overview Session Inputs, Activities and Outputs

This session shall serve as a kick-off for the Y2K Event process.  The DoD Y2K Office shall provide a representative to brief the session participants on the DoD Operational Readiness Assessment strategy and ensure that the participants have an understanding of required deadlines and deliverables.

During this session, the Mission/Functional Area shall identify the Y2K Event Director and begin defining their Y2K Event Organization (see Section 0).

I.3.2.6   Y2K Event Planning Session 

Once a Mission/Functional Area has defined their Y2K Event Organization, one or more Y2K Event planning sessions shall be held to identify the core functions for which Y2K readiness must be demonstrated and develop an Y2K Event Master Plan and scorecards to achieve that demonstration.  The inputs, activities and outputs of a Y2K Event Planning Session are shown in Table I-4.

The Y2K Event Master Plan shall identify and rank order core functions.  For each core function, the string of systems and interfaces required to perform the functions shall be identified.  Based on this information, the Mission/Functional Area shall develop a Y2K Event Master Plan that details how the Mission/Functional Area will demonstrate Y2K readiness.  The scorecard will depict this information graphically.  The Y2K Event Master Plan and Strategy shall be submitted to the DoD Y2K Office no later than 45 days before the Y2K Event.

In developing the Y2K Event Master Plan, the identified systems/interfaces shall be cross-checked against the systems/interfaces being exercised in the Joint Staff, CINC, and Component-sponsored Y2K test events to identify gaps and duplications.  The Mission/Functional Area shall develop Y2K events to address coverage deficiencies.

Risk areas shall be defined, and any risk mitigation activities shall be identified at this meeting. Y2K Event members will need to plan how they intend to proceed through exercise planning, execution, and evaluation.  

Inputs
Activities
Outputs (Deliverables to the DoD  Y2K Office)

· OASD Y2K Coverage Analysis

· Data analysis from previous Y2K Event Reviews, Joint Events, CINC exercises, and Component-sponsored exercises

· Y2K team member support products

· Draft documents and comments
· Review all core functions based on Operational Capabilities and Y2K Coverage Analysis

· Map core functions to JS/CINC task lists

· Finalize Y2K Event Organization 

· Finalize Y2K Event Master Plan
· Review the status of systems and interfaces required

· Identify system architecture

· Review the status of CPs and Continuity of Operations Plans

· Identify existing Y2K Event opportunities

· Identify which Y2K Event Reviews require lab or simulation evaluation

· Identify Outreach Partners

· Tailor evaluation criteria for assessing Y2K Event results

· Task planning teams to evaluate the need for additional Y2K Event Reviews exercise events

· Draft Y2K Event Master Schedule
· Prepare Y2K Scorecard

· Evaluate risks to schedule, readiness, and resources and determine risk mitigation

· Determine threats to functional area operational readiness

· Determine measures of effectiveness (if additional measures beyond those required by the DoD  are needed)

· Identify roles and responsibilities of all players
· Y2K Event Master Plan

· Y2K Event Plans (Depending on the scope of the planning session)

· Y2K Event Master Schedule

· Y2K Event Organization 

· Planning Measurements/Data Reporting (Figure 2-2)

· Y2K scorecard for event

Table I-4. Y2K Event Reviews Planning Session Inputs, Activities and Outputs

I.3.2.7
Y2K Event Plans

For each defined Y2K event, a Y2K Event Plan shall be prepared.  Additional Y2K Event Planning sessions may be used to facilitate the event planning.  The event plan shall identify the mission critical systems to be tested, testing setup, execution, recovery, contingencies, Y2K Continuity of Operations Plan, and expected results.  During plan preparation, it shall be verified that each system and interface involved is Y2K-compliant and has a Contingency Plan in place.  The plan shall also identify the Mission/Functional Area capabilities addressed by the event, and the Components and participants required to conduct the event. The Y2K Event Plan shall confirm that each system and interface has a Contingency Plan in place.  The Y2K Event Plan should be submitted to and retained by the Y2K Event Director.

The Functional Areas shall continually evaluate their FRA event requirements based on results from FRA events and results achieved by other exercises and events as they happen.  Additional planning sessions may be required to retest or to evaluate additional requirements upon evaluating the results from other exercises/events.

I.3.2.8  Y2K Event Readiness Review Session

As individual Y2K Event Plans are completed, Y2K Readiness Review (Y2KRR) sessions shall be held to monitor progress toward the event itself and to evaluate progress toward overall functional readiness.  Table I-5 shows the inputs, activities and outputs guidelines for a Y2K Readiness Review Session.

Inputs
Activities
Outputs

· Y2K Event Plan for one or more specific exercise/test events

· Applicable CPs and Continuity of Operations Plans

· Updated Y2K Coverage Analysis

· Updated system and interface status

· Configuration definition

· Y2K Master Schedule
· Y2K Scorecard
· Review status of required systems, interfaces (internal and external), CPs, and Continuity of Operations Plans

· Review precautionary measures (recovery, restoration, etc.) if not covered in CP or Continuity of Operations Plan

· Review failure source identification and resolution process

· Review Scorecard

· Review evaluation criteria for exercise result

· Assess Y2K Event coverage with respect to systems, interfaces, CPs, and Continuity of Operations Plans 

· Review Y2K Event Master Schedule
· Assign tasking for Y2K Event preparation and execution
· Y2K Event coverage assessment to OASD with scorecard

· Updated Y2K Event Plan

· Data Reporting

· Action Items

· Updated Y2K Master Schedule

Table I-5. Y2K Event Readiness Review Session Inputs, Activities and Outputs

At this session, key Y2KRR participants shall review plans and determine readiness for one or more specific Y2KRRs planned by the Mission/Functional Area.  Using the Y2K Event Master Plan, the scorecard, and the information in the core function definitions of the Mission/Functional Area, the DoD Y2K Office shall assist the Y2K Event key players to determine if any portion of its systems and interfaces have already been validated by an exercise or interoperability event. Systems and interfaces currently planned for validation by a Y2K portion of a Joint Staff exercise or Component-sponsored event shall also be determined.  Systems and interfaces that are already part of another event or exercise shall be tracked and their status reported to the Mission/Functional Area rather than being included in the Y2K Event.

The DoD  Y2K Office shall assist the Y2K Event participants in planning and executing Y2K events.  During the Y2K Event Readiness Review, the Y2K Event Plan shall be reviewed to assess the coverage attained.  

I.3.3
Event Planning Checklist

A Y2K Event Planning Checklist shall be tailored for each Y2K Event. This checklist shall contain the location of the planning information needed to conduct the particular Y2K event.  By recording these locations, the Event Planner acknowledges that all the necessary planning has been performed.  The checklist shall be completed and signed by the Officer Conducting the Exercise (OCE) prior to exercise execution.  By signing the Y2K Event Planning Checklist, the OCE affirms that risk-reducing activities have been accomplished before proceeding with the Y2K objectives.  This record documents that evidence to show due diligence is available for review by DoD, if the need arises.

I.4
DoD Y2K Event Execution 

DoD Y2K Event Execution involves the actual conduct of an event using Y2K event objectives, plans, procedures, and scenarios.  Each event is a process that includes risk assessment, set-up, test runs, data collection, recovery, and data analysis.  After each event, data analysis is conducted.  When a problem occurs, any on-the-spot fixes permitting an immediate repeat of the event or portion thereof is recommended whenever possible.

I.4.1
Event Risk Assessment

Risk assessment must be performed as part of the selection of appropriate systems for inclusion in the event.  Some systems and interfaces are difficult, dangerous, or inappropriate to exercise in the field.  These systems and interfaces may be exercised in an interoperability laboratory designed for such activities.  If required resources are not within the existing command authority, the Event Director contacts the DoD Y2K Office to facilitate using such resources rather than not exercising a system or interface.

I.4.2
Event Setup, Execution, Recovery, and Data Collection

Event setup, execution, recovery, and data collection shall be detailed in the event planning artifacts developed by the event planner.  Setup, Execution, and Recovery plans shall be generated with the help of the system technical staff.  If for some reason technical staff is unavailable, the DoD Y2K Office shall help coordinate other Component technical staff. 

Event system recovery involves both the restoration of system functionality for exercise purposes and the ultimate restoration of functionality at the end of the event.  Event system recovery must include detailed instruction about how clock changes for operating systems, applications and hardware should be coordinated to avoid interfering with other time-Dependant systems during pre and post exercise activities.

I.4.3
Data Analysis

Each Y2K Event Plan shall specify in detail what Y2K data needs to be collected, who analyzes it, and how it is analyzed.  Technical subject matter experts participating in the exercise or test shall be responsible for the data.  The Y2K Event Plan shall specify which experts and what facilities are going to be used to analyze the results.  Also, the event plan shall identify the mechanism for sending the Y2K data to the analysis site.  When the event planner needs support from Component facilities or experts (that are otherwise unavailable or need to be supplemented), the Y2K Coordination Center shall aid in the identification of analysis resources and experts at the various national test facilities.

I.3.4
Y2K Event Review

An initial report for each Y2K Event Quick Look is due within 7 days of the event.  Within 30 days of completing an event, a final Y2K Event Review (YER) report shall be provided to the DoD Y2K Office.  In addition to Y2K test criteria pass/fail judgements, the YER report shall include a list of the lessons learned and specific recommendations, including possible recommendations to ensure that certain systems are subjected to further Y2K assessment by other means, or at another time.  A final scorecard showing tested functionality will be submitted.  The lessons learned and recommendations shall be provided to the contingency planning officials of all systems involved in the test event, to assist them in keeping the contingency plans current.  When a system-specific Y2K-vulnerability is detected, the program manager for that system shall be notified as soon as possible in order for the risk management process for that system to begin again.

I.5
DOD Y2K Readiness Evaluation 

Following each Y2K event, the CINC, Joint Staff, or Functional Area Y2K Director will assess the readiness levels of the functions or missions covered in the event. In order to perform this evaluation, the Y2K Director or the DoD Y2K Office shall receive and evaluate the Y2K pass/fail status of systems, interfaces, scorecards, ongoing exercises and, where possible, the Y2K status of specific functions and missions.  This information shall be used to determine whether specific assessments should be included in a future events after appropriate corrective actions are taken.

I.5.1
Reporting Activities

The DoD Y2K Office shall be responsible for reporting assessment results to Congress, including successful exercises and the percent of Functional Areas and missions successfully demonstrating Y2K operational readiness. 

I.6
Exercise and Assessment Reporting Requirements

I.6.1
General Exercise and Assessment Reporting Architecture
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Figure I-2 illustrates the expected reporting structure for Mission Exercise and Functional Readiness Assessment information.  The arrows indicate a data flow between participants.  Table I-6 lists the currently expected content of each data flow.

Figure I-2.  General Exercise Reporting Structure

Participants in the DoD Y2K Operational Readiness Assessment activities are required to report information on their status.  Monthly status reports are expected, and unless otherwise noted, updates on all information listed shall be due every 30 days.  Additional updates may be required based on events and schedules.  Information about mission critical systems that suffer unexpected failures during operational assessments (either remedial information or just a failure status) should be posted to the DoD Y2K database immediately.

The DoD Y2K Office shall provide a database for the storage and analysis of Y2K Event (Mission Exercise and Functional Readiness Assessment) information at whatever security level is necessary to protect the information.  Individual system and interface names may be “coded” to eliminate classification problems and facilitate database access.

Participants in DoD Y2K Operational Readiness Assessments shall use the reporting mechanisms of either the DoD Y2K Office or the Joint Staff to reduce duplication of effort.

Reporting Action
Data Reported

Service to DoD  Y2K 
System Info

Joint Staff to DoD  Y2K 
Joint Staff & CINC System Info, Event Info, Infrastructure Info, Mission Info

Joint Staff to CINC
tbd

Joint Staff to Component
System Info Updates

CINC to Joint Staff 
System Info, Event Info, Infrastructure Info, Mission Info

DoD  Y2K to CINC
System Status, Event Rollup & Results

DoD  Y2K to Joint Staff
System Status, Event Rollup & Results

DoD  Y2K to Functional Area WG
System Status, Event Rollup & Results

Functional Area to Component
System Info

Functional Area to DoD  Y2K 
Event Info, Infrastructure Info, Mission Info

DoD Y2K to Congress et al.
System Status, Event Rollup & Results, Mission Status

DoD  Y2K to Component
System Status, Event Rollup & Results, Infrastructure Status, and Mission Status

Table I-6.  DoD Y2K Operational Assessment Reporting Activities

I.6.2
System Information

Information about the status of individual information systems shall be collected from the Components.  The detailed content of this information is described in Appendix J.

I.6.2.1

Services and Agencies

Each Service and Agency shall collect information on the status of their systems.  This information shall be reported to the DoD  Y2K Office on a monthly basis.  This information shall include system identification fields, system Y2K process status, summary interface information, and points of contact.

On an as-needed basis, the DoD  Y2K Office may request specific information on a system’s interfaces.  This information shall include the interface identification, the system identification, and the Y2K process status (IAs).

This information shall be used in conjunction with the system data to analyze and evaluate specific areas of the DoD  where interface links are in need of programmatic assistance.  Also this information shall be used to help determine operational evaluation, assessment and test coverage, both in terms of directing effort to cover areas not addressed and in terms of tracking and reporting successful efforts.

I.6.2.2

Joint Staff

The Joint Staff shall collect the system status for systems owned by the Joint Staff or the CINCs directly.  The Joint Staff shall compile this information and report it to the DoD  Y2K Office on a monthly basis.

On an as needed basis, the DoD Y2K Office may request specific information on a system’s interfaces.  This information shall include the interface identification, the system identification, and the Y2K process status (IAs).

I.6.2.3

DoD Y2K Database

The DoD Y2K Office shall maintain a DoD Y2K database to store all the information collected from the Y2K Operational Readiness Assessment participants.  This DoD Y2K database shall be accessible, via an electronic link, by all the Y2K Operational Readiness Assessment teams.  The DoD Y2K database shall be constructed to handle all necessary levels of security.

I.6.2.3.1
System Status

Information about the status of individual systems shall be reported to the DoD Y2K Office.  This information shall also be used to assess areas where programmatic assistance might be required. 

System status summaries shall be available on-line to Y2K Operational Assessment participants as a necessary input to their event planning process.

I.6.2.3.2
Congressional and OMB Reports

The information contained in the DoD  Y2K database shall be used to support OASD status reporting to Congress, the OMB, and other stakeholders.  System status information summaries shall be used as data for risk analysis and remediation management activities.

I.6.3
Event Information

Y2K Operational Readiness Assessment participants shall prepare information to initiate and conduct Y2K Events.  This information shall be collected and stored in the DoD Y2K database.  This collected information shall be available on-line to the Y2K Operational Assessment planners as a required input to their planning process and as information to be used in risk analysis and risk remediation activities.

I.6.3.1

Joint Staff

The Joint Staff shall collect Y2K Event planning information for any Joint Staff sponsored Y2K Mission Exercises, or Joint Staff Y2K related Readiness Assessments.  The Joint Staff shall report status information on the event planning to the DoD Y2K Office on a biweekly basis, or as needed to for planning purposes.  The Joint Staff shall have on-line access to the current planning information for the entire Y2K Event planning activities.  Details of the data collected are described in Appendix J of this document.

I.6.3.2

CINCs

The CINCs shall collect Y2K Event planning information for any CINC sponsored Y2K Mission Exercises.  The CINCs shall report status information in the Y2K Event plans to the DoD Y2K Office on a biweekly basis, or sooner as they need to for planning purposes.  The CINCs shall have on-line access to the current planning information for all the Y2K Operational Assessment planning activities.  Details of the data collected are described in Appendix J of this document.

I.6.3.3

Functional Area

The Functional Area shall collect Y2K Event planning information for any Functional Area sponsored Y2K Functional Readiness Assessments.  The Functional Area shall report status information on the event planning to the DoD Y2K Office on a biweekly basis, or sooner as they need to for planning purposes.  The Functional Area shall have on-line access to the current planning information for all the Y2K Operational Assessment planning activities.  Details of the data collected are described in Appendix J of this document.

I.6.3.4

Mission Information

All the Y2K participants shall collect information on their missions as a required output of their planning process.  These missions will form the objectives of the Y2K Operational Readiness Assessments.  As each Y2K Operational Readiness Assessment participant completes a set of missions, they shall submit these to the DoD Y2K Office (for storage in the database).  The summary of missions shall be available to all the Y2K Operational Assessment participants as a required input to their planning processes.  The collection of missions shall be used in risk analysis, risk mitigation, and Y2K emergency remediation prioritization activities.

I.6.3.5

Event Reporting

As Y2K Event participants conduct their assessments, results shall be submitted to the DoD  Y2K Office.  The collection of current Y2K Event status information shall be classified appropriately, but available to all the Y2K Operational Readiness Assessment participants as a required input to their on-going planning activities.

Event status summaries shall be used to report current DoD Operation Readiness to Congress, the OMB, the JCS and the OSD.  Event status summaries shall be used for risk analysis, risk mitigation and remedial action prioritization activities.

I.6.4
Infrastructure Information

The system status of any systems categorized as Mission critical includes the current Y2K status of the infrastructure necessary to support that system.  Contingency plans for mission critical systems must include contingent actions that address the Y2K failure of infrastructure components.  The delinquent status of any infrastructure needed to support systems deemed mission critical shall be used to direct high level remedial action, and as information in risk analysis and risk mitigation activities.  Details of the data collected for infrastructure status are described in Appendix J of this document.

I.6.4.1

Joint Staff

The Joint Staff shall collect the infrastructure status for all Joint Staff systems.  The Joint Staff shall report the infrastructure status to the DoD  Y2K Office on a monthly basis.

I.6.4.2

CINCs

The CINCs shall collect the infrastructure status for all systems.  The CINCs shall report the infrastructure status to the DoD  Y2K Office on a monthly basis.

I.6.4.3

Functional Area

The Functional Area shall collect the infrastructure status for systems included in their functional areas that are not already reported by a CINC or the Joint Staff.  The Functional Area shall report the infrastructure status of these systems to the DoD Y2K Office on a monthly basis.
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Table I-2:  Mission/Functional Readiness Assessment Measures
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