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APPENDIX B

INFORMATION ASSURANCE (IA) CONSIDERATIONS

APPENDIX B
INFORMATION Assurance (IA) CONsiderations

The purpose of this appendix is to:

a. Alert system owners and users for the potential of creating increased vulnerabilities within, and the resulting Information Warfare (IW) threat to the Defense Information Infrastructure (DII) and DoD operational readiness throughout Y2K testing, evaluation, and renovation processes.

b. Provide information and guidance on the availability and employment of Information Assurance resources available to Department of Defense (DoD) Components.

B.1
INFORMATION INFRASTRUCTURE Vulnerabilities

B.1.1
General  

If constant vigilance is not maintained the scope and speed of the Department’s Y2K efforts has the potential to increase vulnerabilities within, and expose the Department’s information systems and networks to, a growing and increasingly sophisticated variety of Information Warfare threats.  The Department’s Y2K remediation efforts (like all Y2K remediation or large system renovation efforts) provide a “cover for action” to introduce and/or exploit existing vulnerabilities within any information system or network.  Such vulnerabilities have been used to attack the information, information systems, and networks that comprise the Defense Information Infrastructure (DII).  

To complement the “external” or “cyber” threat there is an “insider” threat.  The Department’s Y2K remediation efforts also provide trusted individuals, including government employees and those associated with the Y2K testing, evaluation, and renovation processes, to gain increased access to systems that were previously restricted to trusted personnel.  

The globally interconnected and interdependent nature of modern information systems and networks allows IW attacks and anomalous activity to be directed through the Internet at components of the DII from any location in cyberspace.  Attacks can also be conducted using less technical means.  These include the introduction of untrusted/corrupt utilities (including freeware), COTS products and upgrades, “sealed,” “official,” shrink-wrapped, and other theoretically “trusted” Y2K software upgrades.  

B.1.2
The “Actors”

There is a full spectrum of “actors” who are capable of actively engaging in IW like activities.  These “actors” include:

a. Nation and non-Nation State organizations.  This includes those nations and organizations that are hostile or potentially hostile to the United States, its Allies and coalition partners.  These states and organizations may view the Nation’s Y2K concerns and related efforts as an ideal opportunity to conduct attacks on DoD systems. 

b. Hackers (both foreign and domestic)

c. Vendors and vendor employees (both foreign and domestic) supplying the software and Information Technology services to DoD. 

d. Disgruntled employees (including government, commercial service providers, and vendors).

e. Trusted and untrusted, well meaning, yet untrained, and otherwise mistake-prone individuals. 

B.2
INFORMATION ASSURANCE SUPPORT and Notification Requirements

B.2.1
Vulnerability Assessment and Computer Emergency/Incident Response Teams

The first line of defense against the combination inherent vulnerabilities, increasingly sophisticated, multi-faceted threats now arrayed and likely to be arrayed against the DII throughout the Y2K Epoch, are DoD’s system users, administrators and managers.  Supporting their efforts is the Department’s Information Assurance (IA) Community and its Computer Emergency/Incident Response and “Vulnerability Assessment Teams.”  These teams will be expeditiously notified of any suspect or anomalous, insider or external, activity occurring within Defense systems and networks.  The Department’s Vulnerability Assessment and Computer Emergency/Incident Response Teams will also be employed to examine and assess systems after Y2K renovation and validation. 

Additional information on DoD Information Assurance programs is available through the Information Assurance Directorate, Assistant Secretary of Defense (Command, Control, Communications and Intelligence) (ASD (C3I)) at (703) 693-6686 and through the Defense-wide Information Assurance Program at (703) 602-9988.
Information on and contact data for Service, Defense Information Systems Agency (DISA), and Carnegie-Mellon University CERTs is provided in the paragraphs below.  
B.2.1.1 United States Army

Army Computer Emergency Response Team (ACERT): The ACERT conducts Command and Control Protect (C2P) operations in support of the Army.  The ACERT ensures the availability, integrity, and confidentiality of the information and information systems used in planning, directing, coordinating, and controlling forces in the accomplishment of Army missions across the full spectrum military operations.  ACERT may be contacted as indicated below:

ACERT (Army Computer Emergency Response Team):

On-line:  http://www.acert.belvoir.army.mil/realindex.html

Phone:

Commercial:
(888) 203-6332 (STU-III) 

(703) 706-1113/1922  (STU-III) 

DSN:  (312) 235-1113/1922  (STU-III)  

FAX:  (703) 806-1152 (DSN 656-1152) 

Secure FAX:  (703) 806-1004 (DSN 656-1004) 

NIPRNET:  acert@acert.belvoir.army.mil 

SIPRNET:  acert@inscom.army.smil.mil 

Webmaster E-mail:  webmaster@acert.belvoir.army.mil 

GENSER Address:  RUDHAER// ACERT FT BELVOIR VA 

B.2.1.2 Department of the Navy
Naval Computer Incident Response Team (NAVCIRT): The NAVCIRT is the Navy’s single point of contact for reporting and handling computer security incidents and vulnerabilities.  The NAVCIRT can be contacted as indicated below:

NAVCIRT (Naval Computer Incident Response Team)

On line:   http://infosec.nosc.mil/content.html

Phone:

Commercial (757) 417-4024

DSN:  537-4024

FAX:  (757) 417-4031  (DSN: 537-4031)

B.2.1.3 United States Air Force
Air Force Computer Emergency Response Team (AFCERT) is the Air Force Computer Emergency Response Team, was established by the Air Force Information Warfare Center (AFIWC) as the single point of contact in the Air Force for reporting and handling computer security incidents and vulnerabilities. The AFCERT coordinates the technical resources of AFIWC to assess, analyze and provide countermeasures for computer security incidents and vulnerabilities reported by Air Force computer users, security managers, system managers and Air Force Network Control Centers (AFNCC).  AFCERT may be contacted as indicated below:

AFCERT (Air Force Computer Emergency Response Team)

On-line:  http://afcert.csap.af.mil/
E-Mail:  afcert@afcert.kelly.af.mil 
Phone:

Commercial: (210) 977-3157

DSN:  969-3157
B.2.1.4 Defense Information Systems Agency (DISA)
In addition to Service Computer Emergency/Incident Response Teams, DISA as the Department’s principal agent for the management of the DII, operates an Automated Systems Security Incident Support Team (ASSIST) to identify, analyze, assess, and resolve DII Information Assurance vulnerabilities, anomalous activities, and penetrations.  The ASSIST can be contacted as indicated below:

Defense Information Systems Agency (DISA)
Automated Systems Security Incident Support Team (ASSIST)



Phone:

            Commercial: (800) 357-4231 (STU Capable)

DSN:  327-4700

FAX:

            Commercial: (703) 607-4735

            DSN: 327-4735

            Secure: (703) 607-4001

On-line:

            DSCS: SSO DISA Washington DC

            e-mail: assist@ncr.disa.mil 

            SIPRNET: assist@ncr.disa.smil.mil 

          

Commercial: (703)-607-4710

DSN 327-4710

B.2.1.5 Non-DoD Information Assurance/Computer Emergency Response Team Support
Carnegie-Mellon University, Computer Emergency Response Team (CERT) Coordination Center. 

The CERT Coordination Center was formed by the Defense Advanced Research Projects Agency (DARPA) in November 1988 in response to needs identified during an Internet security incident. Their charter is to work with the Internet community in detecting and resolving computer security incidents as well as taking steps to prevent future incidents.  CERT provides incident reporting and incident recovery support services.  CERT personnel may be contacted as indicated below:
Carnegie-Mellon University, Software Engineering Institute, Computer Emergency Response Team (CERT) Coordination Center

Phone

Commercial:  24-hours/day: (412) 268-7090.  NOTE:  CERT Coordination Center personnel answer from 8:30 a.m. to 5:00 p.m. EST  (GMT-5)/EDT (GMT-4) on workdays.  CERT personnel are on-call for emergencies during other hours and on weekends and holidays.

Email: cert@cert.org

FAX: (412) 268-6989 

On-line: http://www.cert.org
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