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Foreword

The Year 2000 problem is an especially large, complex, and insidious threat to the Department of Defense.  As we come to grips with the technical and managerial aspects of the Year 2000 Problem, we must not lose sight of what we are doing and why.  Our goal is:

“To ensure the continuance of a mission-capable force able to execute the National Military Strategy before, on, and after January 1, 2000, unaffected by the failure of mission critical or support systems to properly execute date-related information.”

Our focus is sustaining the warfighter.  Our Y2K program success will be measured not in terms of numbers of systems fixed, but in terms of warfighter mission readiness unimpeded by Y2K glitches.

National security cannot be put in harm’s way.  We must deal with Y2K now so that our service members can continue to place well-founded confidence in their weaponry and automation tools through the change in millennium.  I encourage you to provide feedback on this plan through your respective Service or Defense Component.  Y2K is a resource intensive exercise requiring direct command interest and consistent top priority and the unflagging efforts of the entire Department to complete the critical preparations for the Year 2000.  While renovation, testing, and implementation efforts will continue unabated throughout the months to come, emphasis must now shift to contingency planning for insured continuity of operations.   Your continued managerial focus on identifying vulnerabilities and develop creative solutions to resolve them by alternate means will insure a fully mission-capable force before, during, and after the transition into the next century.

I authorize the Deputy Chief Information Officer for the DoD to update this document on an as required basis to accommodate the dynamic challenges ahead. 

ARTHUR L. MONEY

Senior Civilian Official

OASD (C3I)
TABLE OF CONTENTS

1.0
THE YEAR 2000 CHALLENGE
1

2.0
APPLICABILITY AND SCOPE
2
3.0
Y2K PROGRAM GOAL and Objectives
4

4.0
MANAGEMENT STRATEGY and processes
5

5.0
ROLES AND RESPONSIBILITIES
9

6.0
operational readiness assessment
14

7.0
Contingency Planning GUIDELINES
15

8.0
DoD y2k database
18

9.0
Y2K Reporting Requirements---------------------------------------------------------20

10.0
Outreach Program
21

11.0
Y2K Coordination Center
22



APPENDICES

Appendix A:
Five-Phase Management Process

Appendix B:  
Information Assurance (IA) Considerations

Appendix C:  
Year 2000 Infrastructure Management Plan

Appendix D:   
Year 2000 Cost Estimating and Cost Factors Checklist

Appendix E:  
Contracts, Legal Issues, and Waivers

Appendix F:  
Interface Agreements

Appendix G:  
Year 2000 Compliance Checklist

Appendix H:  
Year 2000 Contingency Planning Guidelines and Examples

Appendix I:
Strategy to Assess DoD Year 2000 Operational Readiness

Appendix J:
Year 2000 Database Guidance

Appendix K:
DoD Standard Date Formats

Appendix L:


      Y2K Reporting Requirements

Appendix M:
Outreach Program

Appendix N:
References

Appendix O:
Acronyms and Glossary

1.0
THE YEAR 2000 CHALLENGE 

The Department of Defense (DoD) operates thousands of information systems, the result of nearly four decades of information technology development.  These systems support every function of the DoD enterprise.  Computers support DoD strategic and tactical operations such as mobilizing, deploying, and maneuvering forces, gathering and processing intelligence, conducting surveillance, providing security, and operating weapons systems.  They also support core business functions such as financial management, personnel management, health care, contract management, and logistics management.  In addition, an installation-level electronic infrastructure supports activities such as communications, power, environmental control, traffic control, and building access systems.

As the new century approaches, incorrect data generated by date-related processing could have detrimental effects on all information technology (IT) systems.  Simply stated, a majority of automated IT processes that deal with year-date functions, face the risk of failure before, on, and after January 1, 2000.  

This problem becomes increasingly complex since corrupted data can be perpetuated through interfaces with other information systems.  The average system, for example, is connected to a number of other feeder systems.  All of these systems and their interfaces must perform correctly to assure Y2K functionality.

The risk of failure is not limited to DoD ’s internal information systems and infrastructure.  The DoD enterprise depends on data and products provided by outside agencies including other Federal Departments, state and local agencies, suppliers, the private sector, and foreign allies.

In many instances, Y2K related failures could impair the Department’s ability to support the National Military Strategy.  DoD needs to identify all potential Y2K risks and threats to the continuity of its operations; take actions to mitigate those risks and develop contingency plans to continue operations if failures do occur.

The Y2K remediation process permits extensive access to DoD computer code.  The problems created by the Y2K software "bug" may be seen by some hostile elements as a window of vulnerability in which information warfare actions against the U.S. may be conducted with plausible denial.  It is imperative that we incorporate into our pronouncements on the Y2K problem the utmost confidence in our ability to detect and react forcefully to such hostile actions.  However, should assertive deterrence fail, it is important that we increase our warning posture and dedicate appropriate resources to counter the potential information warfare threat before, during, and after the millennium date change.  See Appendix B for additional information on information warfare concerns as well as countermeasures and reporting procedures.

2.0
APPLICABILITY AND SCOPE

This plan applies to all DoD Components, including the Office of the Secretary of Defense (OSD), Military Departments, Chairman of the Joint Chiefs of Staff, Combatant Commands, Inspector General of the Department of Defense, Defense Agencies, and DoD  Field Activities.  The Components of DoD reporting the progress and status of their systems through the Intelligence Community shall provide all relevant material to the Y2K Manager in the IC CIO.

The guidelines presented here apply to all IT systems, all weapons systems, and all date cognizant computer controlled infrastructure equipment (the Year 2000 Infrastructure Management Plan is at Appendix C).  While this plan places emphasis on mission critical systems, the Department’s goal is to address all systems and devices.

2.1
Mission Critical Systems

Mission critical systems shall receive priority for Y2K repair, testing, certification, and replacement.  Mission Critical Systems include those:
· Defined by the Information Technology Management Reform Act (Clinger-Cohen Act) as National Security Systems (NSS) (Intelligence Activities, Cryptologic Activities related to National Security, Command and Control of military forces integral to a weapon or weapon system, systems critical to direct fulfillment of military or intelligence missions).

· Identified by the CINCs which, if not functional, would preclude the CINC from conducting missions across the full spectrum of operations.
· Required to perform Department-level and Component-level core functions.

Mission critical systems will be reported and tracked in the DoD Y2K database and reported to OMB.

For systems not fielding in CY98-99, there will be no reporting in the current database.

For a developmental system replacing a current system, reporting will be in the same mode as a system going through Remediation.  During the development portion of the life cycle, the Y2K phase will be Renovation.  The system will then go through Validation and Implementation.  Completion must occur by 1/1/2000 because it is replacing a current system that is not being made compliant.

For a developmental system that is new functionality and that will be fielded at least in part by 1/1/2000, the system will be reported in the same manner as a system going through Remediation.  When the first compliant instance of the system is fielded, the Implementation will be considered completed, and the Y2K Phase would be completed.

2.2
Non-Mission Critical Systems

Systems deemed to be non-mission critical shall be divided into two categories:

· Mission essential - The loss of these functional and/or tangible capabilities/assets, if not corrected will have an adverse impact upon the overall missions functionality.  If not corrected, degradation eventually causes loss of mission capability.  These systems will be tracked in the OSD database as non-mission critical.

· All other non-mission critical systems will be tracked by Services and Agencies as deemed appropriate.  These systems will not be reported to OSD nor tracked in the OSD database.

Mission essential is not a new category of systems, but rather a type of system within non-mission critical systems that require visibility for oversight by OSD that was not considered in this plan previously.  The Services and Agencies have already made a determination by system, and as of December 18, 1998, the OSD database contains approximately 8,000 non-mission critical systems.  The facilities data for installations will be tracked as mission essential and reported in the OSD database as non-mission critical.

2.3 Facilities and Installations Tracking

Installation Commanders will report data to the DoD Y2K database using a standard reporting process.  For reporting purposes, each installation is a “system” composed of installation unique sub-systems.  Compliance is defined when, at a minimum, mission support, safety, and security activities have been:


Inventoried


Assessed


Fixed (where needed), and 


Tested (where practical).

Reporting is required on the 15th of each month.

The Principal Deputy Under Secretary of Defense (A&T), Acting Deputy Under Secretary of Defense (IA&I), and Facilities and Installations Year 2000 Test Manager will prepare a Capstone Interoperability Testing Plan for Facilities and Installations.  This testing plan will address the facilities and installations reporting process for mission and non-mission critical systems and guidelines for conducting interoperability testing.
2.4
Prioritization

Components must prioritize their mission critical systems to determine which systems should be remediated first.  The best question for determining if a system should receive a higher priority is:  “What is the mission impact if the system fails or its interfaces fail?”  If failure results in mission impairment or endangers the warfighter or peacekeeper, jeopardizes the continuity of business operations, and/or threatens the health or well being of DoD  personnel, the system or function must receive first priority attention.  This prioritization must be done to determine the relative merits of fixing one system at the cost of not fixing another, in case enough resources or skilled personnel are not available to fix all systems in time.

2.5 Resource Management

Each Component must manage resources effectively to run a successful Y2K campaign.  Existing resources will be used for Y2K compliance efforts.  Each Component is responsible for integrating Y2K priorities with existing Component-wide priorities and reallocating/reprogramming resources as required.   

3.0
Y2K PROGRAM GOAL and Objectives

The goal of the DoD Y2K program is to ensure the continuance of a mission-capable force able to execute the National Military Strategy before, on, and after January 1, 2000, unaffected by the failure of mission critical or support systems to properly process date-related information.  The DoD  Year 2000 Office has established the following objectives to ensure the Department meets its goal.

· Assure all DoD systems with Y2K vulnerabilities are fixed, replaced, or terminated.

· Assure all DoD milestones are met and all reporting requirements to OMB and Congress are satisfied. 

· Assure DoD Y2K activities are adequately coordinated within DoD and with other Federal agencies, state and local government agencies, suppliers, the private sector, foreign allies, coalition partners and other countries.

· Identify issues that cannot be resolved by individual DoD Components and ensure resolution at the appropriate level in DoD.

· Assure testing is conducted to validate that systems are Y2K compliant and still perform as intended. 

· Assure contingency plans are developed and tested as technical solutions are uncertain.

· Assure the capability exists to coordinate activities required by the Presidents Council on Year 2000 Conversion before, on, and after January 1, 2000.

4.0
MANAGEMENT STRATEGY and processes

DoD ’s Y2K management strategy follows the fundamental DoD precept of centralized policy and decentralized implementation/execution, allowing each DoD Component the maximum flexibility to implement solutions deemed appropriate.

4.1
DoD Application of OMB Management Process

DoD uses the Federal Government-wide five-phase management process for Y2K stipulated by the Office of Management and Budget (OMB).  The phases are identified and target dates are shown below.  

· Awareness Phase: Promote Y2K awareness across the entire organization, and all levels of leadership.  Target completion date:  December 31, 1996

· Assessment Phase: Inventory all systems, identify mission critical systems, assess each for Y2K risks and issues, develop strategy to address each risk, prioritize all systems for fixing, and develop contingency plans.  Target completion date:  June 30, 1997

· Renovation Phase: Replace, repair, or terminate systems to ensure Y2K compliance.  Target completion date:
 June 30, 1998 (mission critical) September 30, 1998 (all others)

· Validation Phase: Test systems and certify appropriately for Y2K compliance.  DoD requires all mission critical systems to be certified at the I, IA, IB, 2, 2A, or 2B level.  Target completion date: September 30, 1998 (mission critical) January 31, 1999 (all others)

· Implementation Phase: Fully deploy renovated and replacement systems.  Target completion date:  December 31, 1998 (mission critical) March 31, 1999 (all others)

Not every system will go through all five phases.  For example, a system being terminated may go from assessment directly to implementation.  Additional information on each of the five phases is contained in Appendix A.

4.2
DoD Y2K Management Process


Y2K compliance will be inspected from three perspectives: individual system renovation and certification, functional-centric, and mission-centric.  The developer or owner will perform individual system renovation, certification, and implementation by December 31, 1998.  The Principal Staff Assistants (PSAs) and CINCs, Services, and Agencies are responsible for ensuring functional-centric testing is performed.  The Joint Staff will work with CINCs worldwide to conduct joint operational evaluations (mission-centric) aimed at checking Y2K compliance and ensuring continuity of operations through January 2000 and beyond.  Selected reviews will be performed by the DoD audit/inspection community. 

4.2.1
Identify Critical DoD Operations

The first step in determining priorities for Y2K efforts is to place information systems in the broader context of the function(s) they support.  For the DoD mission areas, the Joint Staff and the CINCs are responsible for identifying and prioritizing DoD ’s critical missions.  Specific PSAs are responsible for Y2K oversight of critical supporting functions.  

4.2.2
Identify Supporting Systems

Once the critical missions and functions are identified and prioritized, the underlying information systems must be identified in context with specific mission threads.  Identifying critical information systems is only part of the process.  The interdependencies between systems must also be identified. This type of information will allow decision-makers to view information systems in the context of their contribution to achieving DoD's operational goals.  The DoD Components will also identify the interdependencies between and among systems.  If the identified systems cannot be made Y2K compliant within time constraints, then the Components will determine workarounds and alternatives that will allow DoD to continue its critical missions and functions.  This information will be maintained by the DoD Components and the PSAs.

4.2.3
Report System Status

The DoD Components, and PSAs are responsible for reporting on the systems under their programmatic control.  They will provide the Y2K status of each critical system, including: current implementation status and plans; results of system certification testing; schedules for fielding, refurbishment, replacement, etc.  The DoD Deputy CIO will maintain the DoD enterprise-wide view that captures current system Y2K status in context with critical missions and functions, support functions, system interdependencies, and programmatics using the DoD Y2K database.

4.2.4
Maintain Y2K Database

The Joint Staff, Services, CINCs, Agencies, and PSAs will gather and maintain the Y2K data necessary to support their decision-making processes.  The DoD Deputy CIO will use the data maintained by the Joint Staff, Services, CINCs, Agencies, and Principal Staff Assistants to develop the enterprise-wide view on mission critical and mission essential systems and report to OMB.  
4.2.5
Conduct Operational Evaluations and Functional End-to-End Tests

The CINCs will conduct operational evaluations to identify specific Y2K problems, to establish workarounds where feasible, and to suggest alternative/contingency approaches to assuring uninterrupted critical-path operations.  The PSAs and the Services will conduct functional end-to-end tests to ensure the continuity of critical support functions, e.g., logistics, finance, et al., and to work with the CINCs in determining where these functional operations dovetail with critical mission threads.

4.2.6
Conduct Integrated Assessments

Assessments of Y2K readiness must include mission dependencies on all critical systems, including other support systems that are essential to critical-path operations.  This activity will integrate the current status of individual systems, the results of function-centric evaluations, and the results of mission-centric CINC assessments into enterprise-wide context to determine and prioritize needs and solutions.

4.2.7
Y2K Operational Exercises

Y2K Operational Exercises are selected, conducted, and evaluated by the Joint Staff in accordance with the Joint Year 2000 Operational Evaluation Plan.  During Joint Staff/CINC Y2K Operational Evaluations (Y2K OPEVALS) and Component sponsored Functional Area Y2K exercises planned for 1999, only Y2K compliant systems will be tested.  Operational Contingency Plans (CP) will be used in lieu of non-compliant or dysfunctional systems during these exercises to complete essential mission/functional end-to-end testing.  Results from associated planning, execution, and evaluation activities are reported to the DoD Y2K Office and the Y2K Steering Committee.  The resulting information will be used to determine the level of confidence of DoD Y2K Mission Capabilities. 

4.2.8 Y2K Functional End-to-End Testing

Y2KFunctional End-to-End tests are planned, conducted, and evaluated by the PSAs or their designated Test Directors.  Results from associated planning, execution, and evaluation activities are reported to the DoD Y2K Office and the Y2K Steering Committee.  The resulting information will be used to evaluate the overall level of Y2K readiness of DoD functional systems.

4.2.9
Implement Y2K Remedies

The DoD Components and PSAs are responsible for implementing Y2K remedies in a timely and responsible fashion.  They will report the implementation results and mission and function status to the DoD Deputy CIO.  The DoD Deputy CIO will monitor progress.

4.2.10
DoD Y2K Operational Readiness Reporting

The individual program managers shall report system status to the DoD Y2K database and their service or agency Y2K office.  Scorecards for each functional area will be prepared and presented at the Readiness Reviews. 

In addition, as the JS/CINC Operational Exercise planners and the Functional End-to-End Test planners develop their plans, status information about the “thin threads” or segments identified for testing will be reported in the DoD Y2K database.   This information will be available for analysis and assessment as appropriate to all levels of the DoD.

4.2.11 Table Top Exercises

The DoD will conduct a series of Y2K Table Top Exercises (TTE) to support and prepare OSD and component decision makers to collectively contemplate the implications of managing a National Security contingency coincident with the Y2K situation.  In addition, TTE activities will include participation in the planning and execution of inter-departmental Y2K exercises to be conducted under the direction of the Executive Office of the President.  These activities will enhance participants’ understanding of potential Y2K impacts on National Security; assist in the development of policy recommendations; provide continuing impetus to accelerate progress on fixing Y2K systems problems; and facilitate effective contingency planning. These events will provide the Department with valuable opportunities to address plans and policies for dealing with the Y2K problem

TTE Activities will include the following:

Y2K Functional Seminars and Functional Policy Workshop.  A set of three functionally oriented one day seminars will be held on November 20 and December 1 and 15 1998.  A functional policy workshop will be held on January 13,1999.  These activities will serve as a prelude to subsequent DoD level and National Y2K Table Top Exercises.  These seminars will be informational in nature and will address functional and cross-functional policy implications of the Y2K environment on mobilization, deployment, employment, and sustainment capabilities.  Participants will include appropriate Under Secretaries of Defense, Assistant Secretaries of Defense, Principal Staff Assistants, and key leadership from the Joint Staff, Services, and Defense Agencies.

DoD level Y2K Table Top Exercise.  This one day, scenario facilitated exercise, to be conducted during February 1999, will focus on policy and crisis management in response to a National Security emergency.  Full participation by Principals, to include the Deputy Secretary of Defense, Vice Chairman Joint Chiefs of Staff, the Service Secretaries, DoD CIO, selected Principal Staff Assistants, and Defense Agency Directors is vital to the success of this endeavor.

National level Y2K Table Top Exercise.  The White House Y2K Office is in the initial stage of planning an interagency Table Top Exercise during June 1999.  This Principal level activity will focus on national contingency policy review and associated decision making.  The DoD CIO will provide support to the White House Y2K Office and will assist in coordinating the activities of other federal agencies participating in the national exercise.

5.0 ROLES AND RESPONSIBILITIES

All roles and responsibilities for Y2K actions are assigned within the context of existing laws, Executive Orders, DoD Directives and Instructions and other approved DoD policies.  The overall set of roles and responsibilities of the Secretary of Defense, Deputy Secretary of Defense and the Office of the Secretary of Defense can be found at the DoD website, www.defenselink.mil.  This website can also be used to access specific roles and responsibilities spelled out in DoD Directive 5100.1, "Functions of the Department of Defense and Its Major Components," and to access Service, Agency, and Field Activity websites, which expand upon these lists of missions and functions.

5.1  The Deputy Secretary of Defense (DepSecDef) chairs the DoD Y2K Steering Committee, which was "established to oversee progress, provide guidance and make decisions related to Y2K.  Additionally the Committee will serve as a forum to facilitate the sharing of information, eliminate overlaps, and identify cross-functional issues or opportunities that accelerate Y2K systems fixes." (Y2K Steering Committee Charter, approved by DepSecDef, December 16, 1996).  The Committee meets as directed by DepSecDef.  The DoD Chief Information Officer is the Committee's Executive Secretary.  Membership on the Committee includes OSD Principle Staff Assistants (PSA), senior military leaders from each of the Services, and additional members requested by the DepSecDef.  The Chairman of the President's Council on Y2K Conversion participates in DoD Y2K Steering Committee meetings.

5.2  The Principal Staff Assistants (PSAs), of the Office of the Secretary of Defense are responsible for verifying that all functions under his or her purview will continue unaffected by Y2K issues.  The PSAs are the Under Secretary of Defense (Acquisition and Technology), Under Secretary of Defense (Policy), Under Secretary of Defense (Personnel and Readiness) (USD(P&R)), Under Secretary of Defense (Comptroller) (USD(C)), and the Assistant Secretary of Defense (Command, Control, Communications and Intelligence) (ASD(C3I)).  The DepSecDef memorandum, "Y2K Verification of National Security Capabilities," August 24, 1998, directs requirements for specific PSAs, including:

· Provide functional end-to-end test plans to DepSecDef

· Certify that test plans include assessments of functional risk, effects of Y2K on continuity of business operations, and associated contingency plans. 

· Ensure all test plans include a listing of all mission-critical systems involved in the test.

· Coordinate each test plan with the Military Departments and all other pertinent PSAs.

5.3  The DoD Chief Information Officer (CIO), who is the Senior Civilian Official of the Office of the ASD(C3I), is responsible for overseeing the Department’s correction of the Y2K problem.  The CIO shall:

· Formulate, implement, and oversee an aggressive DoD Y2K program.

· Represent DoD on the President’s Council on Year 2000 Conversion, and coordinate DoD's efforts to support the President's Council on Y2K Conversion.

· Establish and maintain DoD-wide policy guidance and strategies addressing the Y2K problem. 

· Serve as the Executive Secretary to the DoD Year 2000 Steering Committee.

· Chair High Risk Systems Boards.

5.4  The DoD Deputy CIO shall:

· Serve as the focal point for coordinating DoD-level Y2K policies, strategies, and initiatives.

· Serve as the focal point for consolidating and coordinating all DoD-wide Y2K reporting requirements from the Congress, the Office of Management and Budget, the Federal CIO Council, and other Federal organizations as required by the DoD CIO.

· Develop initiatives to increase Y2K awareness and improve readiness.

· Oversee the execution of DoD-wide planning and implementation of Y2K activities.

· Establish Y2K reporting requirements in accordance with Congressional and OMB guidance, and maintain the DoD Y2K reporting database.

· Monitor progress to ensure DoD objectives are met.
· Develop a certification process for Y2K compliance.

· Chair the DoD Y2K Working Group as described in the Y2K Steering Committee Charter. 

· Determine waivers granted for the procurement of non-Y2K compliant products.

· Coordinate representation of DoD in Y2K discussions, working groups, and meetings with other government branches and organizations, including the President's Council on Y2K Conversion.

· Establish a Classified Programs Monitoring Team that will ensure all classified system Y2K information is being reported and evaluated.

· Provide support activities to the DoD CIO for the DoD Y2K Steering Committee.  

· Provide advisory support to all DoD organizations in policy, budgetary and legislative matters related to Y2K.

· Co-chair with Joint Staff the Y2K Readiness Reviews.

5.5  The Deputy Assistant Secretary of Defense for Intelligence and Security, OASD(C3I) has the overall responsibility for coordinating efforts to address Y2K issues throughout the DoD Intelligence Community.

5.6  The DoD Components are responsible for the implementation, execution, testing, and operational performance of Y2K efforts within their respective Components.  Components shall:

· Establish and maintain Component-wide Y2K management plans and contingency plans appropriate for their missions and functions.

· Plan for and execute corrective actions to ensure Component-wide Y2K compliance. 

· Conduct system level tests to validate compliance of systems that have been repaired, and participate in function and mission level testing to include domain testing by DISA megacenters and exercises by the CINCs, as described by the DepSecDef memorandum, dated August 24, 1998.

· Establish a Component-wide Y2K program office with oversight responsibility.

· Provide accurate and timely input of all required data to the DoD Y2K database and other reporting requirements as directed by the Office of the Secretary of Defense.

· Establish a means of tracking the status of Y2K efforts to include performance metrics for all Component systems.

· Provide a Component Y2K representative to participate in the DoD Y2K Workgroup and other DoD Y2K collaborative bodies as requested by the Office of the Secretary of Defense.

· Employ Service and Agency IG/Auditors to monitor Y2K progress.

5.7  For every system for which a DoD Component is the responsible agent for development or maintenance, that Component shall:

· Inventory all systems and identify each system as being either mission critical or non mission critical.

· Assess and implement an appropriate Y2K strategy to make each system Y2K compliant.

· Prioritize all systems as to Y2K strategy.

· Inform others (DoD Components and/or CINCs) who are dependent on a system, about the status of Y2K efforts affecting that system so they can plan accordingly. 

· Identify, prioritize, and mobilize personnel resources for Y2K as needed.

· Reallocate and reprogram Component-wide resources to support Y2K efforts.

· Identify budget shortfalls and include them in budget submissions and reprogramming actions (See Appendix D).  

· Define Y2K responsibilities for their Program and System Managers.

· Implement the use of Y2K compliance language provided in the Federal Acquisition Regulations (FAR), 48 CFR Parts 39.002 and 39.106, which address Y2K compliance definitions and language (See Appendix E).

· Issue “stop work” orders on all existing contracts for products that fail to meet Y2K requirements, or request a waiver from the DoD CIO.

5.8  The Director, Defense Information Systems Agency (DISA) shall:

· Maintain a current and accurate listing of tools available to assist in resolving Y2K problems and of all commercial off-the-shelf (COTS/GOTS) products (operating systems, DBMS, compilers, hardware, BIOS chips, etc.) and their status as to Y2K compliance.

· Provide technical assistance to the Components. 

· Function as the Y2K testing information clearinghouse for DoD.

· Report to the DoD CIO on the status of explicit test agreements between domain users and DISA megacenters.

5.9  Individual Program/Project/Product Managers (PMs) shall:

· Purchase only Y2K compliant products.  (The ASD(C3I) memorandum of December 19, 1997 mandates the procurement of only Y2K compliant systems, and provides guidance for requesting a waiver.)

· Include Y2K compliance language in all new contracts and contract modifications, as appropriate (see Appendix E).

· Document system interfaces and obtain Interface Agreements, or the equivalent, for each system interface (a sample agreement is provided in Appendix F).

· Certify or retire each system.

· Develop and maintain all necessary documentation that supports certification of Y2K compliance.

· Develop and maintain system contingency plans.

5.10
The DoD Y2K Working Group supports the activities and deliberations of the DoD Y2K Steering Committee, investigates Y2K issues, provides recommendations, and identifies and shares corrective actions and lessons learned.  The group is chaired by the Deputy CIO.

5.11
The Y2K Interface Assessment Workshops (IAWs) addressed the interface issues and operability concerns associated with the current 21 functional areas which DoD must address to ensure that the Department’s end-to-end functionality is not impaired by the Y2K problem.  Each workshop will focus on one or more functional areas, and was co-chaired by the DoD CIO, or his designated representative, and a specific OSD-level functional area proponent.  The Workshops were coordinated with the assistance of the Components’ representatives to the Y2K Working Group. 

5.12
Y2K Readiness Reviews will be structured to review progress toward demonstrating an increasing level of confidence that the department will be able to execute its warfighting operations and support functions in the new millennium.  Readiness reviews will provide a framework for inter-service, inter-agency, inter-department, and cross-functional coordination and will "harmonize" their efforts.  The Reviews will bring together OSD, Joint Staff, Service, Agency, Principle Staff Assistant, and appropriate non-DoD representatives.  It will be co-chaired by the Joint Staff and OSD.  This forum will assure commonality of approach and interpretation of laws and mandates.  It will also ensure optimum use of resources while providing effective coverage of critical operations.  It will facilitate overall risk management and resolution of conflicts and schedules.

6.0
operational readiness assessment 

Upon completion of the testing of individual systems using the five-phase process described earlier, it is necessary to demonstrate the Y2K readiness of systems in an integrated, operational environment.  The earlier system testing was conducted on a system by system basis.  These system tests were low level tests designed to prove individual system readiness.  This level of testing, scheduled for the first half of 1999, identifies functions and missions, associates those functions and missions with automated systems, and verifies that the functions and missions of the Department of Defense can be conducted in a year 2000 environment.  This approach whereby the operational demonstrations are planned and conducted from a mission perspective rather than a systems perspective should increase the confidence that any errors or omissions in systems remediation will be found.

This strategy provides guidance on implementing the direction to the PSAs to verify year 2000 functional readiness per the August 24, 1998, DepSecDef memo on "Year 2000 (Y2K) Verification of National Security Capabilities.”  Appendix I provides more detail on planning, execution and evaluation activities required to assess DoD Y2K readiness.  Appendix I expands the “Year 2000 Computing Crisis Testing Guide,” GAO/AIMD – 10.1.21 (November 1998) to include end-to-end testing at the DoD Enterprise level (defined as multiple DoD system architectures that encompass multiple DoD missions or functional data flows).

7.0
Contingency Planning GUIDELINES

Despite the best efforts of the DoD to ensure AIS systems (weapon/business) are Y2K compliant, not all DoD systems will achieve that goal by 1 January 2000.  Many non-DoD systems which interface will also fail to meet the Y2K deadline.  Consequently, even compliant systems may experience various degrees of disruptions as a result of interface or user defined data problems or problems with infrastructure.  A Contingency Plan (CP) provides a means to minimize the adverse effects of disruptions, ensuring that plans and procedures for restoring system functionality use alternative means of maintaining continuity of operational capability.  Remaining time and available budget dictates DoD prioritize systems to ensure the most mission critical systems are functionally capable of supporting missions end-to-end, sustaining our national military strategy. See Appendix H for prioritization guidance.

Since 1996, DoD 's efforts have focused primarily on individual system's remediation and certification.  During the last 12 months prior to the year 2000, the emphasis must be shifted to verification and validation of functional and mission areas using thread or thin-line end-to-end testing and contingency planning During the last six months of 1999 extremely rigorous configuration management procedures must be put in place to ensure that system modification don't invalidate the functional and operational testing.  Services, Agencies, CINCs, and PSAs may want to also consider a moratorium on changes in the last three months of 1999.  During Joint Staff/CINC Y2K Operational Evaluations (Y2K OPEVALS) and Agency sponsored Functional Area Y2K exercises planned for 1999, only Y2K compliant systems will be tested.  Operational CPs will be used in lieu of non-compliant or dysfunctional systems during these exercises to complete essential mission/functional end-to-end testing

7.1
Contingency Planning

There are 2 primary types of Y2K Contingency Plans required in order to capture the important aspects of Y2K contingency planning. These are:

· Operational (Mission/Functional) CPs 

· System (Technical) CPs

Each plan is the responsibility of a different level management and has a different focus--the first focuses on the restoring a system while the second focuses on how to complete a mission or function without the support of any or all mission-critical support systems.  Detailed information on the two Y2K CPs is available in Appendix H to this management plan.  The complexity and detail for these plans varies with the complexity and mission criticality of a system or process.  These two types of plans may be known by other names (e.g., continuity of operations plans) depending on the guidance that was followed when they were written, but all fall into these two general types.

Previous versions of this document also discussed Programmatic CPs.  Programmatic CPs were part of the assessment phase and the Risk Management process for system renovation and should be completed.  At this point in time, this DoD Y2K Management Plan is focusing on System and Operational Contingency Plans.

The OASD (C3I) Y2K Office does not intend to collect and review all contingency plans.  However, Components are expected to review their contingency plans and those of their subordinate commands to the depth they deem necessary to ensure all operational objectives will be met or otherwise conduct the primary mission and deliver the essential products or services of the defense component to their respective customers.

7.1.1
Y2K Operational Contingency Plan

Y2K Operational Contingency Plans are a CEO (Principle Executive Officer) responsibility.  Y2K Operational CPs address missions and/or functions in an operational domain or sphere of influence for a given operational commander (e.g. Commanding Officers).  Y2K Operational CPs identify alternative system(s) or procedures (work-arounds) to use when performing a mission or function, in the event a primary system is disrupted.  Commanding Officers (Operational, Support, Base/Facility) and Civilian Directors shall document alternative systems and procedures in their Operational CP in order for them to be able to sustain the minimum operational capabilities required to support our national military strategy.   Y2K Operational CPs shall address all systems required by that operational commander to perform his/her mission(s) or functional responsibility. 

7.1.2
Y2K System Contingency Plan

Y2K System Contingency Plans are a CIO responsibility.  Y2K System CPs address processes and procedures for restoring functionality to a disrupted system thought to be Y2K compliant. Y2K System CPs address activities to be performed by the system administrator, work group manager, or LAN manager at the local level before, during and after a Y2K related failure to preserve and protect the system and its data. System CPs shall map directly to at least one Operational CP to ensure that in the event the system experiences a Y2K disruption, an alternative system or procedure is available in order to continue the functional or mission area until the disrupted system is restored. 

7.1.3
Operational and System Contingency Plan Relationships.
The two types of Contingency plans are highly inter-related.  They are based on the same intellectual methodology.  Both require the examination of upstream technical interdependencies and the identification of vulnerabilities that can disrupt the capability of a given system to perform as required.  Where systems intersect with operational capabilities there is the potential for mission-stopping outages as a result of a Y2K induced technical failure.  The CEO and CIO must work together to identify those areas with the greatest probability of a Y2K disruption and the greatest negative impact on the ability of an organization to conduct its core missions.  

Contingency planning in this context is the managerial approach to developing workarounds, finding alternative means to satisfy essential requirements, putting in place manual processes that bridge the capability gap threatened by an outage, and otherwise preparing an organization to continue to conduct business in spite of potentially dramatic and sustained outages of key technical systems. 

Process owners must decide, in concert with their customers, the extent to which it is necessary to "look upstream" to identify vulnerabilities.  The more critical the service provided, the farther upstream the process owner must explore to assure himself/herself of their unimpeded delivery.  For example, if a given logistics facility provides products and services essential for a warfighting component to deliver a capability that is deemed essential on the JCS CINC "Thin-Line" the manager of that logistics facility should closely examine the contingency management procedures of not only their "first tier" suppliers but of suppliers farther upstream.  Conversely, if a logistics manager provides products and services to a Morale, Welfare, and Recreation (MWR) activity without a direct combat support role, the level of analysis might be limited to only the contingency planning of "first tier" suppliers.  The degree of managerial visibility into and involvement with one's providers of products and services is directly predicated on the level of risk a process owner can accept.  It is a situationally dependent judgment call that only a process owner can make. 

7.2
Continuity of Operations Plans (COOP)

The term COOP refers to plans initiated by an executive order in 1988.  DoD D 3020.26, Continuity of Operations Policy and Planning requires echelon II and above commands to develop COOPs to ensure continuity of mission critical and mission essential operations during an impending or actual national emergency. (Y2K Contingency Plans labeled as COOPs are generally Operational Contingency Plans and do not have to change their name.)  This management plan does not require COOPs as defined by the DoD Directive to be developed.  However, where such COOPs already exist, it may be appropriate for that plan to be used in lieu of a Y2K Operational CP for the missions and functions supported by the COOP plan.  COOPs may serve as Y2K Operational CPs as long as the COOP is made "Y2K aware" by updating its content, or adding a Y2K appendix, to reflect a recovery strategy and plan that addresses disruptions caused by Y2K.

7.3
Evaluation of Contingency Plans

Y2K Operational and Functional End-to-End test exercises will be used to evaluate the Y2K contingency plans of designated mission-critical systems and will contribute to a complete evaluation of DoD operational capability.  When contingent actions of a designated mission-critical system's contingency plan are not actually implemented, a subjective evaluation should be conducted using the contingency plan testing procedures outlined in Appendix H of this management plan.  Results of any contingency plan reviews should be included in the exercise evaluation report.

Exercise objectives require that systems and interfaces used during the exercise be Y2K-compliant.  This is to prevent non-compliant systems from interfering with the test of compliant systems operating in the century date change environment.  To complete the performance of the mission, necessary functions of non-compliant systems shall be performed using an appropriate contingent action from the relevant Y2K Contingency Plan.

In addition to the requirement to exercise the contingency plans of non-compliant systems, the plans of other systems may also be exercised, either deliberately or in response to Y2K-related system disruptions.  To coordinate mission execution and resource allocation during exercise periods when multiple systems may be unavailable or degraded, the mission/function Continuity of Operations Plan will be used.  If no existing Continuity of Operations Plan meets exercise needs, then an exercise-specific Continuity of Operations Plan will be developed and that fact noted in the exercise evaluation report.

8.0
DoD y2k database

The DoD Y2K Database provides a composite picture of DoD Y2K information and is the centralized repository of Y2K management data for DoD.  The Database is used to meet forecast reporting requirements levied on DoD by the Office of Management and Budget (OMB) and others.  It provides a summary level Y2K management and analysis tool within and for DoD.

8.1
Concepts

The DoD Y2K Database will provide the DoD Year 2000 Office with a summary level repository of Y2K information to track compliance of DoD systems.  This repository will be used to meet agency  reporting requirements and to manage DoD Year 2000 issues.  The concepts driving the DoD Y2K repository are:

· Minimize duplicate reporting requirements levied on the Agencies and Services.

· Maintain accurate and current data for DoD Y2K status at OSD.

· Minimize the impact to Agencies and Services of reporting requirements from OMB and GAO.

· Provide established defined reports to be easily accessible to appropriate offices.

· Allow the intelligence community to maintain a separate but similar database to keep the integrity of their data and independently report to Congress and OMB.

· Provide data and structure for supporting future OSD analysis requirements regarding Y2K readiness.

OSD is responsible for maintaining and updating the DoD data repository using the information provided from each Agency and Service Component on mission critical and non-mission critical systems.  OSD has provided the format by which the Services will provide the data. OSD will report Y2K information on all systems to OMB and GAO using the information provided by the Components.  As the maintainer of the DoD data repository, OSD will:

· Coordinate with the appointed POCs for each Component,

· Aggregate the Component data in the repository,

· Maintain the DoD  data repository software/hardware upgrades and releases,

· Establish schedules for data submission,

· Provide for configuration management,

· Provide help desk support, and

· Provide ad hoc reporting.

DoD Service and Agency Components are responsible for tracking and managing their own Y2K information, as they deem appropriate. Components are responsible for preparing extracts of their systems level data in the extract format supplied by OSD.  The data upload structure and process is described in Appendix J.  The extracts will be forwarded to the DoD Y2K Office for update of the DoD data repository.  Requests to the DoD Y2K Office for more detailed system information than is available in the DoD data repository will be forwarded to the Component responsible for that system’s Y2K compliance.

The Component extract data values will be checked for consistency with the data field definitions as described in Appendix J of this document. The Component submitting the data should use the error reporting feature before submitting the data.  OSD will coordinate with the Components to ensure full understanding of the changes, and to ensure reporting accuracy.

DoD ’s intelligence community reports Year 2000 status to OMB and GAO independently from the DoD Y2K data repository.  The DoD Year 2000 Office will coordinate with the intelligence community regarding any and all Year 2000 reporting issues.

8.2
Security

The DoD Y2K data repository will be housed on a secure server and will be protected by password and 128 bit encryption.  There will be the capability for authorized users to have real time access to both read and update their data.

9.0
Y2K Reporting Requirements:

The Office of Management and Budget (OMB) has levied two separate requirements for reporting the Year 2000 status of government systems:  a Quarterly Report to OMB, required of all federal agencies, and a monthly report required for all “Tier One” federal agencies judged to be making insufficient progress toward Year 2000 compliance.  These reports have a very different focus. 

· The OMB monthly reports are all statistics and charts and focus on a comparison of projected and actual progress in each phase of remediation.  

· The OMB Monthly Report Requirements are detailed in OMB Memorandum 98-xx, “Progress Addressing the Year 2000 Computer Problem in Mission Critical Systems,” dated June 19, 1998.  

· The data for the OMB Monthly Report is taken directly from the DoD Y2K database.  

· The data will be pulled from the database on the first of each month for the report due to OMB on the 10th of the month.  

· The OMB Quarterly Report is much more comprehensive and requires information on interfaces, systems behind schedule, systems scheduled for completion after milestones, estimated costs, and information on embedded systems.  Additionally, the OMB Quarterly Report provides a forum for OMB to collect information on special interest items.  It is also an opportunity for each agency to discuss new initiatives.  The DoD Quarterly Report submission to OMB typically contains 10 to 20 pages of narrative and analysis of the statistical data.  

· OMB Quarterly Report requirements are specified in OMB Memorandum No. 98-10, “Revised Reporting Guidance on Year 2000 Efforts, dated July 22, 1998.  

· The data required for the OMB Quarterly Report has been reduced to 9 worksheets contained in this plan at Appendix L

· This information will be submitted to OSD by each component and agency, both electronically and by signed copy, on the 15th of January, April, July, and October.  

· DoD will use the OSD Y2K database on April 15, 1999 for the Quarterly Report to submit to OMB.  

· Our goal is to provide consistent, timely, and accurate reporting.  To that end, DoD will extract all data that is reasonable and prudent from the OSD Y2K database.  

· All organizations will submit the information in the format specified in figures and pulled from the database on April 15, 1999 to OSD (C3I) via the chain of command under the signature of the commander or director.  

· Once the DoD Y2K database has all data elements activated and fully populated, only new and special interest items should require an additional data call.  

10.0
Outreach Program

Y2K-related disruptions could occur if mission critical information or products are not available to DoD because external suppliers are not Y2K compliant, or if the Department is unable to conduct effective operations with allied or friendly nations because their systems are not Y2K compliant.  Consequently, DoD must identify all Dependencies outside the Department that affect mission critical functions and then work to ensure effective integration of DoD Y2K activities with outside partners.  We need to ensure our suppliers are aware of the Year 2000 Information and Readiness Disclosure Act [S.2392], sometimes referred to as the Good Samaritan Bill.  The Good Samaritan Bill may be accessed at the Library of Congress THOMAS website.

The Department will conduct its outreach program as a component of the Administration’s Year 2000 Conversion Program, in accordance with the goals stipulated in the Executive Order on Year 2000 Conversion, dated February 4, 1998.  Functional proponents will have the lead for outreach in their respective areas, and the DoD Deputy CIO will ensure coordination and cooperation is achieved with the Presidents Council on Y2K.  DoD will participate in all federal sectors where there are DoD interests or where the Department can contribute to federal efforts to address Y2K.  It will be the lead agency for one federal sector–the Defense/International Security Sector.  Participation in federal sector activities will be coordinated by the DoD Y2K Office.  Functional experts representing DoD at federal sector meetings must be sufficiently senior to speak for the Department.

The Defense/International Security Sector will be divided into several Sub-Sectors to address DoD unique nuclear, intelligence, communications, logistics, operations, and infrastructure issues.  It will also include outreach activities with allied, friendly, and other nations where critical Y2K-related defense issues must be addressed. 

11.0
Y2K Coordination Center

Consistent with Title X responsibilities, the SecDef shall establish a DoD Y2K Coordination Center.  The Center will be the DoD focal point for National and Defense Y2K related issues.  The Center shall maintain current Y2K situational awareness and respond to National and global Y2K related events and requirements. The Center shall maintain a technical cell to facilitate the remediation of DoD Y2K system related events and will support DoD Public Affairs efforts.  The center will support the requirements of the President's Council on Year 2000 Conversion.
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