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0.Introduction


A virtual private network(VPN) is a private data network that makes use of the public network infrastructure,

maintaining privacy through the use of a tunneling protocol and security procedures. The idea of the VPN is to give 

the company the same capabilities at much lower cost by using the shared public infrastructure rather than a private

one, without the expense of separate, protected communication media.


From the user’s perspective, the VPN is a point-to-point connection between the user’s computer and a corporate

server. The nature of the intermediate internetworking is irrelevant to the user because it appears as if the data is being

sent over a dedicated private work.


VPN also allows a corporation to connect to branch offices or to other companies over a public internetwork(such

as internet),while maintaining secure communications. The VPN connection across the internet logically operates as a 

Wide Area Network link between the sites.


VPN is designed to address issues surrounding the current business trend toward increased telecommuting, widely distributed global operations, and highly interdependent partner operations, where workers must be able to connect to 

Central resources, communicate with each other, and businesses need to efficiently manage inventories for just in time production.

1.Common models for VPN


there are many types of VPN implementations, each with its own specific set of technology requirements. However,

VPN deployments can be grouped into these primary categories: Remote access, VPN over intranet and VPN over internet. 

1.1 [image: image1.png]


Remote Access VPN provide remote access to corporate resources over the public internet, while maintaining privacy of information. Remote Access VPNs between a corporate network and remote and/or mobile employees have different requirements. Strong authentication is critical to verify remote and mobile users identities in the most accurate and efficient manner possible. As for management side, Remote Access VPNs require centralized management and a high degree of scalability to handle the vast number of users accessing the VPN.(the following three pictures are from http://www.checkpoint.com/products/vpn1) 

1.2 VPN over intranet In some corporate internetworks, the departmental data is so sensitive that the           department’s LAN is physically disconnected from the rest of the corporate internetwork. While this protect the

department’s confidential information, it creates information accessibility problems for the those users not physically connected to the separate LAN.


VPNs allow the department’s LAN to be physically connected to the corporate internetwork but separated by a VPN server. Note the VPN server is NOT acting as a router between the corporate internetwork and the department LAN. By using a VPN, the network administrator can ensure that only those users on the corporate internetwork who have appropriate credentials can establish a VPN connection with the VPN server and gain access to the protected resources of the department.Additionally, all communication across the VPN can be encrypted for data confidentiality. Those users who do not have the proper credentials cannot view the [image: image2.png]Sales & Public Server
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department LAN.

1.3 VPN over internet Finally, VPN over internet is connecting a company and its strategic partners, customers and suppliers. It require an open, standards-based solution to ensure interoperability with the various solution that the business partners might implement. The accepted standard for Internet-based VPNs is the internt Protocol Security(IPSec) standard.
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2.Tunneling

2.1 Tunneling Tunneling is a method of using an internetwork infrastructure to transfer data from one network over another network. The data to be transferred can be the packets of another protocol. Instead of sending a frame as it is produced by the original node. The tunneling protocol just encapsulates the frame ini an additional header. The additional header provides routing information so that the encapsulated frame can traverse the intermediate internetwork. 



The main advantage of VPN tunneling is the tunnel provides a connection path to move packets quickly, efficiently, and securely between a remote user and ad destination network, as longas the connection between the remote user and the ISP remains open and active. The endpoints of the tunnel are a LanRover Access Switch,which functions as the Network Access Server is located on the Internet Service Provider’s network while the home gateway resides on the destination(or corporate)network. 



You can tunnel non-IP protocols,such as IPX,AppleTalk,DECnet and NETBEUI over an IP backbone,as long as PPP, the client,and the Home Gateway supports the protocol.


2.2 Tunneling Protocols


Tunneling technology is based on either a Layer or Layer 3 tunneling protocol. These layers correspond to the OSI Model. Layer 2 protocols correspond to the Data Link layer, and use frames as their unit of exchange. PPTP and L2TP and Layer 2 Forwarding (L2F) are Layer 2 tunneling protocols; both encapsulate the payload in a Point-to-Point Protocol(PPP) frame to be sent across an internetwork. Layer3 protocols correspond to the Network layer, and use packets. IP over IP and IP Security(IPSec) Tunnel Mode are examples of layer 3 tunneling protocols. These protocols encapsulate IP packets in an additional IP header before sending them across an IP internetwork.

2.2.1 PPTP(Point-to-Point Tunneling Protocol) PPTP is a protocol that allows corporations to extend their own corporate network through private “tunnels” over the public Internet. Effectively, a corporation uses a wide-area network as a single large local area network. A company no longer needs to lease its own lines for wide-area communication but can securely use the public networks. 


PPTP is a proposed standard sponsored by Microsoft and other companies.



2.2.2 L2F(Layer 2 Forwarding) L2F , a technology proposed by Cisco is a transmission protocol that allows dial-up access server to frame dial-up traffic in PPP and transmit it over WAN links to an L2F server(a router). The L2F server then unwraps the packets into the network. 

 
L2F has no defined client and it only functions in compulsory tunnels.

2.2.3 L2TP(Layer 2 Tunneling Protocol) L2TP defines a vehicle for transporting PPPpackets across a media independent IP network. L2TP is a network protocol that encapsulate PPP frames to be sent over IP,X.25,Frame Rely or ATM networks. When configured to use IP as its datagram transport, L2TP can be used as a tunneling protocol over the Internet. L2TP can also be used directly over various WAN media without an IP transport layer.

3.Security


Many cryptographic techniques can be used to ensure data privacy of information transmitted over and unsecured channel for VPN. The transmission mode used in the VPN solution will determine which pieces of the message are encrypted. Some solutions will encrypt
the entire message(IP Header and data) while others will encrypt only the data. The four transmission modes used in VPN solutions are :


*In Place Transmission Mode : Typically a vendor specific soluction where only the data is encrypted. Packtet size is not affected which in turn, ensures downstream transport mechanisms are not affected.


*Transport Mode: Only the data is encrypted and the packet size will increase in size. This mode provides adequate data privacy for node to node VPNs.


*Enrypted Tunnel Mode: The IP header information and the data are encrypted with a new IP address created and mapped to the VPN end points providing excellent overall data privacy.


*Non-Encrypted Tunnel Mode: Nothing is encrypted which means that all data transported in clear text. This is not an effective solution for data privacy.


Not all of the tunneling and forwarding protocols use a cryptographic system for data privacy which means what it would transmit all data “in the clear”, leaving one to wonder how non-encryption based solutions can provide any form of data privacy protection – a critical requirement for a VPN.

4.VPN Standardization Effort – IETF IPSec


Many cryptographic techniques can be used to ensure data privacy of information transmitted over and unsecured channel for VPN. The transmission mode used in the VPN solution will determine which pieces of the message are 


It is a commonly accepted fact that supported industry standards will ensure application interoperability and that administrators implementing a VPN face enormous security issues cased by a lack of standards. The Internet Engineering Task Force(IETF) - an Internet standards governing body ​​– has a working group called IP Security(IPSec). The IPSec working group is defining standards and protocols relating to Internet security. One of the most important aspects of the IPSec working group is the IPSec standard itself, which is defining the overall IP packet structure and security associations relative to VPN communications.There are two major drafts in IPSec: Authentication Header(AH) and Encapsulated Security Payload(ESP). They are defined as follows:


*Authentication Header(AH) is used to provide connectionless integrity and data origin authentication for an entire IP datagram .


*Encapsulating Security Payload(ESP) provides authentication and encryption for IP datagrams with the encryption algorithm used determined by the user. In ESP authentication, the actual message digest is now inserted at the end of the packet(whereas in AH digest is inside the authentication).


One of the major benefits the IPSec efforts is that the standardized packet structure and security association within the IPSec standard will facilitate third party VPN solutions that interoperate at the data transmission level. However, it does not provide an automatic mechanism to exchange the encryption and data authentication keys needed to establish the encrypted session, which introduces the second major benefit of the IPSec standard:  key management infrastructure or PKI.
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