





APPLICABILITY


	


Corporate ...........................................................................................................	Yes


U.S. divisions and majority-owned subsidiaries....................................................	Yes


Non-U.S. divisions and majority-owned subsidiaries............................................	Yes


Consolidated joint ventures and affiliates.............................................................	Yes


Unconsolidated joint ventures and affiliates...........................................................	*


	* Recommended


SUMMARY





This document establishes Johnson Controls, Inc. (JCI) guidelines regarding:


Appropriate use of electronic messaging systems


Dissemination of information sent, received or stored via electronic mail systems


Monitoring of electronic messaging systems and privacy of information 


Internet access 


Backup, recovery and retention of electronic messaging systems 





RESPONSIBILITIES





Corporate and Business Unit Management


JCI management personnel are to ensure that individuals granted access to JCI systems are aware of and comply with the guidelines stated in this document.  They are also responsible for informing appropriate JCI personnel if they suspect violations of these guidelines have occurred and cooperating in the investigation of the alleged violations.  Notification of suspected violations should be made to JCI Corporate Information Security (414-228-2086) and/or the Manager of JCI Internal Audit (414-228-2191).








Individuals Granted Access to JCI Systems


Individuals, whether employees or not, granted access to JCI systems are ultimately responsible for complying with the practices stated in this document.  They are also responsible for informing appropriate JCI personnel if they suspect violations of these guidelines have occurred and cooperating in the investigation of the alleged violations.  Notification of suspected violations should be made to JCI Corporate Information Security (414-228-2086) and/or the Manager of JCI Internal Audit (414-228-2191). 





Corporate Information Systems


JCI Corporate Information Systems is responsible for monitoring activity on JCI systems, including electronic  messaging systems.  This responsibility may be delegated to business unit information systems functions.  The results of monitoring activities and the information obtained through them will only be disclosed to appropriate levels of JCI management on a need to know basis.





Corporate Information Security and Internal Audit


JCI Corporate Information Security and/or JCI Internal Audit will be responsible for investigating suspected violations of these guidelines and reporting the results of those investigations to appropriate levels of management for resolution. 


Use of Electronic Messaging Systems


JCIís electronic messaging systems, like other computing resources, are intended to be used only to conduct Company business.  Use of these systems may be authorized by managers for projects related to JCI sponsored education and training or community support.  JCI will tolerate incidental and/or occasional personal use of its electronic mail systems provided that use does not adversely affect business uses and/or does not involve the activities prohibited below.





Prohibited activities


The following are examples of JCI electronic mail systems uses that are prohibited:


Unauthorized dissemination of confidential or proprietary JCI documents or information


Dissemination of information or data restricted by government laws or regulations.


Dissemination, including printing, of copyrighted materials, including articles, software, etc., in violation of copyright laws


Forwarding of electronic mail messages without a legitimate business purpose under circumstances likely to lead to embarrassment of the sender or to violate a clearly expressed desire of the sender to restrict additional dissemination


Any use that may, in the view of the receiver, be deemed disruptive, offensive, or harmful to morale including:


Transmissions containing ethnic slurs, racial epithets, or anything that may be construed as harassment or disparagement of others based on their race, national origin, sex, sexual orientation, age, disability, religious or political beliefs. 


Sending or soliciting sexually oriented messages or images


Solicitations related to commercial ventures, religious or political causes, or solicitations other than those specifically approved by JCI


Operating a business or conducting activities for personal gain


Job searches outside JCI


Emitting a reply-to address other than your own registered E-mail name


Sending chain letters





Monitoring of electronic messaging systems and privacy of information


All information on company computer systems, including electronic mail, is the property of JCI.  Therefore, to ensure that computing resources are used in accordance with expectations, management may, without advance notice at any time, inspect and disclose the contents of electronic messages if such inspection and disclosure is made pursuant to legitimate business purposes or as necessary to protect the rights and property of JCI.  This monitoring activity may limit the level of privacy that employees can reasonably expect to be provided for information they store on computers or transmit and receive via electronic mail or other communication media.  Violations of JCI guidelines discovered as a result of monitoring/auditing activities may be grounds for disciplinary action.  In addition, illegal activities discovered as a result of monitoring/auditing activities may be brought to the attention of the appropriate government agency.





It should be noted that electronic messaging systems, as well as other computer systems, are subject to the right of discovery in legal actions brought against JCI.  This means that outside parties may have access to the information stored on JCI systems and as a result of the discovery process such information may become public knowledge through no fault of JCI.





Internet Access


JCI will provide access to the public Internet for the basic functions of E-mail, file transfer, and interactive terminal access, where the use of those services is necessary to accomplish the business goals of JCI.  All activities and communications conducted over the Internet are subject to the same degree of inspection and disclosure by JCI as described above for electronic mail.  All connections between JCIís internal network and the Internet that support Internet Protocol (IP) routing must be made through the secure firewall gateway managed by Corporate Technical Services. The installation of routers or other devices that support IP networking to access the Internet from computers attached to JCI networks (LANs, WANs, etc.) is expressly forbidden and may result in appropriate disciplinary action.  Outward dialing to on-line services such as CompuServe and America On Line is not prohibited.  Individuals should consult with their respective IS Organizations for assistance in establishing Internet connections.





The following rules must be observed when using the Internet:





Computer and/or divisional network identifiers will not be disclosed on the Internet under any circumstances.  It is only permissible to disclose the registered name of JCI.Com.





Out-going transmissions are not encrypted by the messaging system.  Therefore, if confidential, proprietary, or sensitive information is sent via the Internet, it must first  be encrypted.  Use of PGP, a commercially available public key encryption product from Via Crypt, is recommended for secure communication between JCI employees and/or business partners.





E-mail attachments or files obtained through Internet are not scanned for known software viruses.  Individuals importing files are responsible for complying with Business Unit procedures covering the importation of files and for ensuring that files are free of viruses.





E-mail names are considered public information and can be advertised in any form including printed on JCI employeesí business cards.  Only name and JCI Business Unit may be "advertised" to external Internet business partners.





The use of Internet style signatures at the end of messages sent to the public Internet is encouraged, but must be limited to individualsí name, Internet style E-mail address, phone numbers, and fax number. 





When responding to List-Servs, Internet discussion groups, or any correspondence in which the employee does not represent JCI in authority or agency,  a disclaimer should be written at the end of the message, or in the "signature"  which reads:  "The opinions stated here are mine, and do not represent those of my employer."





Back-up, Recovery and Retention of Electronic Mail


Retention


Electronic mail messages, whether sent or received (including those posted on electronic bulletin boards), have the same legal status as hard-copy documents and their retention is governed by established records management guidelines and in some cases government regulation.  Individuals are responsible for ensuring compliance with appropriate retention requirements.  Normal system backups do not meet the requirements for normal record retention and should not be relied on to provide it.  Individuals should reference JCI Corporate and their business unit policies covering records management and retention to determine what information/documents must be retained and the form in which it must be retained.  


Backup and Recovery


All electronic messaging systems are required to be backed up on a regular basis.  Backups are made primarily to permit the recovery of information when systems problems occur.  As stated above, these backups should not be relied on to meet retention requirements for electronically generated messages.  Where long term retention is required by JCI policy or government regulation, special arrangements must be made through the business unit IS department to ensure proper retention and recovery.





Individuals should be aware that because backups are being made, it is possible to recover deleted documents.  Monitoring and audit activities may include reviews of documents that individuals have deleted.  Should violations of JCI procedures or illegal activities be found in these reviews they may be treated in the same manner as if the information had not been deleted.
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