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14. Virtual Private Networks (VPN)

Introduction

More and more companies which have their enterprise infrastructure on the Internet considers employing Virtual Private networks (VPN). Even though Internet provides them easy and cheap on-line communication method and information sharing function over the world, it has big flaw.  Internet does not guarantee security between company and branches, customers and traveling employees. Also performance and financial problem is another. If someone like remote employee or customer try to connect to enterprise, its performance is not guaranteed, since they can not reserve resource over the public communication line, such as phone line. Having dedicated “physical” private line looks like a solution for this (at this case, data transferred between two end point assumed “safe” as far as line is not tapped from eavesdropper and also users can have speedy connection since it is dedicated). But, company will soon bankrupt to maintain that line.  But this one is not applied to every case even though Company will pay. Temporary Remote user, such as traveling employee and customers are need phone number to call. Company can run a modem pool for those remote access user and provide security remote access software which help user to establish secure connection to Cooperate center computer through Authentication and encryption. Running this type of remote access is expensive because of not only cost of hardware infrastructure but also cost of maintenance.  Outsourcing this type of access to Network Service Providers (NSP) / Internet Service Providers (ISP) is critical. At this point, the security has to be considered, since Network Service provider is another name of Public Line.

How does it Work? : Virtual Private Network

In last several years, Virtual Private Networks (VPN) is very popular solution for all case written above. 

Virtual Private Networks enable to establish secure connection through Public Internet Line, Network service Providers or Private Network. Tunneling (with Tunneling Protocols), Encryption, Authentication and Access Control enable this VPN over Public Line.  

Encryption is one of the features of VPN. To make a Virtual Tunnel (such as driving car to destination with Black cover, not to expose type of car) confidential, all the data/information should be encrypted with encrypt algorithms, such as RSA, Data Encryption Standard (DES: 112 bit key) and etc.  Network Service Providers and Virtual Private Networks Equipment vendors provide these encryption features. Authentication is especially important when remote access is using Virtual Private Networks. Since, before establish tunnel (Logically partitioned connection between two points over shared resource), Company should verify user information (Authentication) and give proper permission to use Company resource (It can be physical hardware resource and also information) to prevent unexpected user get into Corporation system, strong authentication is essential. Recently, Smart Card, Token Card, Finger print, Iris and Digital Certificate is used for verifying user information. 

There are several possible situations where Virtual Private Networks will improve communication quality in all sense.

1. Between  a Corporation and traveling employee or temporary remote access user: ‘Remote Access VPN’ 

2. Between a Corporation and its branches or business associates, such as business partners and customers:  Similar to ‘ExtraNet’

Remote Access VPN (Virtual Private Networks) is most popular way of implementation. As written above, maintaining modem pool is very costly and hard. So Corporation outsourcing this to Network Service providers and NSP will connect remote access user and Corporation with secure Virtual Private Networks.

Ordinary procedure is: 

A user connects to Network Service Providers Point of Presence (POP: such as public interface of NSP’s network system. In this case, the phone numbers which user used to dial up is POP, but POP is transparent to user in normal case) using Dial-Up connection. Then Network Service Provider recognizes that it should establish Virtual Private Networks to certain point with IP and tunnel will establish to Corporation Network. On the Corporation side, user should verify him/herself to be authenticated. If s/he authenticated, then s/he can access Corporation resources and use them.

Figure 1. Remote Access Using VPN (Attached Picture)

Second case is a kind of connection between LAN to LAN.  If branch or associates has its private LAN Network, it connects to Corporation network through Tunnels that transport data/information to Corp. network over Network Service Provider’s Network. To control the access to Corporation Network resource, Corporation Network System should do strong Authentication and user can have different level of permission to access resources. This is because even user are authenticated to use resource, giving right to go everywhere s/he want will cause a problem like stealing information from inside and contamination of information by mistake. Another control, which should be done by Network Service Providers, is user traffic controlling to provide both remote access user and Corporation. Since they provide both side effective throughput, NSP service have to be controlled in terms of Busy Signals, Blocking and No Answer. (IT manager of Corporation should consider redundancy factor when s/he choose Network Service Providers as partners)  

Tunneling and Tunneling Protocol

Tunnel is the most important feature of Virtual Private Networks. Basically, Tunneling is sending packet through logically private link from one end, ‘Initiator’ to another end, ‘Terminator’. Like many other Encrypting steps, the tunnel initiator encrypts and encapsulates packets into IP packets. Then tunnel terminator removes that encapsulation, decrypts it and sends it to destination.

There are several ways to categorize Virtual Private Networks Tunneling Protocol Type.

First, by Level of OSI Model:

OSI Layer

Tunneling Protocol

1. Physical Layer



2. Data-Link Layer
PPTP (Point-to-Point Tunneling Protocols) / L2TP (Layer 2 Transport Protocol)

3. Network Layer
IPSec (Internet Protocol Security)

4. Transport Layer

5. Session Layer
SOCKS v5

6. Presentation Layer

7. Application Layer

Second, by initiation point of Tunnel:

‘Client Initiated’ Tunnel is normally used by Remote access user. Both User/Client Machine and Tunnel Terminator should have tunneling software. Network Service Providers doesn’t have to support tunneling at this point.

‘Client Transparent’ Tunnel is for LAN-to-LAN/ Node-to-Node connection. Client machine just Dial-Up to Service Providers’ Point of Presence and NSP will take care of establishing Tunnel from one End Point, that is NSP’s POP, to the other End Point, that is Tunnel Terminator/Corporation Network POP. First, client Dial-Up to Network Service Providers’ POP and NSP’s Server recognize from User Authentication. NSP server establishes Tunnel to Corporation Network. At this case, Client doesn’t have to have Tunneling Software. And line between Client Network and Network Service Providers’ Point of Presence are assumed ‘Secure’, since normally they are connected with dedicated (for instance T1/T3) communication line.

1) PPTP (Point to Point Tunneling Protocols):

One of the most widely used protocol which is developed by Microsoft, 3Com and Ascend Communication. PPTP simply encapsulates PPP with IP packets, uses simple packet filters and uses Microsoft domain networking controls as access control. With its simplicity and support from Microsoft, it can be the best solution for Remote Access Users. Windows NT has pre installed PPTP inside and configuration of PPTP protocol is somewhat familiar to IT manger in Microsoft fashion. But, since Encapsulated IP packet is used only for open Tunnel connection and authentication, there is no way to control or monitor traffics between tow end point.

2) L2TP (Layer Two Transport Protocols):

Cisco company developed Layer 2 Forwarding Protocols (L2F). Later, Microsoft and Cisco agreed on 1996 to merge and Layer Two Transport Protocols (L2TP) is developed. So L2TP has a feature of combination of PPTP and L2F. It supports Multiple Tunnels from single user. Not like a PPTP, End User/Client doesn’t have to have Tunneling Software. Just Dial-Up to Network Service Providers’ POP and NSP will establish Tunnel from its POP to Tunnel terminator for user. And PPTP and L2TP are support additional networking protocols, such as IPX from Novell, NetBEUI and AppleTalk. And provide traffic control by minimizing dropped packets. Only considerable problem they have is limitation of connection number. It only can support 255 connections at the same time. That means that PPTP and L2TP protocols provide Encryption and Authentication for up to 255 user at one time. 

3) IPSec (Internet Protocol Security):

Internet Engineering Task Force (IETF) develops Internet Protocol Security. IPSec is using Authentication Header (It is packet header) to validate user and encapsulating data to secure transmission. It is provide multiple connection to user, so user can open connection to Corporation Network as well as open connection to Public Internet Line. IPSec support two distinct modes. One is tunnel mode and the other is transport mode. In tunnel mode IPSec encapsulates IPv4 packets within secure IP frame to secure information from one firewall to another. In transport mode, information is encapsulated to secure transporting from one end point to another. The advantage of Tunnel mode is strong security, but also that advantage deploys traffic problem, since it is working as per-packet basis. IPSec supports several leading encryption algorithms, such as DES, Triple DES and IDEA, while it needs both Simple Key Management for Internet Protocol (SKIP) by Sun Microsystems and Internet Security Association and Key Management Protocols (ISAKMP) for key management. With its design basic (working on the IP basis) and rich encryption features make IPSec to strong solution for LAN-to-LAN environment. 

Major Disadvantage it has is from its IP base design. It’s only network protocol which support is TCP/IP. And it is impractical with dynamic IP, which are broadly used by Network Service Providers.

4) SOCKS v5:

SOCK by NEC is another type of Virtual Private Networks Protocols. It is developed for traversing authenticated firewall and designed to give permission to send and receive data stream over firewall with user authentication not with IP address. With SSL, it can provide secure Virtual Private Networks. Since it is developed for firewall, it has strong access control. Another advantage of SOCKS is it is working on Session layer, it is inter-operate on the top of IPSec, PPTP and L2TP.  The bottom Line is that even though SOCKS is not an easy and cheap solution for VPN, but it is most flexible and general solution.

Conclusions

Since Public Communication Resources, such as phone line and public Internet doesn’t guarantee any Quality of Service to users, Virtual Private Networks gains explosive popularity. If Corporation needs to have confidential/trustworthy communication with Remote user and Employee, VPN provides cheap and secure communication method. Corporation which outsource remote access modem pool to partner Network Service Providers can save roughly 60% of cost from recent research result. LAN-to-LAN case also has benefits from VPN. VPN provide more scalable, confidential and good performance communication over Network Service Providers Backbone even though it needs little bit more paying.

Virtual Private Network is considered as “cure-all” solution among Network Managers. But serious consideration is required before importing Virtual Private Networks to your legacy network system. There are lots of factors that decide proper protocols and equipment. “LAN-to-LAN is IPSec”, “Remote Access is PPTP/L2TP” and “Secure Connection over Firewall” is all general and safe solution. Within those category, IT manager should consider factors of his/her Corporation as well as factors from Partner Network Service Providers.
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Figure 1. Remote Access Using VPN
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