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10. Tag Switching Protocols: TDP and MPLS

Introduction

Since extremely fast-grown Internet market and use of WWW / multimedia, Wide-Area-Networks (WAN) and Internet have to seek another way to communicate between end point. The effort to improve the performance and management of Internet and corporate WAN is always an issue among network industry. The Asynchronous Transfer Mode (ATM) gives you performance and Internet protocol (IP) gives flexibility and scalability. But real situation needs both merit and seeks integration of those two. This need starts movement to develop new protocols that can cover performance and management. Tag switching can be the solution, which is based on IP protocols but also run over ATM too. Which means that Tag Switching protocols is flexible and manageable as well as fast like ATM switch.

What is Tag Switching?

Tag Switching is a hybrid type of packet forwarding technology that is developed and proposed by Cisco co.  And standardize by The Internet Engineering Task Force (IETF). (Basically, Tag switching technology is on the same line with “Label Swapping” where Packets or cells have short and fixed-length labels, which have information about switching nodes on the forwarding path.)  Even though other vendors such as Nokia/Ipsilon and IBM announced other type of switching technology to improve IP networks, Cisco’s Tag Switching Protocols (TDP: which will be talked about later in detail) is in highlight. 

In Traditional Network Layer (Layer 3) forwarding (as packet traverses the network), each router analyses forwarding information from packet Header. This analysis is repeating in every each Hop until packet arrives to destinations. But in Tag switching technology, this packet header (Layer 3 Header) analysis is executed only one time. After initial analyzing, information about destination and etc is mapped into short fixed-length tag. At each hop, map look-up makes a decision where to go. Since tag is specified and unstructured, tag looking up is simple and fast. So forwarding this tagged packet is very much fast then traditional packet forwarding.

How does it Work?

This Tag switching need special devices since conventional packet router doesn’t understand and analyze tag. If one need to construct Tag Switch network, two devices, tag edge router and tag switches, is needed and Tag Distribution Protocols (TDP) is implemented over that devices. ( in the term of TDP in IETF is MPLS: Multiprotocol Label Switching)

Component

Tag edge routers are routing devices of network Layer (Layer 3) which is located on the edge of Tag Switching network. When packets enter Tag Switching network, Tag edge router examine it and apply the tag (or label) to packet before forward to next hop. When packets leave tag switching networks, reverse steps of removing tag from packet will be followed by tag edge router since otherwise, conventional router doesn’t understand and analyze packets. This network level router also provides other type of service such as security accounting and Quality of Sevice (QoS) classification. Tag edge router use standard routing protocols to set up routing tables which is design path for packets. From this routing tables, tag edge router apply Distribute-Tags to packet using Tag Distribution Protocol (TDP).

Tag Switch which forward tagged-packets or cells based on its tags are located in the center of Tag Switching Network. Since Tag switching forward mechanism is based on label swapping same as ATM, ATM swtich can be used as Tag Swtich, which is allowing look up and frowarding using fast hardware.  

With the same reason, ATM switch can provides both tag swithcing and ATM service at the same time. Standard router also can be used as Tag Swtich if they have proper software in it. When Tag Swtich recieves TDP information from Tag edge routers, it builds itsown forwarding database. Then Tag switch switches only–tagged packet without looking up packet header.

Tag switching devices (Tag edge routers and Tag switch) use Tag Distribution Protocols (TDP) to distribute, request, and release tag binding information for IP protocol in a tag switching network. TDP is kind of adding on the packet, since routing protocol is not replacable. Tag information is can be carried in a packet in several ways. 

· As a small shim tag header inserted between data-link Layer (Layer 2) and network-Layer (Layer 3) headers

· As part of the data-link Layer (Layer 2) header, if the data-link Layer provide same semantics. Such as ATM.

· As part of the network Layer header, if it provide same semantics like flow label in IPv6.
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Figure 1.  Tag Switching Network ( from Cisco )

http://www.cisco.com/univercd/cc/td/doc/product/atm/c8540/wa5/12_0/12_3/net_tech/mpls.pdf
Information Component

Tag switching utilizes three types of information bases for storing and retrieving forwarding information:

· Forwarding Information Base (FIB) – a condensed form of routing table containing the destination address, and outgoing interface. Routers make forwarding decisions based on the destination address of a packet plus the information in FIB.

· Tag Information Base (TIB) – serves to bind an incoming tag to Outgoing tag, Destination address, or Outgoing link-level information. It can be exist for whole switch, an interface.

· Tag Forwarding Information Base (TFIB)  -- uses information from the FIB and TIB to construct forwarding information (table).

Procedure

So the typical packet forwarding in the Tag Switching network is:

1. Packet from  out-side of Tag swtching network is arrived at Tag edge router, which is entry point of network.

2. Tag edge router and Tag switch use standard protocol to extract routes through the network. This information will packed into FIB.

3. Tag switch uses the table that is generated by the standard routing protocols to apply and distribute tag information using TDP. Tag switch recieves TDP information and build its own TFIB.

4. If tag edge router recieves packet across the tag switch network: First, analyze packet header 
    (Layer 3/Network Layer). Then, perform network-layer service in favor of packet header. After that, select route for packet travelfrom its routing tables. Finally, Applies a tag between Layer 3 and Layer 2 header and forward packets to next hop. 

5. The tag switch recieves the tagged packet and switches the packet based on its tag without reanalyzing network Layer header.

6. When the packets arrive at the tag edge router of the destination, tag is removed and delivered.   

Software restriction

· Open Shortest Path First (OSPF) is the only routing protocols which is currently supported.

· IP is the only network Layer Protocol that is currently supported.

· Hierarchical Virtual Private (VP) tunnels and tag switching can not co-exist on physical interface. 

Why it is good? 

As mentioned above, Tag Switching improves performance of network. Since it is integrates the performance and traffic management ability of data link Layer (Layer 2) switching with flexibility and scalability of network Layer (Layer3) routing. Tag switching directs packet flows across a router-based network over predefined virtual circuit rather than hop by hop type conventional router based network. This enable not only speeds up network but also manage network traffic such like ATM switches. The other advantage to use Tag switching is that it uses standard routing protocols and TDP to distribute tag values with other tag switches and with tag routers. Unlike ATM, Tag Switching does not call set up procedure.  

Tag Switching with ATM

Tag Switching and ATM switching is based on label swapping. This enable Tag switching network can use ATM switch as Tag switch. But at the same time, it enables to apply this Tag switching technology over ATM network. 

There are plus and minus when we apply Tag switching over ATM. The advantages are:

From data link Layer switching, Tag Switching takes the performance and traffic management capabilities. And from network Layer routing, it takes the scalability and flexibility. So Tag switching can send packet across a router based network along predefined paths, such as virtual circuit instead of hop-by-hop like typical router-based network. This means, router has switch-speed performance as well as traffic management such as load balancing, in ATM switch routers. Also there is no need to use Switched Virtual Circuits (SVCs) for dynamic IP packet flows. This frees CPU power for PNNI (Private Network to Node Interface) and UNI (User Network Interface) flows, which can be reserved for transferring real-time voice and video. Other advantage of using Tag Switching over ATM is that implementing tag switching on an ATM switch does not preclude the ability to support an ATM control plane, such like PNNI, on the same switch. On the physical interface on the ATM switch router, both tag switching and ATM control plane operates in a ships in the night (SIN) mode and run separately without any conflicting. So tag switching is flexible enough for network manager to have both protocols at once.

But it has flaws too. Software restriction above can be limitations of Tag switching over ATM switch. It supports only Open Shortest Path First routing protocols and IP is also only network Layer protocols. Because Tag Switching is proliferate by Cisco, many of devices in the market is by Cisco itself. With that reason, Most of trouble shooting stage needs knowledge about Cisco devices. This is come from TDP is not a standardized – protocol, MPLS is.

Conclusion




In several years, network device vendors and network managers seek the improved-form of new protocols and devices, which is compliant to protocols. From the concept of Label swapping, Ipsilon, Cisco, IBM and many other companies developed possible solution and announced them. But Cisco gains major position and IETF also standardize “Tag Switching Protocols” based on Cisco’s. 

Even though it is not yet standard over the real world and installation and construction of new tag switching network need money, its performance and flexibility attracts network users.

· It provides high performance packet forwarding.

· It provides multi-protocol solution.

· It provides advanced traffic management from ATM switch. 

Reference

1. Tag Switching 

URL: http://www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/tagswtch.pdf
2. Tag Switching URL: http://www.cisco.com/univercd/cc/td/doc/product/atm/c8540/wa5/12_0/12_3/net_tech/mpls.pdf
3. Configuring Tag Switching URL: http://www.cisco.com/univercd/cc/td/doc/product/atm/c8540/cnfg_gd/tag.pdf
4. Configuring Tag Switching URL: http://www.cisco.com/univercd/cc/td/doc/product/atm/c8540/wa5/12_0/12_3/quickcfg/tag.pdf
5. Configuring Tag Switching URL: http://www.cisco.com/univercd/cc/td/doc/product/atm/ls1010s/wa4/12_0_4/sw_cfg/tag.pdf
6. Tag Switching Overview 

URL: http://home.earthlink.net/~hoabut/tagswitching.html
7. Can tag switching bridge the chasm between ATM and IP networks? By Dave Kosiur Feb. 1997

URL: http://www.sunworld.com/swol-02-1997/swol-02-tagswitching.html
8. Computer Networks 3rd Edition by Andrew S. Tanenbaum

ISBN: 0-13-394248-1



















